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********************** start first change **********************************

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.

Cached context

If UE has valid cached SGSN security context it shall send RAU Request with P-TMSI and with a KSI indicating the cached KSI in the old SGSN. In this case the UE may include P-TMSI signature into the RAU Request. Keys from the old SGSN shall overwrite keys in the target SGSN if any. If the network does not have valid cached security context it shall run AKA.

Mapped context

If UE does not have valid cached SGSN security context, it will send RAU Request with P-TMSI mapped from GUTI and with a KSI indicating KSIASME. UE shall include NAS-token into the P-TMSI signature IE. The MME shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSIASME to SGSN with Context Response/SGSN Context Response message.The SGSN and UE shall assign the value of KSIASME  to KSI ,i.e KSI =KSIASME. The MME and UE derive CK' and IK' from KASME and the current NAS downlink COUNT value corresponding tothe NAS-token received by the MME from SGSN as specified in Annex A. Keys from the old MME shall replace the keys in the target SGSN if any.

SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output). NAS-token is derived as specified in Annex A. Both KASME and current NAS downlink COUNT are mandatory input parameters.

********************** end first change *******************************
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