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================== START OF CHANGE ==================
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 

Access Security Management Entity: entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME.

Cached EPS security context: A security context shared between a user and a serving network domain which was not deleted in EPS although the most recent registration is not in EPS.
Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)
Current security context : The security context which has been taken into use by the network most recently.
EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: A state that is established between a user and a serving network domain as a result of the execution of EPS AKA. At both ends "EPS security context data" is stored, that consists at least of the KASME , the key set identifier KSIASME and the NAS uplink and downlink COUNTs. After successful NAS SMC-execution also selected NAS algorithms are stored and the UE security capabilities.
Legacy security context: A security context which has been established according to TS 33.102 [4].
Mapped EPS security context: A security context that has been converted from a security context received from a system differently from EPS.

Re-derivation of NAS keys: derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter)

Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter

Re-keying of KeNB: derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place)

Re-keying of NAS keys: derivation of new NAS keys from a new KASME
Authentication data:  Security context and/or authentication vectors.
================== END OF CHANGE ====================
================== START OF CHANGE ==================
6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [8]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.

NOTE 1:
Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1

During the authentication, the USIM shall verify the freshness of the authentication vector that is used. The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. At receipt of this message, the USIM shall verify whether AUTN can be accepted and if so, produces a response RES. USIM shall compute CK and IK. 

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.
NOTE 2:
This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4], Annex F

UE shall respond with User authentication response message including RES in case of successful AUTN verification as described in TS 33.102[4] and successful AMF verification as described above. Otherwise UE shall send User authentication reject message with a proper CAUSE value. 

Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following long term keys are shared between UE and HSS:

· K is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS security context or a legacy security context, as described in subclause 6.1.2.

As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in subclause 6.1.2.
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Figure 6.1.1-1: EPS user authentication (EPS AKA)

================== START OF CHANGE ==================
6.1.4
Distribution of IMSI and authentication data within one serving network domain

The purpose of this procedure is to provide a newly visited MME with authentication data from a previously visited MME within the same serving network domain.


The procedure is shown in Figure 6.1.4-1
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Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain

The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the user wherein the user is identified by means of a temporary user identity GUTIo and the Tracking area identity TAIo under the jurisdiction of a previously visited MMEo that belongs to the same serving network domain as the newly visited MMEn.

The protocol steps are as follows:

a)
The MMEn sends a user identity request to the MMEo, this message contains GUTIo and TAIo.

b)
The MMEo searches the user data in the database.


If the user is found, the MMEo shall send a user identity response back that:

i)
shall include the IMSI,

ii)
may include a number of unused EPS-authentication vectors ordered on a first-in / first-out basis, and

iii)
may include the current EPS security context data


The MMEo subsequently deletes the EPS-authentication vectors which have been sent and the data elements on the EPS current security context.


If the user cannot be identified the MMEo shall send a user identity response indicating that the user identity cannot be retrieved.

c)
If the MMEn receives a user identity response with an IMSI, it creates an entry and stores any EPS‑authentication vectors and any data on the current EPS security context that may be included.


If the MMEn receives a user identity response indicating that the user could not be identified, it shall initiate the user identification procedure described in clause 6.1.3.

================== END OF CHANGE ==================
================== BEGIN OF CHANGE ==================
7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

7.2.5.1
Transition to EMM-DEREGISTERED
There are different reasons for transition to the EMM-DEREGISTERED state. Key handling for each of these cases are given below. As these are NAS messages, they will be integrity protected when a security context exists between the UE and MME.

1.
Attach reject: All authentication data shall be removed from the UE and MME

2.
Detach:

a.
UE-initiated

i.
If the reason is switch off then all authentication data shall be removed from the UE and MME.

ii.
If the reason is not switch off then MME and UE shall keep all authentication data. 

b.
MME-initiated

i.
Explicit: authentication data shall be kept in the UE and MME if the detach type is re-attach

ii.
Implicit: authentication data shall be kept in the UE and MME

c.
HSS-initiated: If the message is "subscription withdrawn" then authentication data is removed from the UE and MME.

Editors Note: Handover to non-3GPP needs to be considered based on SA2 work.

3.
TAU reject: There are various reasons for TAU reject. The action to be taken shall be as given in TS 24.301 subclause 5.5.3.5.

================== END OF CHANGE ==================
================== BEGIN OF CHANGE ==================
7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM‑CONNECTED to ECM-IDLE transitions when in EMM‑REGISTERED state

7.2.6.1
General

As a general principle, on ECM-IDLE to ECM-CONNECTED transitions when in EMM-REGISTERED state, RRC protection keys and UP protection keys shall be generated as described in subclause 7.2.1 while KASME is assumed to be already available in the MME. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a security context transfer from another MME during handover or idle mode mobility. On ECM-CONNECTED to ECM-IDLE transitions, eNBs shall delete the keys they store such that state in the network for ECM-IDLE mode UEs will only be maintained in the MME. 

7.2.6.2
ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, a EPS security context exists in the UE and the MME, and this EPS security context further contains uplink and downlink NAS sequence numbers. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the uplink NAS sequence number.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC Command to the UE. When the UE receives the AS SMC Command including the current KSIASME, it shall use the NAS uplink sequence number of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB The KDF as specified in Annex A shall be used for the KeNB derivation. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1.

Editor's Note: Whether the UE can be certain which NAS Service Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS sequence number used by the MME must be echoed back to the UE from the MME.

If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS uplink and downlink sequence numbers shall be reset to the start values, and the reset value of the uplink NAS sequence number shall be used as freshness parameter in the KeNB derivation from fresh KASME when executing an AS SMC including the new KSIASME. The KDF as specified in Annex A shall be used for the KeNB derivation also in this case..

Editor's Note: If an AKA is run and the UE immediately transits back into ECM-IDLE, and after this again transits into ECM-CONNECTED, it may happen that the uplink NAS sequence number used for the previous KeNB derivation is used also for this second one (e.g., if AKA messages do not carry NAS sequence numbers). It is FFS whether this can happen.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

================== END OF CHANGE ==================
================== BEGIN OF CHANGE ==================
8.1.1
NAS integrity activation

NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the EPS security context is deleted. The EPS security context may only be deleted if UE is in EMM-DEREGISTERED. While the EPS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the EPS security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS integrity tag is 32 bit. The full NAS integrity tag shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS integrity tag shall be appended to the NAS service request message. 

================== END OF CHANGE ====================
================== START OF CHANGE ==================
9.1.2
From UTRAN to E-UTRAN

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor's NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE's EPC/E-UTRAN security capabilities to the new MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K'ASME and NAS sequence number of Tracking area update Request message using the KDF as specified in Annex A. MME deliveries it to eNB by S1-AP message 

TAU Request message shall be integrity protected with one of the default EPS algorithms.

Editors NOTE 1: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.

Editors NOTE 2: Adding TAU integrity protection does not implicate that NAS SMC need not be send.

Editors NOTE 3: The ISR mechanism may have an effect on whether the TAU integrity protection solution with default algorithm is optimal or not.

Editors NOTE 4: Need to specify how the NAS SNs are handled with default algorithm.

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has cached EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.
================== END OF CHANGE ====================
================== START OF CHANGE ==================
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedures

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex X.MME and UE shall derive the NAS keys and KeNB from K'ASME.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor's NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has cached EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have a cached EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the cached EPS security context indicated in the TAU Request, The newly generated keys or the cached EPS security context shall be taken into operation as soon as possible.
================== END OF CHANGE ====================
================== START OF CHANGE ==================
9.3
Recommendations on AKA at IRAT-mobility to E-UTRAN

After a handover from GERAN or UTRAN into E-UTRAN, it is strongly recommended to run an AKA and perform a key change on-the-fly of the entire key hierarchy as soon as possible after the handover if there is no cached security context in E-UTRAN.

When a UE moves in IDLE mode from GERAN or UTRAN into E-UTRAN, it is strongly recommended to run an AKA if there is no cached security context in E-UTRAN, either after the TAU procedure that establishes an EPS security context in the MME and UE, or when the UE transits into ECM-CONNECTED state. 
================== END OF CHANGE ====================
================== START OF CHANGE ==================
10.1.2
From GERAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

SGSN shall be informed by the UE about its EPC/E-UTRAN security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

Editor's NOTE: Pre-rel8 SGSN may not include the EPC/E-UTRAN security capabilities. In this case UE capabilities from the TAU Request are used.

SGSN shall also transfer UE's EPC/E-UTRAN security capabilities to the MME in the Context Response/SGSN Context Response message. MME shall select security algorithms and will indicate to UE by e.g. NAS SMC. If Active flag in the TAU request message is on (i.e. in case of UP ciphering was activated in UTRAN), MME shall derive KeNB based on K'ASME and NAS sequence number of Tracking area update Request message using the KDF as specified in Annex A. MME delivers it to eNB by S1-AP message.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here.

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has cached EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

================== END OF CHANGE ====================
================== START OF CHANGE ==================
10.2.2
From GERAN to E-UTRAN

10.2.2.1
Procedures

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor's NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have the cached EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the cached EPS security context indicated in the TAU Request, The newly generated keys or the cached EPS security context shall be taken into operation as soon as possible.

================== END OF CHANGE ====================
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