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==== START OF CHANGE ====
7.2.4.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to ciphering as well as integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.4.2.2-1. 

UE verifies the integrity of the NAS security mode command message. If successfully verified, UE starts NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithms indicated in the NAS security mode command message and NAS keys based on KASME indicated by the KSIASME in the NAS security mode command message. 

NAS uplink and downlink ciphering at the MME starts after sending the NAS security mode command message. NAS uplink and downlink ciphering at the UE starts after receiving the NAS security mode command message. The NAS security mode complete message includes IMEI in case MME requested it in the NAS SMC Command message.
If any verification of the NAS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send NAS security mode complete message.
Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).
UE shall add the UE security capabilities to the NAS Security Mode Complete message so that in case the UE security capabilities were sent unprotected to the network the MME can verify that they were not modified.
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Figure 7.2.4.2-1: NAS security mode command procedure

Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 
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