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===== START OF CHANGE 1 =========
9.2.2
From UTRAN to E-UTRAN

9.2.2.1
Procedures

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex X.MME and UE shall derive the NAS keys and KeNB from K'ASME.
SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command. MME shall send a NONCEMME and the KSI (KSIASME or KSISGSN) to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC
MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME shall provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used.
TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE 3: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor's NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used
UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have the previous EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the previous EPS security context indicated in the TAU Request, The newly generated keys or the previous EPS security context shall be taken into operation as soon as possible.
9.2.2.2
Key Derivation during Handover

SGSN shall transfer CK and IK to MME in the relocation request message. MME and UE shall derive K'ASME from CK and IK with the help of a one-way key derivation function KDF as specified in Annex X. 

K'ASME = KDF(CK || IK) . MME and UE shall derive the NAS keys and KeNB from K'ASME.

During UTRAN to E-UTRAN HO, MME sets NAS COUNT equal to zero and uses it with K'ASME (derived from CK and IK) to derive Kenb by applying the KDF defined in annex X for IDLE to CONNECTED transition. The MME distributes the mapped security context based KeNB and the KSISGSN to the eNB in the Handover Request message. 
MME shall also include cached security context based KeNB and the KSIASME to the eNB in the Handover Request message in case MME included KSIASME into the transparent container. The UE derives the mapped security context based KeNB in the same way as the MME did (if MME included the KSISGSN into the transparent container) and cached security context based KeNB if it has it and if MME included KSIASME into the transparent container. The cached context based KeNB shall be derived by replacing the NAS uplink COUNT with the NONCEMME in the KDF in Appendix A.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to UTRAN, the CK/IK derived in UTRAN will always be the same as long as the K_ASME is the same (this is a problem for UTRAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration.

9.3
Recommendations on AKA at IRAT-mobility to E-UTRAN

====== END OF CHANGE 1 ==============
===== START OF CHANGE 2 =========
10.2.2
From GERAN to E-UTRAN

10.2.2.1
Procedures

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall be informed by the UE about its EPS security capabilities. This happens via the MS Network Capability IE, that is extended to include also E-UTRAN capabilities, in Attach Request and RAU Request.

SGSN transfers UE's EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command. MME shall send a NONCEMME  and the KSI (KSIASME or KSISGSN)  to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC
MME shall send KSIASME to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME will provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used.
TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editors NOTE: The issues raised by Editors NOTE's 1 to 4 of section 9.1.2 are also valid here. 

Editor's NOTE: In case the selected AS level algorithm on active mode handover is used to integrity protect the TAU Request creates problems in the MME (i.e. the MME does not know the selected AS algorithm), then the default algorithm solution as used in the idle mode mobility is used

UE uses the converted keys from the source system to protect the TAU Request and include the corresponding needed source system temporary identities and KSI value to point to the right source SGSN and key set. In addition if UE has previous EPS security context, UE shall include corresponding E-UTRAN temporary identities and KSIASME to point to the right MME and key set into the TAU Request.

If EPS does not have the previous EPS security context for the UE indicated in the TAU Request, or if EPS does not activate the previous EPS security context indicated in the TAU Request, The newly generated keys or the previous EPS security context shall be taken into operation as soon as possible.

10.2.2.2
Key Derivation during Handover

SGSN shall transfer CK and IK to MME in the relocation request message. MME shall derive K'ASME from CK and IK as described in the UTRAN to E-UTRAN handover case.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

During GERAN to E-UTRAN handover, the MME sets the NAS COUNT equal to zero and uses it with K'ASME (derived from CK and IK) to derive Kenb by applying the KDF defined in annex X for IDLE to CONNECTED transition. The MME distributes the mapped security context based KeNB and the KSISGSN to the eNB in the Handover Request message. 
MME shall also include cached security context based KeNB and the KSIASME to the eNB in the Handover Request message in case MME included KSIASME into the transparent container. The UE derives the mapped security context based KeNB in the same way as the MME did (if MME included the KSISGSN into the transparent container) and cached security context based KeNB if it has it and if MME included  KSIASME into the transparent container. The cached context based KeNB shall be derived by replacing the NAS uplink COUNT with the NONCEMME in the KDF in Appendix A.
Editor's Note: The following problems needs to be addressed at inter RAT handover:

1. There must be a way to derive the K_eNB in the UE and in the MME before the handover request message is sent from the MME to the eNB. This can be solved by using setting NAS COUNT to zero in case the mapped EPS security context always provides a fresh K_ASME.

2. When a cached EPS security context exists, and the UE moves from E-UTRAN to GERAN, the CK/IK derived in GERAN will always be the same as long as the K_ASME is the same (this is a problem for GERAN). This, in turn results in that when the UE moves back into E-UTRAN the same mapped K_ASME would be used with a NAS COUNT of zero and hence the K_eNB as well as the NAS keys will be the same again (this is a problem for E-UTRAN).

3. Key separation between different target eNBs when doing handover from UTRAN/GERAN to E-UTRAN is solved by using a cached EPS security context or by running an AKA in E-UTRAN as soon as possible after the handover and needs no further consideration.

10.3
Recommendations on AKA at IRAT-mobility to E-UTRAN

See recommendation provided by subclause 9.3

====== END OF CHANGE 2 ==============
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