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**************************Begin of Change**************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 23.002: "Network architecture".

[2]
3GPP TS 22.250: "IP Multimedia Subsystem (IMS) group management"; Stage 1".

[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[4]
3GPP TR 33.919: "Generic Authentication Architecture (GAA); System description".

[5]
3GPP TS 33.141: "Presence Service; Security".

[6]
IETF RFC 2246 (1999): "The TLS Protocol Version 1".

[7]
IETF RFC 3268 (2002): "Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)".

[8]
IETF RFC 3546 (2003): "Transport Layer Security (TLS) Extensions".

[9]

IETF RFC 2818 (2000): "HTTP Over TLS".

[10]
IETF RFC 2617 (1999): "HTTP Authentication: Basic and Digest Access Authentication".

[11]
IETF RFC 3310 (2002): "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".

[12]
IETF RFC 2616 (1999): "Hypertext Transfer Protocol (HTTP) – HTTP/1.1".

[13]
3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security".

[14]
OMA Security "TS TLS Profile", (2007):.
[15]
IETF RFC 4279 (2005) "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[16]
3GPP TS 33.221: "Generic Authentication Architecture (GAA); Support for subscriber certificates".
[17]
OMA Security "Certificates and CRL Profiles", (2004), version 1.1. 
[18]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[19]
3GPP TS 29.109: "Generic Authentication Architecture (GAA), Zh and Zn Interface based on the Diameter protocol; Stage 3".

**************************Next Change**************************
5.3.1
TLS profile

The UE and the NAF shall support the TLS version as specified in RFC 2246 [6] and OMA TLS Profile [14] or higher. Earlier versions are not allowed.

NOTE 1:
The management of Root Certificates is out of scope of this Technical Specification.

The UE and the NAF shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.
NOTE 2:
If the NAF is doing virtual name based hosting (e.g. in the case of authentication proxy, see Annex A), the NAF needs to either have a TLS server certificate that contains all the hostnames that the NAF can be addressed with (i.e. virtual hostnames), or have one TLS server certificate for each of the hostnames mentioned above. In the latter case, the server_name extension is needed because the NAF needs to be able to select the correct TLS server certificate.
**************************Next Change**************************
5.3.1.3
Authentication of the AP/AS
The AP/AS is authenticated by the Client as specified in OMA TLS Profile [14], which in turn is based on RFC 2246 [6].

The AP/AS certificate profile shall be based on OMA Certificate and CRL Profile as defined in Certificate and CRL Profile [17].
**************************Next Change**************************
5.4.1
TLS Profile

If the PSK TLS based authentication mechanism is supported, the HTTPS client in the UE or the NAF shall support the TLS version as specified in RFC 2246 [6], OMA TLS Profile[14], PSK TLS [15], or higher. Earlier versions are not allowed.

The HTTPS client in the UE and the NAF shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.

NOTE:
If the NAF is doing virtual name based hosting (e.g. in the case of authentication proxy, see Annex A), the NAF needs to be able to discover the correct server name to indicate the correct NAF_ID to the BSF. Otherwise the BSF is not able derive the correct NAF specific keys.

**************************End of Change**************************
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