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*** start of changes ***

6.3.2.1A
MBMS User Service Registration procedure

When a UE has received MBMS User Service information, which indicates that the service is protected, via User Service Discovery / Announcement procedures describing a MBMS User Service, and the user wants to receive that MBMS User Service, the UE shall register to the MBMS User Service. Registration is required to ensure that the UE receives the necessary MSK updates.  

MBMS User Service Registration shall be performed by the UE irrespective of the type of MBMS Transport Service i.e. in multicast mode or broadcast mode, as soon as the user first indicates that he wants to receive the MBMS User Service. In addition, it shall be performed at subsequent power on, unless the user has previously indicated that he/she no longer wants to receive the MBMS User Service, or unless the USIM or SIM has changed.

NOTE 1:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

NOTE 2:
The MBMS User Service announcements are not protected when sent over MBMS bearer.

The UE shall not release the PDP context used by the MBMS User Service Registration until an MBMS User Service De-registration has been performed. This is to ensure that the BM-SC is aware of the correct UE IP address for the purpose of performing MSK deliveries from the BM-SC as specified in clause 6.3.2.2.4 and clause 6.3.2.3.1.

If the MBMS User Service does not require any protection (i.e. if a service protection description is not present in the Service Announcement), the UE shall not perform User Service Registration  for key management purposes, which means that the UE needs no shared secret with the BM-SC and should therefore not perform a GBA-run with BSF for MBMS (e.g. if no shared secret for MBMS is available in the UE).

The UE shall receive the following information via the User Service Discovery / Announcement procedures if protection of the MBMS User Service is applied:

-
One or more fully qualified domain names (FQDN) of the key management servers (i.e. the BM-SC). This is for the UE to know to which IP address to send within the MBMS User Service Registration/Deregistration and MSK request Procedures. One or more FQDNs may be indicated in the Service Announcement for load balancing purposes. The UE shall choose the FQDN at the registration phase with the same mechanism as the File Repair Server is selected in TS 26.346 [13]. The UE shall keep the same FQDN for subsequent key management procedures.  

-
UICC key management required: yes/ no.

-
2G GBA allowed: yes/no


If the flag 2G GBA is not present then 2G GBA is not allowed.

-
MIKEY FEC-protection, as defined in TS 26.346 [13], may be specified in the service protection description if MIKEY is FEC protected and encapsulated in FEC source packets.
-
Identifiers of the MSKs needed for the User Service.


For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of each MSK ID shall be set to 0x0 to denote the current MSK. The Key Number values in the Service Announcement shall be ignored by the UE, since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels. If the MSK is applied to streaming data, then the following parameters shall be present per MSK:
NOTE 3: 
Void 

NOTE 4: 
Void
-
Back off mode parameters, as defined in TS 26.346 [13], may be specified for MSK requests, if wanted by the service provider. These parameters are then valid for all MSKs in the user service. The Back off mode is used to avoid congestion in MSK requests. In the rare cases that more than one User Service share the same MSK, but have different back off parameters, the UE is allowed to choose which ones to use. The Back off mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off mode if it is requested by the BM-SC in the Service Announcement.

The UE shall not register for an MBMS user service if it does not have enough storage available for any additional MSKs and MTKs required for that service. The UE should delete MSKs and MTKs that are no longer needed in order to free up storage for new MSKs and MTKs. For UICC-based key management, the ME shall control the deletion of MSKs stored on the UICC.
Note:
It is up to the ME implementation as to which keys are not needed any longer.

In case the service protection description indicates that the UICC key management is required, the UE should only try to access the MBMS User Service if the selected UICC application is capable of MBMS key management.

In case the service protection description indicates that UICC key management is not required, the use of either UICC key management or ME key management for a particular UE, depends on if the used UICC application is capable of MBMS key management or not, i.e. if the used UICC application is capable of MBMS key management, then UICC key management shall be used.

In case the service protection description indicates that UICC key management is not required and 2G GBA is not allowed, the UE should only try to access the MBMS User Service if a USIM is present in the UE as the use of SIM is not allowed for this MBMS User Service. 

In case the service protection description indicates that UICC key management is not required and 2G GBA is allowed, the use of either 2G or 3G GBA for a particular UE depends on whether a UICC with a USIM is present in the UE or not as defined in TS 33.220 [6]. I.e., if a UICC with a USIM is present then 3G GBA shall be used, and if no UICC with a USIM is present then a SIM together with 2G GBA shall be used.  The service protection description shall not allow 2G GBA and require UICC key management at the same time.
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Figure 6.0A: MBMS User Service Registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
A list of one or more MBMS User Service IDs.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies from the BM-SC Membership function whether the UE is authorized to register to the MBMS User Service(s) specified in the request. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service(s), which means that the UE is registered to receive the MSKs used in these MBMS User Service(s). The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE. The following information shall be included in the payload of the HTTP response message:

-
A list including one status code for each MBMS User Service ID that was present in the Registration request.

The handling of multiple status codes in one response message is specified in clause 6.3.2.4.

NOTE 5:
The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW Authorization request headers in the first message in figure 6.0A and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure in the HTTP status line, the UE may retry to send the request message. 

The UE shall check the status codes in the payload and act accordingly. For example, the UE may retry to register to the MBMS User Service(s) that were indicated to have failed. Further error cases are described in clause G.2.4.

 The BM-SC Key Distribution function initiates MSK delivery procedure(s) as specified in clause 6.3.2.3 for those MBMS User Services for which the response message indicated success. The BM-SC may decide to not initiate MSK key delivery procedures, if the combination of services is such that it only makes sense to use all of them simultaneously.

NOTE 6:
The time between the MBMS User Service Registration procedure and MSK delivery procedures may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.

*** next change ***

Annex D (normative):
UICC-ME interface

D.1
MSK Update Procedure

This procedure is part of the MSK update procedure as described in clause 6.5 (Validation and key derivation functions in MGV-F).

The ME has previously performed a GBA_U bootstrapping procedure and a subsequent GBA_U NAF Derivation procedure as described in TS 33.220. The UICC stores the corresponding Ks_int_NAF and associated B-TID together with the NAF_Id without the Ua security protocol identifier, associated with this particular bootstrapping procedure.

The ME receives a MIKEY message containing an MSK update. After performing some validity checks, the ME sends the whole message to the UICC. The UICC uses the MUK ID (included in the MIKEY message, see clause 6.1) to identify the stored Ks_int_NAF.

The UICC then uses Ks_int_NAF as the MUK value for MUK derivation and MSK validation and derivation (as described in clause 6.5.3).

After successful MSK Update procedure the UICC stores the Key Domain ID, MSK ID, MSK and MSK Validity Time (in the form of MTK ID interval).
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Figure D.1: MSK Update Procedure

In case the MSK update MIKEY message is acceptable (i.e. the received MSK ID corresponds to the last generated MUK in the UE, and the MSK Update procedure has been performed successfully) and the V-bit was set in the HDR, then a MSK Verification Message as described in clause 6.4.5.2 (MSK Verification message) shall be produced. The UICC uses the same MUK ID and TS, which were received from the MSK MIKEY Message (see clause 6.1), for the MSK Verification Message Generation.

D.2
Void
D.3
MTK generation and validation

This procedure is part of the MTK generation and validation function as described in clause 6.5.4 (MTK processing).

The ME receives the MIKEY message (containing Header, Time stamp, Key Domain ID, MSK ID, MTK ID = SEQp,  an encrypted MTK||Salt (if salt is available) and MAC). After performing some validity checks, the ME sends the whole message to the UICC. The UICC computes the MGV-F function as described in clause 6.5. (Validation and key derivation functions in MGV-F). After successful MGV-F procedure the UICC returns the MTK.
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Figure D.3: MTK Generation and Validation
D.4
MSK deletion procedure

This procedure enables the ME to control the deletion of MSKs stored on the UICC as described in clause 6.3.2.1A. 

The ME sends to the UICC  the Key Domain ID and Key Group part of the MSK ID to delete. The UICC deletes all corresponding MSKs. 
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Figure D.4: MSK Deletion
*** end of changes ***
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