Page 12



3GPP TSG-SA WG3 (Security) Meeting #44 
Tdoc (
S3-060587

Tallinn, Estonia, 11-14 July 2006

	CR-Form-v8

	CHANGE REQUEST

	

	(

	33.204
	CR
	0004
	(

rev
	-
	(

Current version:
	7.1.0
	(


	

	For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Using TCAPsec within a hub-and-spoke architecture

	
	

	Source:
(

	SA3 (Siemens)

	
	

	Work item code:
(

	SEC7-NDS-TCAPsec
	
	Date: (

	13/07/06

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Ph2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)



	
	

	Reason for change:
(

	Adding the possibility to use SS7SEGs in a hub-and-spoke architecture

	
	

	Summary of change:
(

	It is specified how and when Hub-and-spoke versus End-to-End TCAPsec can be applied.

	
	

	Consequences if 
(

not approved:
	 

	
	

	Clauses affected:
(

	3.1, 4.2, 5.3, 5.5.1, Annexes A, B and C

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


***** Start of change ***

3.1
Definitions

In addition to the definitions included in TR 21.905 [1], for the purposes of the present document, the following definitions apply:

Anti-replay protection: Anti-replay protection is a special case of integrity protection. Its main service is to protect against replay of self-contained packets that already have a cryptographic integrity mechanism in place.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

Security Association: A logical connection created for security purposes. All traffic traversing a security association is provided the same security protection. The security association specifies protection levels, algorithms to be used, lifetimes of the connection etc.
SS7 Carrier: An SS7 network that is not a PLMN.
SS7 Security Gateway: A Network Node that terminates and initiates TCAPsec. Similar to a SEG (see TS 33.210 [6]), the SS7 security Gateway is used for communication between two SS7 security domains.

TCAPsec: The complete collection of protocols and procedures needed to protect TCAP user messages. 

 ***** End of change ****

***** Start of change ***

4.2
Network architecture
TCAPsec can be applied between different types of SS7 networks:
a) between two PLMN’s.

b) between a PLMN and an SS7-carrier.
c) between two SS7-carriers.

The first case is considered in the end-to-end architecture (cf. clause 4.2.1). This architecture is applied in case the communicating PLMNs do not wish to trust intermediate SS7-networks.
In a hub-and-spoke architecture, a concatenation of multiple second and third cases may happen (cf. clause 4.2.2). Using this architecture is required if certain payload related services are performed by an SS7-carrier for whom the SS7-carrier is trusted by the PLMN. 
4.2.1
End-to-end architecture
In a PLMN that employs SS7-SEGs all TCAP user signalling messages entering or leaving the PLMN have to transit an SS7-SEG which belongs to the PLMN and which performs the protection of outgoing messages and the protection checking and de-protection or blocking of incoming messages. SS7-SEG shall do Global Title Translation. For all unprotected messages from network elements inside one PLMN that are destined for another PLMN, the destination point is a SS7-SEG of the originating PLMN. After the messages are protected by a SS7-SEG of the originating PLMN, this SS7-SEG shall direct the message towards the destination NE (cf. figure 4.2-1).
One or several SS7-SEGs may be employed within a PLMN.

An SS7-SEG may be co-located with any TCAP user NE or it may stand alone. However, for the purpose of this specification and without imposing any restrictions, it is assumed that the SS7-SEG is stand alone.

It is further assumed that the SS7-SEGs are located at the border of the PLMN i.e. incoming messages transit an SS7-SEG before they reach any other node within the PLMN, and outgoing messages transit an SS7-SEG immediately before reaching a node outside the PLMN.
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Figure 4.2-1: End-to-end SS7-Security Gateway Architecture
4.2.2 Hub-and-Spoke architecture
Using a hub-and-spoke architecture for SS7SEGs is required in following cases 

a) The intermediate SS7-carrier has to perform TCAP user payload modification
An example of such a service is steering of roaming. Another example is an SMS hubbing architecture where the HUB (i.e. the SS7 carrier) has to insert a virtual SMSC-address in the MAP message.
b) The intermediate SS7-carrier needs to perfom protocol interworking.
Examples are inter-standard SMS for roaming into CDMA, and a CAMEL Gateway.

Using a hub-and-spoke architecture for SS7SEGs may be used for following cases but can also be performed in the end-to-end architecture. 

c) The intermediate SS7-carrier performs message screening (e.g. SPAM control) and may have to drop messages.
If the communicating PLMNs have agreed to use protection mode 1 then using the end-to-end architecture is preferred from a security point of view. 

If the communicating PLMNs have agreed to use protection mode 2 and both PLMNs find it acceptable to share the confidentiality key with the SS7 carrier then the end-to-end architecture can be used and is preferred from a security point of view. If confidentiality key sharing is not acceptable then the hub-and-spoke architecture is the only possible solution.
d) The intermediate SS7-carrier performs advanced reporting.
The same considerations as for case c apply.
Figure 4.2-2 is one example of such a hub-and-spoke architecture. 
NOTE: From a security point of view the number of intermediate hubs should be limited. 
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Figure 4.2-2: Example of Hub-and-Spoke SS7-Security Gateway Architecture

***** End of change ****

***** Start of change ***

5.3

Policy requirements for the TCAPsec Security Policy Database (SPD)

The security policies for TCAPsec key management are specified in the SS7-SEG’s SPD. SPD entries define per peer network whether protection shall be applied, and if protection shall be applied then which protection mode shall be used. SPD entries of different SS7-SEGs within the same network shall be consistent.

Fallback to unprotected mode:

-
The "fallback to unprotected mode" (enabled/disabled) is a parameter for the receiving direction per network, if enabled it allows the receiving network to accept unprotected traffic as well as protected traffic. If disabled, only protected traffic is to be accepted 
-
The use of the fallback indicator is specified in Annex B;
-
The security measures specified in this TS are only fully useful for a particular network if it disallows fallback to unprotected mode for TCAP user messages received from any other network.
NOTE: 
The benefit gained for a sending operator A that applies TCAPsec for all or a subset of messages towards a peer network B is that spoofing of the SCCP calling party address for all or a subset of messages can be detected. The receiving network B is now able to reject unprotected messages for all or a subset of messages that need protection, with SCCP calling party addresses from network A. 

Explicit policy configuration:
-
The SPD shall contain an entry for each network the SS7-SEG is allowed to communicate with.

Protection granularity:
-
SPD administration shall be allowed on TCAP user application part level for each network the SS7-SEG is allowed to communicate with.
Migration support between protection modes:
-
An SPD entry may contain two protection modes for the same network. If this is the case then both protection modes shall be acceptable for incoming messages, but only one (preferred) protection mode shall be used for outgoing messages.

***** End of change ****

***** Start of change ***

5.5.1
TCAPsec security header

For Protection Mode 1, the security header is a sequence of the following elements:

Security header  =  SPI || TVP

For Protection Mode 2, the security header is a sequence of the following elements:

Security header  =  SPI || TVP || SS7-SEG Id || Prop

where

-
Security Parameters Index (SPI):


See Clause 5.4

-
TVP:


The TVP, used for replay protection of secured TCAP user message, is a 32 bit time-stamp. The receiving network entity will accept an operation only if the time-stamp is within a certain time-window. The resolution of the clock from which the time-stamp is derived is 0.1 seconds. The size of the time-window at the receiving network entity is not standardised.

-
SS7-SEG Id:


1 octet used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG Id is unique per network. (This is sufficient because sending keys are unique per network) The SS7-SEG Id shall be a unique number within the network.
-
Proprietary field (PROP):


1 octet used to create different IV values for different protected TCAP user messages within the same TVP period for one network entity. The usage of the proprietary field is not standardised.

***** End of change ****

***** Start of change ***

Annex A (informative):
Guidelines for manual key management

A.1
Inter-domain Security Association and Key Management Procedures

Manual Inter-domain Security Association and Key Management procedures is subject to roaming agreements.

Some important parts of an inter-domain Security Association and Key Management agreement are:

-
to define how to carry out the initial exchange of TCAPsec SAs;

-
to define how to renew the TCAPsec SAs;

-
to define how to withdraw TCAPsec SAs (including requirements on how fast to execute the withdrawal);

-
to decide if fallback to unprotected mode is to be allowed;

-
to decide on key lengths, algorithms, protection mode, and SA expiry times, etc (TCAPsec SAs are expected to be fairly long lived).

An SA being used by an SS7-SEG for incoming traffic expires when it reaches its hard expiry time. When this occurs, the SS7-SEG can no longer use that SA to process incoming TCAPsec traffic. If a new additional valid SA is installed into the SS7-SEG, the "old" one shall still be kept until it reaches its hard expiry time, so as to be able to accept incoming traffic still received under the "old" SA.

An SA being used by an SS7-SEG for outgoing traffic expires when it reaches its soft expiry time. When this occurs, the SS7-SEG shall start using another valid SA. If no such valid SA exists, the SS7-SEG continues to use the "old" SA until it reaches its hard expiry time or another valid SA effectively becomes available.

In case the current SA gets compromised, a new valid SA should be made immediately available to all SS7-SEG, which should then stop using the compromised SA and delete it.

To ease SA renewal, both networks may decide to set up several TCAPsec SAs in advance so that SS7-SEGs can automatically switch from one SA to another SA. In such a situation, the TCAPsec SAs would have different soft and hard expiry times.

When more than one valid SA is available, the SS7-SEG chooses the one with the earliest soft expiry time.

A.2
Local Security Association Distribution

Manual Local Security Association Distribution is executed entirely within one network and is consequently at the discretion of the administrative authority.

The requirement on the manual distribution procedures can be summarized as follows:

-
Procedures for transporting the relevant TCAPsec SA to the SS7-SEG shall be defined. In order to ensure that the TCAPsec SA are present when needed, all valid TCAPsec SA should be distributed to all SS7-SEG as soon as they are available.

-
Procedures for revocation of TCAPsec SAs shall be defined.

Annex B (normative):
TCAPsec message flows

Imagine a network scenario with two SS7-SEG at different PLMNs (SS7-SEGa in the sending PLMN A and a SS7-SEGb in the receiving PLMN B) willing to communicate using TCAPsec. Figure 1 presents the message flow.
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Figure B-1. TCAPsec Message Flow

NOTE: The same migrations can be applied within the Hub-and-spoke Architecture where one or both of the PLMNs take the role of an SS7 carrier. 

According to Figure 1, when SS7-SEGa from PLMN A on behalf of NEa needs to send a message towards NEb within PLMN B using TCAPsec, the process is the following:

The Sending Entity SS7-SEGa performs the following actions during the outbound processing of every TCAP user message:

1.
SS7-SEGa checks its Security Policy Database (SPD) to check if TCAPsec mechanisms shall be applied towards PLMN B:

a)
If the SPD does not mandate the use of TCAPsec for the TCAP user application part towards PLMN B, then normal TCAP communication procedures will be used and the process continues in step 4.
b)
If the SPD mandates the use of TCAPsec for the TCAP user application part towards PLMN B, then the process continues at step 2.
c)
If no valid entry in the SPD is found for PLMN B, then the communication is aborted and the message is discarded. 
2.
SS7-SEGa checks its Security Association Database (SAD) for a valid Security Association (SA) to be used towards PLMN B. In the case where more than one valid SA is available at the SAD, SS7-SEGa shall choose the one, the soft expiry time of which will be reached next.

a)
In case protection of TCAPsec messages towards PLMN B is not possible (e.g. no SA available, invalid SA…), then the message is discarded.
b)
If a valid SA exists then the process continues at step 3.

3.
SS7-SEGa constructs the TCAPsec message towards NEb using the parameters (keys, algorithms) found in the SA and the protection mode from the SPD.

4.
SS7-SEGa either: 
a)
sends a TCAPsec message towards PLMN B (from step 3).

b)
forwards an unprotected TCAP message in the event that the SPD towards PLMN B allowed it (step 1.a).
At the Receiving PLMN, an SS7-SEG (e.g. SS7-SEGb) performs the following actions during the inbound processing of every TCAP user message it received:

5.
If a TCAP message is received for which no valid SPD entry exists (i.e. SCCP calling party address is unknown) then the message is discarded (Process goes to END).

6.
If an unprotected TCAP message is received, the process continues with step 7.


Otherwise, SS7-SEGb decomposes the received TCAPsec message and retrieves SPI from the security header.

7.
The SS7-SEGb checks the SPD:


An unprotected TCAP message is received:

a)
If an unprotected TCAP message is received and fallback to unprotected mode is allowed for the specified SCCP calling party address and TCAP user application part, then the unprotected TCAP message is simply processed (Process goes to END)

b)
If an unprotected TCAP message is received, but the SPD mandates the use of TCAPsec and fallback to unprotected mode is NOT allowed for the specified SCCP calling party address and TCAP user application part, then the message is discarded.

A TCAPsec message is received:

c)
If a TCAPsec message is received, but the SPD indicates that TCAPsec is NOT to be used, then the message is discarded.

d)
If a TCAPsec message is received and the SPD indicates that TCAPsec is required, then the process continues at step 8.

8.
The receiving SS7-SEG checks its SAD to retrieve the relevant SA information for processing of the TCAPsec message:

a) 
If the received SPI does not point to a valid SA, then the message is discarded.

b) 
If the received SPI points to a valid SA, and if the Source and Destination Network Id, which are retrieved via the SPI, align with those from SCCP layer, then the SS7-SEG retrieves the protection mode from the SPD and the cryptographic information (keys, algorithms) from the SAD and the process continues at step 9, otherwise the message is discarded.
9.
Freshness of the protected message is checked by ensuring the Time Variant Parameter (TVP) is in an acceptable window. Integrity and encryption mechanisms are applied to the message according to the identified protection level, by using the information in the SA (keys, algorithms).

a)
If the result after applying such mechanisms is NOT successful then the message is discarded.

b)
If the result after applying such procedures is successful, then SS7-SEG has the cleartext TCAP message NEa originally wanted to send to NEb. The cleartext TCAP message can now be forwarded by the receiving SS7-SEG to NEb (Process goes to END)

END:
A cleartext TCAP user message is available at the receiving SS7-SEG.

In the event the received message at NEb requires an answer to NEa (Return Result/Error), an SS7 SEG in PLMN B will, on behalf of NEb perform the process in steps 1 to 4 acting as the Sender and an SS7 SEG in PLMN A will perform the process in steps 5 to 8 acting as the Receiver and forward a successfully received message to NEa.

Annex C (informative): 
High level migration strategy

This Annex describes three types of protection mode changes, which each may be performed per TCAP user application part between a pair of networks.
NOTE: The same migrations can be applied within the Hub-and-spoke Architecture where one or both of the PLMNs take the role of an SS7 carrier. 
C.1

Transition phase from unprotected to protected message transfer
By applying a migration strategy which is coordinated between the two PLMN operators (A and B) it can be assured that protected messages are not sent from PLMN A to PLMN B (and vice versa) before operator B confirms completion of SS7-SEG introduction in his network.

In order to avoid traffic interruption during the transition phase from unprotected to protected message transfer between tw’ operators' PLMNs the following course of action is recommended:

Precondition: It is assumed that neither operator A, nor operator B have activated TCAPsec for the TCAP user application part(s) that needs protection and now are going to set up use of TCAP user  security for traffic to and from each other.

1. Operator A negotiates Security Associations with operator B and stores the SAs in the SAD. Both operators also agree on the policy that shall be applied for the different TCAP user application parts of the messages that needs to be exchanges between the PLMNs.

2. Operator A modifies the Security Policy in his gateways as follows: Messages received from operator B’s PLMN should be protected according to the indicated protection mode by the SPD; however fallback to unprotected mode is allowed, i.e. unprotected messages received from’operator B's PLMN are not blocked. This means that incoming messages with an SCCP calling party address pointing to operator B are accepted by PLMN A. Operator A does not send protected messages yet.

NOTE 1: 
When fallback to unprotected mode is allowed then other security measures may be used that assist in identifying the origin of the message to a certain trust level, e.g. TCAP handshake for MTforwardSM (see Annex D).

NOTE 2: 
As the fallback indicator can be specified per TCAP user application part between a pair of PLMN, this allows a gradual security upgrade.

3. When Operator A has completed step 2 in all his SS7-SEGs, he informs Operator B.

4. When Operator A receives confirmation that operator B also has performed step 2, Operator A modifies the Security Policy in his gateways as follows: Outgoing messages sent to operator B’s PLMN shall be protected as indicated by the SPD.

5. When Operator A has completed step 4 in all his SS7-SEGs, he informs Operator B which can then perform step 4 and 6 towards Operator A.

6. When Operator A receives confirmation from Operator B that he has performed step 4, Operator A modifies the Security Policy in his gateways as follows: Fallback to unprotected mode is not allowed, i.e. unprotected messages received from’operator B's PLMN will be blocked.
NOTE 3: 
After disabling fallback to unprotected mode then other security measures that are in use and that assist in identifying the origin of the message to a certain trust level, e.g. TCAP handshake for MTforwardSM (see Annex D), can be disabled.

C.2

Transition phase from protected message transfer to unprotected message transfer.
In order to avoid traffic interruption during the transition phase from protected to unprotected message transfer between two operators' PLMNs, the following course of action is recommended:
Precondition: It is assumed that operator A has already successfully set up the use of TCAP user security for traffic to and from operator B and is now going to remove use of TCAP user  security for traffic to and from operator B.
1)
Operator A modifies the Security Policy in his gateways as follows: Messages received from operator B's PLMN may still be protected according to the stored SA, however fallback to unprotected mode is allowed.
NOTE: 
Before setting fallback to unprotected mode to allowed, other security measures may be activated that assist in identifying the origin of the message to a certain trust level, e.g. TCAP handshake for MTforwardSM (see Annex D).
2)
When Operator A has completed step 1 in all his SS7-SEGs, he informs Operator B.
3)
When Operator A receives confirmation from Operator B that all SS7-SEGs in Operator B's PLMN have been set up to allow fallback to unprotected mode, Operator A changes the SPD entries to send unprotected outgoing messages via his SS7-SEGs, but allow the reception of protected messages from network B.

4)
When Operator A has completed step 3 in all his SS7-SEGs, he informs Operator B.
5)
When Operator A receives confirmation from Operator B that the SPD entries were changed to unprotected in all SS7-SEGs of Operator B's network, Operator A performs the similar change in his SS7-SEGs.
C.3

Transition phase from protected mode to another protected mode
In order to avoid traffic interruption during the phase where the used protection mode is modified in the SS7-SEGs' SPDs, the following course of action is recommended:
Precondition: It is assumed that operator A's policy is to protect all messages exchanged with operator B's PLMN with protection mode "integrity+authenticity"; now both Operators are going to modify the policy to protect messages sent to the other PLMN with protection mode "integrity+authenticity+confidentiality".
NOTE: 
The transition from protection mode “"integrity+authenticity+confidentiality" to protected mode "integrity+authenticity" is similar as described below but with the protection modes reversed.
1)
Operator A and B both modify the SPD by adding "integrity+authenticity+confidentiality" to the acceptable protection modes, i.e. they will now allow both "integrity+authenticity+confidentiality" and "integrity+authenticity" as acceptable protection modes, but outgoing messages are still sent with "integrity+authenticity”.

2)
When step 1 is completed in all SS7-SEGs of Operator B's PLMN, Operator A is informed. Similarly Operator A will inform Operator B after performing the actions of Step 1.

3)
When Operator A (or Operator B) receives confirmation from Operator B (or Operator A) that the SPDs in all SS7-SEGs have been updated to accept the new protection mode in addition to the old one, Operator A (or operator B) modifies the SPD such that outgoing messages in his SS7-SEGs towards Operator B (or operator A) are send with only with protection mode "integrity+authenticity+confidentiality".
4)
When step 3 is completed in all SS7-SEGs of Operator A's (or Operator B’s) PLMN, he informs Operator B (or Operator A).
5)
When receiving confirmation that the SPDs have been updated in all SS7-SEGs of Operator A (or Operators B's) PLMN, Operator B (or Operator A) modifies the SPD by removing "integrity+authenticity" from the acceptable protection modes.

***** End of change ****
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