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3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards.

Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity. 

External AAA Server: The External AAA Server is located in an external packet data network. The PDG interworks with the External AAA Server via the Wi reference point.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party. 

Local interface: an interface between the devices that may conform to the WLAN UE, normally one device with WLAN capabilities and one UICC or SIM card holding device.
Private network access from WLAN 3GPP IP Access: Private network access from WLAN 3GPP IP Access describes UE access to an external IP network via a UE-initiated tunnel. This is one of the WLAN 3GPP IP access methods. While the WLAN 3GPP IP access only performs user authentication and authorization with 3GPP AAA servers, this access method performs authentication and authorization with an external server via PDG in addition to the authentication and authorization with the 3GPP AAA server.
Temporary identity: an identity given by the home network to the WLAN UE, used to identify the user temporarily, normally in one authentication process lifetime. In this TS it refers to a pseudonym or a re-authentication identity.
Tunnel: it refers to an IPsec security association used in WLAN 3GPP IP access to protect the communications from the WLAN UE to the 3GPP network. It is preceded by an IKE negotiation.

W-APN: WLAN Access Point Name – identifies an IP network and a point of interconnection to that network (Packet Data Gateway).

WLAN 3GPP IP Access: Access to an IP network via the 3GPP system.

WLAN Direct IP Access: Access to an IP network is direct from the WLAN AN.

WLAN coverage: an area where wireless local area network access services are provided for interworking by an entity in accordance with WLAN standards.

WLAN-UE: user equipment to access a WLAN interworking with the 3GPP system, including all required security functions.
**** Next modified section ****
6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself with an identity, for example, "pdg.mncNNN.mccMMM.3gppnetwork.org". This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.

-
If the Private network access from WLAN 3GPP IP Access is required, then multiple authentications with the 3GPP AAA Server and External AAA Server are performed. The detailed procedure of this access method is described in section 6.1.5.3.

**** First added section ****
6.1.5.3
Authentication and authorization for the Private network access from WLAN 3GPP IP Access
Three procedures for the authentication and authorization for the Private network access are possible. The first procedure described in section 6.1.5.3.1 is applicable in the scenario where the External AAA Server supports the EAP procedures. The second procedure described in section 6.1.5.3.2 is applicable in the scenario where the External AAA Server supports the PAP procedure. The third procedure described in section 6.1.5.3.3 is applicable in the scenario where the External AAA Server supports the CHAP procedure.

6.1.5.3.1
Authentication and authorization for the Private network access (The External AAA Server performs EAP procedure)

This procedure is the most preferable configuration for the private network access. In this procedure, the External AAA Server shall support EAP extensions specified in the RADIUS (Remote Authentication Dial In User Service) Support for Extensible Authentication Protocol (EAP) [26].
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server performs EAP procedure)
NOTE: The parameters indicated with bold characters denote support for “multiple authentication and authorization”, as specified in draft-eronen-ipsec-ikev2-multiple-auth-01 [XX].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA Server and the PDG indicated that multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.
3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.

15. If the External AAA Server supports the EAP procedure, the PDG sends the Radius Access Request with the user-name attribute which is copied from the IDi in the IKE_AUTH Request (step14) and EAP attribute without EAP packet to the External AAA server. 

16-21. Any EAP method, for example, EAP-TLS, EAP-TTLS and so on can be used between the WLAN UE and the External AAA Server. As usual in IKEv2, the EAP payload is used to convey EAP signals between WLAN UE and PDG.  

22. The PDG sends the Accounting request (Start) message to the External AAA Server as the RADIUS client.

23. The External AAA Server returns the Accounting response (Start) message to the PDG if needed.

24.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. 

25.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. 
26.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.

6.1.5.3.2
Authentication and authorization for the Private network access (The External AAA Server performs PAP procedure)

This procedure is applied if the External AAA server performs PAP procedure.
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server performs PAP procedure)
NOTE: The parameters indicated with bold character denote support for “the multiple authentication and authorization”, as specified in draft-eronen-ipsec-ikev2-multiple-auth-01 [XX].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA Server and the PDG indicated that multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.
3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.

15. If the External AAA Server supports the PAP procedure, the PDG sends an EAP-GTC request to the WLAN UE for the next authentication.

16. The WLAN UE returns an EAP-GTC response containing the user‘s password to the PDG.

17. The PDG sends the Access request message with user-name which is copied from the IDi in the IKE_AUTH Request (step14) and user-password attributes to the external AAA server as the RADIUS client.

18. The external AAA server returns the Access accept to the PDG.

19. The EAP-success message is sent to the WLAN UE over IKEv2.

20. The PDG sends the Accounting request (Start) message to the external AAA server as the RADIUS client if needed.

21. The external AAA server returns the Accounting response (Start) to the PDG.

22.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] in order to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. 
23.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

24.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE
6.1.5.3.3
Authentication and authorization for the Private network access (The External AAA Server performs CHAP procedure)

This procedure is applied if the External AAA Server performs CHAP procedure.
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Figure XX: Authentication and authorization for the Private network access (The External AAA Server performs CHAP procedure)

NOTE: The parameters indicated with bold character denote support for “the multiple authentication and authorization”, as specified in draft-eronen-ipsec-ikev2-multiple-auth-01 [XX].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA server and the PDG indicated that  multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.

3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi pay load that is used for the next authentication and authorization with the External AAA server and without an AUTH payload.

15. If the External AAA Server supports the CHAP procedure, the PDG sends an EAP MD5-challenge request to the WLAN UE for the next authentication.

16. The WLAN UE returns an EAP MD5-Challenge response to the PDG.

17. The PDG sends the Access request message with user-name which is copied from the IDi in the IKE_AUTH Request (step14), CHAP-password and CHAP-Challenge attributes to the External AAA server as the RADIUS client.

18. The External AAA server returns the Access accept to the PDG.

19. The EAP success message is sent to the WLAN UE over IKEv2.

20. The PDG sends the Accounting request (Start) message to the External AAA server as the RADIUS client if needed.

21. The External AAA server returns the Accounting response (Start) to the PDG.

22.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] in order to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

23.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

24.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE in an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.






�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

_1204721416.vsd

_1204721458.vsd

_1203516816.vsd

