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****************************** BEGIN CHANGES ************************************
6.1.2
Restrictions imposed by early IMS security

The mechanism assumes that only one contact IP address is associated with one IMPI. Furthermore, the mechanism supports the case that there may be several IMPUs associated with one IMPI, but one IMPU is associated with only one IMPI.

In early IMS security the IMS user authentication is performed by linking the IMS registration (based on an IMPI) to a PDP context (based on an authenticated IMSI). The mechanism here assumes that there is a one-to-one relationship between the IMSI for bearer access and the IMPI for IMS access.

For the purposes of this present document, an APN, which is used for IMS services, is called an IMS APN. An IMS APN may be also used for non-IMS services. The mechanism described in this present document further adds the requirement on the UE that it allows only one APN for accessing IMS for a PLMN and that all active PDP contexts, for a single UE, associated with that IMS APN use the same IP address at any given time.

The early IMS security mechanism relies on the Via header remaining unchanged between the UE and the S-CSCF, therefore topology hiding cannot be used. 

Early IMS security requires the GGSN to be in the home network. 

The interim solution works with UEs that contain a SIM or a USIM, whereas full IMS security requires a USIM or ISIM. The interim solution does not authenticate at the IMS level. Instead, it relies on bearer level security at the GPRS or UMTS PS level. Because there is no key agreement, IPsec security associations are not set up between UE and P-CSCF, as they are in the full IMS security solution. 

The solution works by binding the IMS level transactions to the GPRS or UMTS PS domain security association established at a GPRS or UMTS PS domain level. In doing so, it creates a dependency between SIP and the PS bearer, which does not exist with the full IMS security solution. This means that the interim solution does not provide as high a degree of access network independency as the full solution. In particular, the solution does not currently support scenarios where IMS services are offered over WLAN. If support for WLAN access is required then the full solution must be used or the interim solution must be extended to cover WLAN access.

Early IMS security derives the public user identity used in the REGISTER request from the IMSI. Consequently, the same public user identity cannot be simultaneously registered from multiple terminals, using only early IMS security registration procedures. However, simultaneous registration of a public user identity from one terminal using early IMS security, and from other terminals using fully compliant IMS security is not precluded.
Unlike in full IMS security, the private user identity is not included in the REGISTER requests when early IMS security is used for registration, re-registration and mobile-initiated de-registration procedures. Subsequently, all REGISTER requests from the UE shall use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. Otherwise, the I-CSCF would be unable to derive the private user identity that is needed to query the HSS in certain Cx messages.
NOTE:
The early IMS mechanism for security is completely independent of early IMS implementations based on IPv4. For example, an IPv4 based implementation may use the full IMS security solution in TS 33.203 [2]. 
***************************** NEXT CHANGE ********************************************
6.2.4
Identities and subscriptions

When early IMS security is supported, the HSS shall include for each subscription an IMPI and IMPU derived from the IMSI of the subscription according to the rules in TS 23.003 [8]. If the network supports both early IMS security and fully compliant IMS security, the IMSI-derived IMPI and IMPU shall be stored in addition to other IMPIs and IMPUs that may have been allocated to the subscription.

If a UE attempts a registration using early IMS security, the REGISTER shall include an IMPU that is derived from the IMSI that is used for bearer network access according to the rules in TS 23.003 [8]. The UE shall apply this rule even if a UICC containing an ISIM is present in the UE.

In the case that a UE is registering using early IMS security with an IMSI-derived IMPU, implicit registration shall be used as a mandatory function to register the subscriber's public user identity(s) using the rules defined in clause 5.2.1a.1 of TS 23.228 [3]. By applying these rules the IMSI-derived IMPU shall be barred for all procedures other than SIP registration.
When early IMS security is used for registering an UE, the IMSI-derived IMPU shall be used for all registration procedures initiated by the UE (i.e., initial registration, re-registration and mobile-initiated de-registration).
************************************ END CHANGES ********************************************
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