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********** MODIFIED SECTION **********
7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for WLAN 3GPP IP Access purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address
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Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2.
Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note:
The configuration of the WLAN UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1
WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the WLAN UE continues with step 3. 

2.2
The WLAN UE selects a PDG from the list received in step 2.1. If the DNS response contains IPv4 and IPv6 adresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected,, the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN via the 3GPP AAA proxy for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers the WLAN UE at the HSS. This action may be omitted if the WLAN UE is already registered at this 3GPP AAA Server.
The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user’s subscription data, e.g. the user’s subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG.

If it is not possible to establish the tunnel with any of the PDGs received from step2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the WLAN UE continues with step 3.
2.4
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).

3.
Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN.
3.1
WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.
3.2
The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected,, establishment of an end-to-end tunnel is performed between the WLAN UE and this PDGs. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers the WLAN users at the HSS. This action may be omitted if the WLAN UE is already registered at this 3GPP AAA Server. The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user’s subscription data, e.g. the user’s subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his subscription, then the tunnel establishment shall be rejected by the Home PDG.

3.4
During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA server requests to the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA server decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The applied filtering policy is communicated to the Home-PDG.

********** FOR INFORMATION **********
7.10.3
Disconnection of the last tunnel for a WLAN UE
If the PDG detects that the disconnected tunnel is the last tunnel between the PDG and the WLAN UE, then all the WLAN UE related authorization and profile information could be removed from the PDG during the tunnel disconnection process.
In case the 3GPP AAA server decides to disconnect the WLAN UE after the disconnection of the tunnel, a disconnection procedure will proceed as described in section 7.6 (step2-4), 

After the WLAN UE disconnected, if the 3GPP AAA Server decides to remove the WLAN UE's information from the 3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge" that the WLAN registration in the 3GPP AAA Server has been cancelled. The HSS removes the state related to that 3GPP AAA Server, e.g., the address of the serving 3GPP AAA Server for the identified subscriber.
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