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Abstract:	Raising CRs against closed releases is not in line with the recommendations and definition described in the Technical Specification Group working methods, TR 21.900 v18.1.0. This contribution describes the issue and provides alternative proposals to avoid such issues. 

1.	Introduction
1.1	Background
In SA3#113 at Chicago, United States, SA3 has agreed CRs on TS 43.020, as included in CR Pack SP-231344 (Rel-6 to Rel-15). The CRs have been sent to this plenary (TSG SA#102) for approval. However, there is a procedural issue with some of these CRs, as the CRs on closed releases (Rel-6 and Rel-7) are not to be approved based on the TSG working methods described in TR 21.900. 
NOTE:	RAN5 has updated the testing specification TS 51.010-2 in RAN5#99 and GEA2 applicability status has been made optional from Release 6 onwards, as indicated in its LS response (R5-233361).
Please see Annex A for details of the proposed changes for Rel-6 to Rel-15 and already existing text for Rel-16 and Rel-17. Annex B provides a copy of an LS from GCF requesting such changes. 
1.2	Working methods and closed release
According to TSG Working Methods, TR 21.900: 
-	The definition of closed, as defined in the clause 2 of TR 21.900, is "release status in which no changes of any kind to the specification are permitted." 
-	Furthermore, the closing of specifications is described in clause 4.8 of TR 21.900, where "A TSG may decide that a specification will no longer be maintained. That is, no further Change Requests should be considered. The specification remains available, but no further Change Requests should be produced, even corrective ones to align with the equivalent specification of a subsequent Release."
The releases status can be viewed in https://portal.3gpp.org/#/55934-releases, and includes Releases 6 and 7 as closed releases as of November 2023. This and the above two points indicate that the CRs should not be approved for Rel-6 and Rel-7. 
1.3	Transposition of releases of specifications
Some OPs do not transpose TS 43.020 for some releases including Releases 6 and 7. This means that the changes will not be reflected in the standards of the regions of those OPs, as no updated standard will be produced. 
Therefore, the motivation behind the CR should be addressed via alternative method(s) as proposed in clause 2. 
2	Way Forward
2.1	Retain CRs on open releases (mandatory)
The working method permits CRs on open releases. Hence, the CRs on Rel-8 to Rel-15 of TS 43.020 submitted to SA#102 are procedurally valid. These CRs can be retained and approved to ensure all versions of TS 43.020 in open releases are aligned. 
2.2	Comments on specifications web page (optional)
It is possible to insert comments on the web page (see NOTE 2 for the address) of TS 43.020 in all releases as required without infringing TR 21.900. For example, it may be stated that "GEA1/GEA2 are deprecated and not recommended for implementation" for Rel-6 and Rel-7 versions of TS 43.020. Figure 2.2-1 shows where the remark will be placed (highlighted in yellow). 
NOTE 1:	The comments can be conveyed to OPs to be accompanied to the transposed specifications whenever possible. This does not apply to OPs that do not transpose TS 43.020.
NOTE 2:	https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2663


Figure 2.2-1 Specifications web page and comments
2.3	News/Post on 3GPP Website (optional)
It is possible to post an article or news (press release) on the 3GPP website (http://www.3gpp.org) indicating the deprecation of GEA1/GEA2 and that the use of these algorithms is not recommended from Release 6 and onwards. The category in which the article/news is to be placed is to be discussed, but the following are provided as the starting point for the discussion:
-	SA WG3 web page (under 3GPP Groups): https://www.3gpp.org/3gpp-groups/service-system-aspects-sa/sa-wg3
-	3GPP News web page (under News & Events): https://www.3gpp.org/news-events/3gpp-news
3	Conclusion
It is proposed for the TSG SA to take one or more of the proposed alternatives listed in section 2, rather than approving the CRs against Rel-6 and Rel-7 version of TS 43.020. More specifically, the following combinations are proposed: 
-	2.1 (retain CRs on Rel-8 to Rel-15);
-	2.1 + 2.2 (comments on spec web page);
-	2.1 + 2.3 (news/post on 3GPP website); or
-	2.1 + 2.2 + 2.3.
This will ensure that the TSG working methods are obeyed whilst meeting the objective of mandating and disseminating the security requirement (see Table 3-1 for details). The details of each alternative (e.g. content of comment and place of web page) can be discussed further. 
Table 3-1: Pros and Cons of the original CRs and alternatives
	
	Original:
CRs (Rel-6 - Rel-15)
	Retain CRs on Open Releases
	Comments on Spec Web Page
	Post/news on the 3GPP website

	Pros
	Mandates the security requirement from Rel-6 to Rel-17.
	Complies with TR 21.900 and mandates the security requirement from Rel-8 to Rel-17.
	Complies with TR 21.900 and indicates the security requirement to the audience that accesses the specifications via the web page.
	Complies with TR 21.900 and utilizes public channel of 3GPP to disseminate the security requirement.

	Cons
	Infringes TR 21.900 and may open the door for additional CRs to closed releases. 
	With this alone, Rel-6 and Rel-7 are not covered. 
	May not reach the audience that does not access the specifications via the web page.
	May not reach all the intended audience. 





Annex A:	Formulation of the proposed changes
A.1	General
The CRs are on clause D.4.9 (Support of GPRS-A5 Algorithms in MS) of TS 43.020. Sections A.2 - A.11 copies the changes proposed in the CRs within SP-231344. Sections A.12 and A.13 copies the text of the latest Rel-16 and Rel-17 versions of TS 43.020. The changes in Rel-16 (and hence promotion to Rel-17 afterwards) version of TS 43.020 were introduced by S3-212361 in the CR Pack SP-210448. 
A.2	Release 6
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA1 and GEA2 are prohibited and therefore shall not be implemented in MEs. No other GPRS encryption algorithms shall be supported in mobile stations.
A.3	Release 7
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA1 and GEA2 are prohibited and therefore shall not be implemented in MEs. No other GPRS encryption algorithms shall be supported in mobile stations.
A.4	Release 8
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA1 and GEA2 are prohibited and therefore shall not be implemented in MEs. No other GPRS encryption algorithms shall be supported in mobile stations.
A.5	Release 9
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. GEA1 and GEA2 are prohibited and therefore shall not be implemented in MEs. No other GPRS encryption algorithms shall be supported in mobile stations.
A.6	Release 10
It is mandatory for GEA1, GEA2, GEA3 and non encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. GEA1 and GEA2 are prohibited and therefore shall not be implemented in MEs. No other GPRS encryption algorithms shall be supported in mobile stations.
A.7	Release 11
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA2 or GEA4 may be implemented in the mobile stations. In particular, GEA1 and GEA2 areit is prohibited and shall not beto implemented GEA1  in mobile stations.
NOTE:	It is strongly discouraged to support GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.8	Release 12
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA2 or GEA4 may be implemented in the mobile stations. In particular, GEA1 and GEA2 areit is prohibited and shall not beto implemented GEA1 in mobile stations.
NOTE:	It is strongly discouraged to support GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.9	Release 13
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA2 or GEA4 may be implemented in the mobile stations. In particular, GEA1 and GEA2 areit is prohibited and shall not be to implemented GEA1 in mobile stations.
NOTE:	It is strongly discouraged to support GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.10	Release 14
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA2 or GEA4 may be implemented in the mobile stations. In particular, GEA1 and GEA2 are it is prohibited and shall not be to implemented GEA1 in mobile stations.
NOTE:	It is strongly discouraged to support GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.11	Release 15
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA2 or GEA4 may be implemented in the mobile stations. In particular, GEA1 and GEA2 areit is prohibited and shall not beto implemented GEA1 in mobile stations.
NOTE:	It is strongly discouraged to support GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.12	Release 16 (Current Specification text)
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. In particular, it is prohibited to implement GEA1 and GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.
A.13	Release 17 (Current Specification text)
It is mandatory for GEA3 and non-encrypted mode (i.e. GEA0) to be implemented in mobile stations. GEA4 may be implemented in the mobile stations. In particular, it is prohibited to implement GEA1 and GEA2 in mobile stations.
No other GPRS encryption algorithms shall be supported in mobile stations.



Annex B:	LS from GCF
B.1	General
This annex contains the contents of the LS from GCF as received in S3-234488/R5-232048, except the dates of next meeting. 
B.2	LS Content
GCF Steering Group Meeting #94	S-23-047r1
	28-30 March 2023, Düsseldorf (Hybrid Meeting)

	
	


Liaison Statement

For submission to:	3GPP SA3 and 3GPP RAN5
Copy to:	GCF CAG/FTAG, GSMA TSG, GSMA Fraud & Security Group, CTIA/PTCRB







Source:	GCF Steering Group	Document: S-23-047r1
Subject:	Non-Support of Ciphering Algorithm GEA2
Contact Person:	Hajo.Schulze@vodafone.com (Vodafone GmbH)

Summary of Content
GCF has implemented relevant certification criteria to ensure that Mobile Stations do not support GEA2 if they are REL-16 and higher. GCF has also implemented transparency in their Certification Declaration to indicate which of the UEs of REL-15 and earlier do support GEA2.
Unfortunately, there are still quite a number of UE certifications which indicate implementation of GEA2.
Identically to GEA1, the GPRS ciphering algorithm GEA2 is known as being not secure since many years, but we experience that an unacceptably high number of devices are being GCF certified supporting GEA2 which have a pre-REL-16 GPRS implementation. Instead of a decrease we can see from the product statistics even a significant increase (almost double!) of devices certified with support of GEA2!
GCF understands that making use of the compromised ciphering algorithms in Mobile Stations is diluting the integrity of the 3GPP radio technologies, being known as very secure all over the world, and GCF would like to support 3GPP in abandoning such security leaks.
However, current 3GPP specifications still allow pre-REL-16 Mobile Stations to implement GEA2, and for REL-6…REL-10 Mobile Stations, GEA2 is even a mandatory feature!
GCF SG has already agreed in principle at their meeting #94, 28-30 March 2023, that from GCF-CC Version 3.90 onwards (July 2023), devices can only be certified which do not support GEA2, irrespective of their implemented 3GPP Release.
It is not desirable that GCF applies stronger or even contradicting certification criteria than outlined in the related 3GPP standards. In order to fully prevent implementation of insecure ciphering algorithms, GCF would like to request 3GPP SA WG3 to explicitly prohibit support of GEA2 in all releases of TS 43.020. GCF would also like to request 3GPP RAN5 to remove mandatory status of GEA2 in 3GPP Conformance Test Specifications with immediate effect.

Actions
3GPP SA3: To explicitly prohibit support of GEA2 in all releases of TS 43.020.
3GPP RAN5: To remove mandatory status of GEA2 in 3GPP Conformance Test Specifications with immediate effect.
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