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[bookmark: _Toc91075003][bookmark: _Toc26886970][bookmark: _Toc19783186]********* Begin 1st change*********
6.3.3	Threats related to service access
[bookmark: _Toc91075004][bookmark: _Toc26886971][bookmark: _Toc19783187]6.3.3.1	Elevation of privilege via incorrect verification of access tokens
-	Threat name: Incorrect Verification of Access Tokens. 
-	Threat category: Elevation of Privilege, Information Disclosure, Denial of Service.
-	Threat Description: there are following threats if the generic NF cannot correctly verify the access tokens:
-	An access token may be tampered so that an attacker can arbitrarily access any services from any NF service providers within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services of any slices provided by the NF producer instances (excluded from the list of NSSAIs or the list NSI IDs) within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the services provided by the NF producer instances outside the NF Set which it is allowed to access within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can arbitrarily access the disallowed resources or conduct disallowed actions on the resources for the services provided by a NF service provider within the same PLMN or in different PLMNs or SNPNs, which leads to elevation of privilege and consequently information disclosure.
-	An access token may be tampered so that an attacker can block service access by replacing the granted services/NF service providers with unavailable services/NF service providers, which leads to denial of service.
-	An expired access token can be replayed so that an attack can access the services which may no longer be allowed by the NF service provider, which leads to elevation of privilege and consequently information disclosure.
-	Threatened Asset: NF API data, NF Application, Sufficient processing capacity
NOTE x: This SNPNs authorization aspects only apply to UDMs, NRFs and AUSFs in Credentials Holders  Credentials Holder using AUSF and UDM for primary authentication.
[bookmark: _Toc91075103][bookmark: _Toc26887063][bookmark: _Toc19783279]********* End of 1st change*********
********* Begin 2nd change*********
[bookmark: _Toc19696863][bookmark: _Toc26876857][bookmark: _Toc35529487][bookmark: _Toc35529577][bookmark: _Toc51230246]C.2.2.x Local user plane integrity protection configuration
- Threat name: Local user plane integrity protection configuration
- Threat Category: Tampering data
- Threat Description: When an eNB supports user plane integrity protection, and if the eNB is not preconfigured with a user plane integrity protection policy, and if the UE supports user plane integrity protection, then the protection might be disabled exposing the user plane data to tampering attacks when the MME does not send a user plane integrity protection policy to the eNB.
- Threatened Asset: user plane data.
********* End of 2nd change*********
********* Begin 3rd change*********
C.2.2.y UP integrity protection policy selection
- Threat name: UP integrity protection policy selection
- Threat Category: Tampering data
- Threat Description: When a eNB supports user plane integrity protection, and if the UP integrity protection policy sent by MME does not take precedence over the locally configured one, then the user plane data protection may be disabled which does no longer comply with the service session requirements and exposes the user plane data to tampering attacks.
- Threatened Asset: user plane data.

********* End of 3rd change*********
********* Begin 4th change*********
[bookmark: _Toc19783250][bookmark: _Toc26887034][bookmark: _Toc106189246]C.2.2.z	Bidding down on UP IP policy
· Threat name: Bidding down on UP IP policy.
· Threat Category: Tampering Data, Information Disclosure, Denial of Service.
· Threat Description: If the eNB does not send the UP IP policy, the MME cannot verify current UP IP policy is the same as the UP IP policy that the MME has stored, the attacker (e.g. source eNB) may force the system to accept a weaker UP IP policy (e.g. REQUIRED -> NOT NEEDED or none) than the system is allowed, or there may be case that source eNB is not upgraded to support UP IP feature thus UP IP policy from MME is lost, it will force the system into a lowered security level making the system easily attacked and/or compromised. 
· Threatened Asset: Sufficient processing capability, Mobility Management data. 
********* End of 4th change*********
********* Begin 5th change*********
G.2.3	Threats related to error handling in the SEPP
[bookmark: _Toc91075104][bookmark: _Toc26887064][bookmark: _Toc19783280]G.2.3.1		Incorrect handling for PLMN ID or SNPN ID mismatch
-	Threat name: Incorrect handling for PLMN ID or SNPN ID mismatch
-	Threat Category: Denial of Service, Information Disclosure, Spoofing Identity
-	Threat Description: there are following threats if the SEPP does not make correct handling when detecting that the PLMN-ID or SNPN ID contained in the incoming N32-f message does not match the PLMN-ID or SNPN ID in the related N32-f context:
-	Without receiving error signalling message from the SEPP which detected the mismatch, the peer SEPP is not aware of such error and will continue to send the messages with errors. This can result in waste of system resources.
-	If the SEPP sends an error signalling message without indicating the error cause and the corresponding N32-f message ID, the peer SEPP is not able to identify what error occurs and what is the source message on which the error occurs. Hence the peer SEPP is not able to take actions accordingly. This can result in service interruption as well as waste of system resources.
-	The serving PLMN ID or SNPN ID appended in the subject claim of the access token sent by a NF service consumer in the serving PLMN will not be checked by the NF service producer in the home PLMN. If the SEPP in the HPLMN detected the mismatch of serving PLMN ID or SNPN ID in the access token but still forwards the NF Service Request to the NF service producer, the serving PLMN ID or SNPN ID mismatch will not be detected by the NF service producer and the request will be wrongly accepted if all the other checks on the access token get passed. This can result in unauthorized service access by NF service consumer as well as waste of system resources.
-	Threatened Asset: Application layer security data, Sufficient Processing Capacity
NOTE x: SNPN ID mismatch only applies to SEPPs in a Credentials Holder using AUSF and UDM for primary authentication.
********* End of change*********

