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1	Overall description
In addition to SA3 response in LS S3-232155, SA3 would like to provide further input to 3GPP working groups in preparation of a consolidated 3GPP response to GSMA.
Document S3-233349 provides an overview of related requirements captured in 3GPP. 
After having reviewed the requirements, SA3 believes that further refinement and clarification is needed, as follows. 
(a) Some requirements may be outside 3GPP scope. Identifying such requirements may require a collaborative effort among multiple 3GPP working groups, and may require clarifications from GSMA.
[bookmark: move135744177](b) The current 5G service architecture appears to cover the majority of the new GSMA requirements. Some requirements, however, may not be covered. For such requirements, which are also considered to lie within 3GPP scope, SA3 has sent a LS to SA2(S3-232155) and is expecting feedback. SA3 remains open for this to be a collaborative effort.
(c) The main requirement provided in the GSMA LSs (S3-232344 bundle) appears to be that "entities may need access to messages exchanged between PLMNs to be able to offer their services” and that any action of these entities is to be “attributable”. 
[bookmark: move135744177111111]The requirements received in the S3-232344 LS bundle need to be reconciled with the 5G architecture and the e2e security requirements received in S3-180338, as they retain their validity, as captured in TS 33.501, clause 5.9.3 (requirements for e2e core network interconnection security).

Regarding the use cases, SA3 would like to comment:

For RVAS on 'sponsored roaming' and IPX on 'regional breakout SA3 believes that the 3GPP process starting with SA1 requirements is to be followed. 
Regarding the GSMA request to include, in addition to IPX, also roaming hub and RVAS provider as architectural elements:
SA3 would like to point out that TS 33.501 already supports the use case of an 'operator group roaming hub'. For the use cases of public roaming hubs and RVAS providers, the service requirements need to be clarified in SA1. It is in the remit of SA2 to provide an architectural solution that covers the service requirements, possibly jointly with SA3.  
Regarding potential solutions:
So far, for communication via intermediaries that are allowed to read or modify signalling messages on N32, only PRINS is standardized by 3GPP in TS 33.501. The standardized TLS mode of operation for N32-f  requires that this connection terminates at the SEPP of the VPLMN and the SEPP of the HPLMN.
[bookmark: OLE_LINK15]Based on the LS exchanges with GSMA, the following table provides a summary of the different solutions so far under discussion in 3GPP with their properties.
. 
	Solutions under discussion
	Short summary of the solution
	Comments
Security advantages/disadvantages
Architectural impact

	PRINS 
(as specified in 33.501) for IPX as intermediaries
	e2e solution
PRINS = Link protection with TLS between hops and application layer security between operators' SEPPs to provide e2e security with operator control 
Fully controlled by the operator, ie only IEs, that the operator allows for, will be visible at and modifiable at intermediaries. Rest will be encrypted.
Minimises attack surface as it uses a strong trust model.

	This solution is specified in TS 33.501.
It supports e2e security between the SEPP of the VPLMN and the SEPP of the HPLMN. Such a security relation could be mandated by future regulation (i.e. privacy and cyber security laws).
It is in line with the e2e approach that underpins the current 5G security and trust model.
The only functional shortcoming identified for PRINS (per GSMA LS) is that it does not enable an intermediary to initiate a signalling message. Instead, intermediaries are limited to piggybacking their signalling in the form of modifications of messages that are initiated by either the VPLMN or the HPLMN. Certain roaming hub use cases, however, require intermediaries themselves to trigger signalling messages.
NOTE: The PRINS specification only mentions IPX, but study 33.875 captures a solution for using PRINS also with roaming hubs.
The GSMA requirement on attributability is technically supported by this approach. 

	Enhanced PRINS 
(S3-231419) (SA3 requested comments by GSMA in LS S3‑231389)

	Properties as in PRINS
PRINS is enhanced to allow middle boxes to not only modify existing messages, but also to initiate their own messages within an empty JSON object.

	This approach is not agreed in SA3 on the grounds that it amounts to an effective architectural change, which would need to be reflected in the work of other SA groups (notably, SA2). It was sent for comments to GSMA and SA2 (S3-231419). Such comments, however, have not been received so far.
While this solution may introduce potential risks by the middle boxes, such as messages injected by the compromised intermediaries, the solution does not reduce the e2e security properties of PRINS to hop-by-hop security. The actions of intermediaries remain attributable.
It is in line with the e2e approach that underpins the current 5G security and trust model.
It does not introduce key management overheads compared to PRINS.
The GSMA requirement on attributability is technically supported by this approach. 

	L-PRINS 
(GSMA working assumption solution provided per LS in S3-231721)
	TLS between hops, i.e. link protection between intermediaries
All IEs are available in the clear at intermediaries. 
Enhancing the PRINS framework to include a signature on any message sent from a SEPP or any intermediary for logging purpose.
The PRINS framework is partially understood by intermediaries, but the concept of encryption and modification policies is not used.

	This approach is not agreed in SA3 but has been provided to SA3 as GSMA working assumption solution. GSMA is awaiting 3GPP feedback on this approach.
This approach amounts to an effective architectural change, which would need to be reflected in the work of other SA groups (notably, SA2).
It does not protect the confidentiality and integrity of IEs at the intermediary (in the context of compromised intermediaries), and therefore is not in line with the e2e approach that underpins the current 5G security and trust model. IEs are not protected e2e.
As such, it introduces potential risks by the middle boxes, such as messages injected by the compromised intermediaries.
[bookmark: OLE_LINK16]It provides no online real time e2e attribution. The GSMA requirement on attributability can be supported in a reactive (offline) way by L-PRINS if all hops are mandated to use the scheme and if the technical measures are combined with non-technical means, as follows:
The newly added signature enables offline attribution. If consecutive hops contractually agree to share offline logs in the context of incident handling.
Unless the logs sharing is mandated contractually or by regulation, the (offline) attribution property benefit stays local between two consecutive hops, not e2e.
Note, GSMA pointed out that adding L-PRINS support may help with supporting PRINS as currently specified, if not supported already, since N32-f data structures are similar in the two protocol variants. 
Additionally, log sharing during security incident management may present challenges in practice due to contractual and legal limitations in separate jurisdictions.

	"Hop-by-hop TLS"
	TLS between hops, i.e., only link protection between intermediaries
All IEs are in clear at intermediaries.
Intermediaries have visibility on IEs and can add, modify IEs and messages (without control by operator) 
	This approach is not agreed in SA3 but has been mentioned in LS exchanges with GSMA.
This approach amounts to an effective architectural change, which would need to be reflected in the work of other SA groups (notably, SA2).
The solution does not protect the confidentiality and integrity of IEs at the intermediary, in the context of compromised intermediaries, and therefore is not in line with the e2e approach that underpins the current 5G security and trust model. IEs are not protected e2e.
As such, it introduces potential risks by the middle boxes, such as messages injected by the compromised intermediaries .
The GSMA requirement on attributability is not supported by this approach.
.




2	Actions
To SA, SA1, SA2, CT4  
ACTION: 	
SA1 to consider specific studies for the use cases and consolidate the requirements provided by GSMA. 
[bookmark: _Hlk135924300]SA2 to take the above information into account also in the context of LS S3-232155 and provide SA1 with an initial evaluation on architecture impact of the new solutions in the table above. 
SA plenary to prioritize work on N32/SEPP topics to study which requirements may be enabled with the current 5G architecture. SA plenary to develop a position regarding requirements that are within/outside 3GPP scope and to ask 5GMRR to
· provide feedback on above position,
· consolidate the set of requirements, 
· provide a statement on regional legislative requirements on privacy and data protection,
· point out, for each requirement separately, whether PRINS as currently specified can be used to meet the requirement and, if not, what the problem appears to be. For example, many requirements appear to be satisfied if most IEs are sent in clear text (PRINS scheme allows for this).
· provide feedback with respect to S3-231419, i.e., whether the proposed enhancements for PRINS cover the requirements as they enable middle box to trigger their own signalling (see Enhanced PRINS summary). A response per each individual requirement would be desirable for this question, too. 
· explain how to handle IEs in any hop-by-hop approach if confidentiality of IEs is required., given that any hop-by-hop solution will not be able to achieve this (e.g., in the light of legislative regional requirements on privacy).
CT4 to take the information into account and if applicable, provide additional input.
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3	Dates of next TSG SA WG 3 meetings
SA3#112	14 -18 August 2023	Goteborg, Sweden
SA3#113	6 -10 November 2023	Chicago, US

