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6.5 Access link data integrity

6.5.1 General

Most control signalling information elements that are sent between the M S and the network are considered sensitive and
must be integrity protected. A message authentication function shall be applied on these signalling information elements
transmitted between the ME and the RNC.

After the RRC connection establishment and execution of the security mode set-up procedure, all dedicated MS <—>
network control signalling messages (e.g. RRC, MM, CC, GMM, and SM messages) shall be integrity protected. The
Mobility Management layer in the M S supervises that the integrity protection is started (see section 6.4.5).

All signalling messages except the following ones shall then be integrity protected:
HANDOVER TO UTRAN COMPLETE

PAGINGTYPE 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION

RRC CONNECTION REQUEST

RRC CONNECTION SETUP

RRC CONNECTION SETUP COMPLETE

RRC CONNECTION REJECT

RRC CONNECTION RELEASE (CCCH only)

SYSTEM INFORMATION (BROADCAST INFORMATION)

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

6.5.2 Layer of integrity protection
The UIA shall beimplemented in the ME and in the RNC.

Integrity protection shall be applied at the RRC layer.

6.5.3 Data integrity protection method

Figure 16 illustrates the use of the integrity algorithm f9 to authenticate the data integrity of a signalling message.
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Figure 16: Derivation of MAC-I (or XMAC-I) on a signalling message

Theinput parameters to the algorithm are the Integrity Key (1K), the integrity sequence number (COUNT-I), arandom
value generated by the network side (FRESH), the direction bit DIRECTION and the signalling data MESSAGE. Based
on these input parameters the user computes message authentication code for data integrity MAC-I using the integrity
algorithm 9. The MAC-I isthen appended to the message when sent over the radio access link. The receiver computes
XMAC-I on the message received in the same way as the sender computed MAC-I on the message sent and verifies the
dataintegrity of the message by comparing it to the received MAC-I.

6.5.4 Input parameters to the integrity algorithm

6.54.1 COUNT-I
The integrity sequence number COUNT-I is 32 bits long.

For signalling radio bearers (RB 0-4) Fherethere is one COUNT-I value per up-link signalling radio bearer and one
COUNT-I value per down-link signalling radio bearer-using-REC-AM-or-RLC-UM.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-I while the "long" sequence number forms the most significant bits
of COUNT-I. The "short" sequence number is the 4-bit RRC sequence number (RRC SN) that is available in each RRC
PDU. The"long" sequence number isthe 28-bit RRC hyper frame number (RRC HFN) which isincremented at each
RRC SN cycle.

RRC HFN RRC SN

(28 bits) (4 bits)
——
COUNT-I

Figure 16a: The structure of COUNT-I

The RRC HFN isinitialised by means of the parameter START, which is described in subclause 6.4.8. The ME and the
RNC then initialise the 20 most significant bits of the RRC HFN to START; the remaining bits of the RRC HFN are
initialised to 0.

6.5.4.2 IK

The integrity key 1K is 128 hitslong.

There may be one IK for CS connections (1K ¢s), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.5.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function f4,
that isavailablein the USIM and in the HLR/AUC. For GSM subscribers, that accessthe UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.
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IK isstored inthe USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME.
The USIM shall send IK under the condition that avalid IK is available. The ME shall trigger a new authentication
procedure if the current value of START s of STARTps in the USIM are not up-to-date or START s or START g5 have
reached THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of the USIM.

IK is sent from the HLR/AuUC to the VLR/SGSN and stored in the VLR/SGSNas part of a quintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.

6.5.4.3 FRESH
The network-side nonce FRESH is 32 bits long.

Thereis one FRESH parameter value per user. The input parameter FRESH protects the network against replay of
signalling messages by the user. At connection set-up the RNC generates a random value FRESH and sendsit to the
user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user
throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any
old MAC-Is.

At handover with relocation of the SSRNC, the new S-RNC generates its own value for the FRESH parameter and sends
it to the ME in the RRC message that indicates anew UTRAN Radio Network Temporary Identity due to a SRNC
relocation (see TS 25.331 [17]).

6.5.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that the integrity algorithm used to compute the message authentication codes
would use an identical set of input parameter values for the up-link and for the down-link messages. The value of the
DIRECTION isO for messages from UE to RNC and 1 for messages from RNC to UE.

6.5.4.5 MESSAGE

The signalling message itself with the radio bearer identity. The latter is appended in front of the message. Note that the
radio bearer identity is not transmitted with the message but it is needed to avoid that for different instances of message
authentication codes the same set of input parametersis used.

6.5.5 Integrity key selection

There may be one IK for CS connections (1K s), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user.

The dataintegrity of radio bearers for user datais not protected.

The signalling radio bearers are used for transfer of signalling data for services delivered by both CS and PS service
domains. These signalling radio bearers are data integrity protected by the IK of the service domain for which the most
recent security mode negotiation took place. This may require that the integrity key of an (already integrity protected)
ongoing signalling connection has to be changed, when a new connection is established with another service domain, or
when a security mode negotiation follow a re-authentication during an ongoing connection. This change should be
completed within five seconds after the security mode negotiation.

6.5.6 UIA identification

Each UMTS Integrity Algorithm (UIA) will be assigned a 4-bit identifier. Currently, the following val ues have been
defined:

"0001," : UIA1, Kasumi.

The remaining values are not defined.

CR page 4
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The use of Kasumi for the integrity protection function f9 is specified in TS 35.201 [11] and TS 35.202 [12].
Implementers' test data and design conformance datais provided in TS 35.203 [13] and TS 35.202 [14].

6.6 Access link data confidentiality

6.6.1 General

User data and some signalling information elements are considered sensitive and must be confidentiality protected. To
ensure identity confidentiality (see section 6.1), the temporary user indentity (P-)TMSI must be transferred in a
protected mode at allocation time and at other times when the signalling procedures permit it.

These needs for a protected mode of transmission are fulfilled by a confidentiality function which is applied on
dedicated channel s between the ME and the RNC.
6.6.2 Layer of ciphering

The ciphering function is performed either in the RLC sub-layer or in the MAC sub-layer, according to the following
rules:

- If aradio bearer is using a non-transparent RLC mode (AM or UM), ciphering is performed in the RLC sub-
layer.

- If aradio bearer is using the transparent RLC mode, ciphering is performed in the MAC sub-layer (MAC-d
entity).

Ciphering when applied is performed in the S RNC and the ME and the context needed for ciphering (CK, HFN, etc.) is
only known in S-RNC and the ME.

6.6.3 Ciphering method

Figure 16b illustrates the use of the ciphering algorithm 8 to encrypt plaintext by applying a keystream using a bit per
bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same
keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.

COUNT-C DIRECTION COUNT-C DIRECTION

|
|
|
BEARER LENGTH ! BEARER LENGTH
|
|
' v ' '
|
CK — f8 | CK 8
|
|
v | v
|
KEYSTREAM : KEYSTREAM
BLOCK i BLOCK
|
PLAINTEXT L CIPHERTEXT L PLAINTEXT
BLOCK b — BLOCK —> D BLOCK
Sender Receiver
UE or RNC RNC or UE

Figure 16b: Ciphering of user and signalling data transmitted over the radio access link
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The input parameters to the algorithm are the cipher key CK, atime dependent input COUNT-C, the bearer identity
BEARER, the direction of transmission DIRECTION and the length of the keystream required LENGTH. Based on
these input parameters the algorithm generates the output keystream block KEY STREAM which is used to encrypt the
input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

The input parameter LENGTH shall affect only the length of the KEY STREAM BLOCK, not the actual bitsin it.

6.6.4 Input parameters to the cipher algorithm

6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bits long.

There isare one COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using
RLC AM or RLC UM. Thereisare one up-link COUNT-C value and one down-link COUNT-C value for al radio
bearers using the transparent RLC mode that are connected to the same CN domain (and mapped onto DCH).

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-C while the "long" sequence number forms the most significant bits
of COUNT-C. The update of COUNT-C depends on the transmission mode as described below (see figure 16c).

RLCTM  MAC-d DCH MAC-d HFN (24 bits) CFN (8 bits)
RLC UM RLC HFN (25 bits) RLC SN (7 bits)
RLC AM RLC HFN (20 bits) RLC SN (12 bits)
— _
—
COUNT-C

Figure 16c: The structure of COUNT-C for all transmission modes

- For RLC TM on DCH, the "short" sequence number is the 8-bit connection frame number CFN of COUNT-C. It
isindependently maintained in the ME MAC-d entity and the SRNC MAC-d entity. The "long" sequence
number isthe 24-bit MAC-d HFN, which isincremented at each CFN cycle.

- For RLC UM mode, the "short" sequence number is the 7-bit RLC sequence number (RLC SN) and thisis part
of the RLC UM PDU header. The "long" sequence number is the 25-bit RLC UM HFN which isincremented at
each RLC SN cycle.

- For RLC AM mode, the "short" sequence number isthe 12-bit RL C sequence number (RLC SN) and thisis part
of the RLC AM PDU header. The "long" sequence number is the 20-bit RLC AM HFN which isincremented at
each RLC SN cycle.

The hyperframe number HFN isinitialised by means of the parameter START, which is described in subclause 6.4.8.
The ME and the RNC then initialise the 20 most significant bits of the RLC AM HFN, RLC UM HFN and MAC-d
HFN to START. The remaining bits of the RLC AM HFN, RLC UM HFN and MAC-d HFN areinitialised to zero.

When a new radio bearer is created during a RRC connection in ciphered mode, the HFN isinitialised by the current
START value (see subclause 6.4.8).
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6.6.4.2 CK
The cipher key CK is 128 hitslong.

There may be one CK for CS connections (CK¢s), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. The CK to use for a particular radio
bearer isdescribed in 6.6.5. For UMTS subscribers, CK is established during UMTS AKA, as the output of the cipher
key derivation function f3, available in the USIM and in HLR/AuUC. For GSM subscribers that access the UTRAN, CK
is established following GSM AKA and is derived from the GSM cipher key Kc, as described in 8.2.

CK isstored inthe USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME.
The USIM shall send CK under the condition that avalid CK isavailable. The ME shall trigger a new authentication
procedure if the current value of START s or STARTps in the USIM have reached THRESHOLD. The ME shall delete
CK from memory after power-off as well as after removal of the USIM.

CK issent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSN as part of the quintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.

6.6.4.3 BEARER
The radio bearer identifier BEARER is 5 bits long.
There is one BEARER parameter per radio bearer associated with the same user and multiplexed on a single 10ms

physical layer frame. The radio bearer identifier isinput to avoid that for different keystream an identical set of input
parameter valuesis used.

6.6.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.
The direction identifier isinput to avoid that for the keystreams for the up-link and for the down-link would use the an

identical set of input parameter values. The value of the DIRECTION is 0 for messages from UE to RNC and 1 for
messages from RNC to UE.

6.6.4.5 LENGTH
The length indicator LENGTH is 16 bits long.

The length indicator determines the length of the required keystream block. LENGTH shall affect only the length of the
KEY STREAM BLOCK, not the actual bitsinit.

CR page 7
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6.3.3  Authentication and key agreement

The purpose of this procedure is to authenticate the user and establish a new pair of cipher and integrity keys between
the VLR/SGSN and the USIM. During the authentication, the USIM verifies the freshness of the authentication vector
that is used.

USIM VLR/SGSN
User authentication request
RAND [[AUTN
<
User authentication response
RES
>
User authentication reject
CAUSE
_________________________________ _>

Figure 8: Authentication and key establishment

The VLR/SGSN invokes the procedure by selecting the next unused authentication vector from the ordered array of
authentication vectorsin the VLR/SGSN database. Authentication vectorsin a particular node are used on afirst-in/
first-out basis. The VLR/SGSN sends to the USIM the random challenge RAND and an authentication token for
network authentication AUTN from the selected authentication vector.

Upon receipt the user proceeds as shown in Figure 9.

RAND AUTN
v AL
~ ~
—p| 15 SON 0 AK AMF MAC
AK —
SON
K
vYy vl \ 4 i \ 4 i \ 4 i
f1 f2 f3 f4
XMAC RES CK 1K

Verify MAC = XMAC

Verify that SQN isin the correct range

Figure 9: User authentication function in the USIM

Upon receipt of RAND and AUTN the USIM first computes the anonymity key AK = f5¢ (RAND) and retrieves the
sequence number SQN = (SON O AK) O AK.

3GPP
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Next the USIM computes XMAC =f1x (SQN || RAND || AMF) and compares this with MAC which isincluded in
AUTN. If they are different, the user sends user authentication reject back to the VLR/SGSN with an indication of the
cause and the user abandons the procedure. In this case, VLR/SGSN shall initiate an Authentication Failure Report
procedure towards the HLR as specified in section 6.3.6. VLR/SGSN may a so decide to initiate a new identification
and authentication procedure towards the user.

Next the USIM verifies that the received sequence number SQN isin the correct range.

If the USIM considers the sequence number to be not in the correct range, it sends synchronisation failure back to the
VLR/SGSN including an appropriate parameter, and abandons the procedure.

The synchronisation failure message contains the parameter AUTS. It isAUTS = Conc(SQNys) || MAC-S.
Conc(SQNys) = SQNys O 5%« (RAND) isthe concealed value of the counter SQNysinthe MS, and MAC-S=

f1* (SQNwms || RAND || AMF) where RAND isthe random value received in the current user authentication request.
f1* is a message authentication code (MAC) function with the property that no valuable information can be inferred
from the function values of f1* about those of f1, ..., f5, f5* and vice versa. f5* isthe key generating function used to
compute AK in re-synchronisation procedures with the property that no valuable information can be inferred from the
function values of f5* about those of f1, f1*, 2, ..., f5 and vice versa.

The AMF used to calculate MAC-S assumes a dummy value of all zeros so that it does not need to be transmitted in the
clear in the re-synch message.

The construction of the parameter AUTS in shown in the following Figure 10:

SQNwms
K
RAND
w4y | ;
f1* f5* xor
v v
MAC-S AK SONms AK

AUTS =SQNus 0 AK [MAC-S

Figure 10: Construction of the parameter AUTS

If the sequence number is considered to be in the correct range however, the USIM computes RES = f2x (RAND) and
includes this parameter in a user authentication response back to the VLR/SGSN. Finally the USIM computes the
cipher key CK =3¢ (RAND) and the integrity key IK =f4, (RAND). Note that if thisis more efficient, RES, CK and
IK could also be computed earlier at any time after receiving RAND. If the USIM also supports conversion function c3,
it shall derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK. UMTS keys are sent to the MS
along with the derived GSM key for UMTS-GSM interoperability purposes. USIM shall store original CK, IK until the
next successful execution of AKA.

Upon receipt of user authentication response the VLR/SGSN compares RES with the expected response X RES from
the selected authentication vector. If XRES equals RES then the authentication of the user has passed. The VLR/SGSN
also selects the appropriate cipher key CK and integrity key IK from the selected authentication vector. If XRES and
RES are different, VLR/SGSN shall initiate an Authentication Failure Report procedure towards the HLR as specified
in section 6.3.6. VLR/SGSN may also decide to initiate a new identification and authentication procedure towards the
user.

Re-use and re-transmission of (RAND, AUTN)

The verification of the SQN by the USIM will cause the MSto reject an attempt by the VLR/SGSN to re-use a quintet
to establish a particular UMTS security context more than once. In general therefore the VL R/SGSN shall use a quintet

3GPP
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only once.

There is one exception however: in the event that the VLR/SGSN has sent out an authentication request using a
particular quintet and does not receive a response message (authentication response or authentication reject) from the
MS, it may re-transmit the authentication request using the same quintet. However, as soon as a response message
arrives no further re-transmissions are allowed. If after the initial transmission or after a series of re-transmissions no
response arrives, retransmissions may be abandoned. If retransmissions are abandoned then the VLR/SGSN shall delete
the quintet. At the MS side, in order to allow this re-transmission without causing additional re-synchronisation
procedures, the USH-M E shall store the last received {RAND-AUTFN}pai+ as well as the corresponding RES, CK and
1K. If the USIM returned SRES and Kc (for GSM access), the M E shall store these values. When the USIM-ME
receives an authentication request and discovers that a {RAND;-AUTN)-pair -is repeated-and-the assoeiated START
parameter-is0, it shall re-transmit the response. The USHV-ME shall delete the stored val ues { RAND;-AUTN)-pai+,
RES and SRES (if existed) -and-the-correspending-RES-as soon as the security mode command is received by the ME
or the connection is aborted. the SFART-parameter-is-updated-by-the ME(see-subelause-6:4-8): The ME shall be able to

handle the retransmission for both PS and CS domain simultaneously.

3GPP
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6.4.7 Signalling procedure for periodic local authentication

The following procedure is used by the RNC to periodically perform alocal authentication. At the sametime, the
amount of data sent during the RRC connection is periodically checked by the RNC and the UEME. The RNC is
monitoring the COUNT-C and-COUNT-} value associated to each radio bearer. The procedure is triggered whenever
any of these values reaches a critical checking value. The granularity of these checking values and the values
themselves are defined by the visited network. All messages in the procedure are integrity protected.
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6.8.5 Intersystem handover for CS Services — from GSM BSS to UTRAN

If ciphering has been started when an intersystem handover occurs from GSM BSS to UTRAN, the necessary
information (e.g. CK, IK, START value information, supported/allowed UMTS algorithms) is transmitted within the
system infrastructure before the actual handover is executed to enable the communication to proceed from the old GSM
BSSto the new RNC, and to continue the communication in ciphered mode. The GSM BSS requests the MS to send the
UMTS capability information, which includes information on the START values and UM TS security capabilities of the
MS. The intersystem handover will imply a change of ciphering algorithm froma GSM A5 to aUEA. The target
UMTS RNC includes the selected UMTS ciphering mode in the handover to UTRAN command message sent to the
MSviathe GSM BSS.

The integrity protection of signalling messages shall be started immediately after that the intersystem handover from
GSM BSSto UTRAN is completed. The Serving RNC will do this by initiating the RRC security mode control
procedure when the first RRC message (i.e. the Handover to UTRAN complete message) has been received from the
MS. The UE security capability information, that has been sent from MS to RNC viathe GSM radio access and the
system infrastructure before the actual handover execution, will then be included in the RRC Security mode command
message sent to M S and then verified by the MS (i.e. verified that it is equal to the UE security capability information
stored inthe MS)

6.8.5.1 UMTS security context

A UMTS security context in GSM BSSis only established for UM TS subscribers with R99+ ME under GSM BSS
controlled by a R99+ VLR/SGSN. At the network side, two cases are distinguished:

a) Incaseof ahandover to aUTRAN controlled by the same MSC/VLR, the stored UMTS cipher/integrity keys
CK and IK are sent to the target RNC.

b) In case of ahandover to a UTRAN controlled by another MSC/VLR, theinitial MSC/VLR sends the stored
UMTS cipher/integrity keys CK and 1K to the new RNC viathe new MSC/VLR that controls the target RNC.
Theinitial MSC/VLR remains the anchor point for throughout the service.

The anchor MSC/VLR also derives and sends to the non-anchor MSC/VLR the GSM cipher key Kc. The non-
anchor MSC/VLR stores all keys. Thisis done to allow subsequent handovers in a non-anchor R99+ MSC/VLR.

At the user side, in either case, the ME applies the stored UMTS cipher/integrity keys CK and IK.

6.8.5.2 GSM security context

Handover from GSM BSS to UTRAN with a GSM security context is enhy-possible for a GSM subscriber with a R99+
ME or for aUMTS subscriber with a R99+ ME when the initial MSC/VLR is R98-. At the network side, two cases are
distinguished:

a) Incaseof ahandover to a UTRAN controlled by the same MSC/VLR, UMTS cipher/integrity keys CK and IK
are derived from the stored GSM cipher key Kc (using the conversion functions ¢4 and ¢5) and sent to the target
RNC.-Netethat In case of subsequent handover in a non-anchor R99+ MSC/VLR, a GSM cipher key Kc has
been-isreceived for aUMTS subscriber if the anchor MSC/VLR is R98-.

b) In case of ahandover to a UTRAN controlled by another MSC/VLR, theinitial MSC/VLR (R99+ or R98-) sends
the stored GSM cipher key Kc to the new MSC/VLR controlling the target RNC. That MSC/VLR derives UMTS
cipher/integrity keys CK and IK which are then forwarded to the target RNC. The initial MSC/VLR remains the
anchor point for throughout the service.

At the user side, in either case, the ME derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher
key Kc (using the conversion functions ¢4 and c5) and applies them.
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6.4.5 Security mode set-up procedure

This section describes one common procedure for both ciphering and integrity protection set-up. It is mandatory to start
integrity protection of signalling messages by use of this procedure at each new signalling connection establishment
between MS and VLR/SGSN. The four exceptions when it is hot mandatory to start integrity protection are:

- If the only purpose with the signalling connection establishment and the only result is periodic location
registration, i.e. no change of any registration information.

- If thereisno MS-VLR/SGSNsignalling after theinitial L3 signalling message sent from MSto VLR/SGSN, i.e.
in the case of deactivation indication sent from the M S followed by connection release.

- If theonly MS-VLR/SGSN signalling after the initial L3 signalling message sent from MSto VLR/SGSN, and
possible user identity request and authentication (see below), isareject signalling message followed by a
connection release.

- If thecall isan emergency call teleservice as defined in TS 22.003, see section 6.4.9.2 below

When the integrity protection shall be started, the only procedures between MS and VLR/SGSN that are allowed after
theinitial connection request (i.e. theinitial Layer 3 message sent to VLR/SGSN) and before the security mode set-up
procedure are the following:

- ldentification by a permanent identity (i.e. request for IMSI), and
- Authentication and key agreement

The message sequence flow below describes the information transfer at initial connection establishment, possible
authentication and start of integrity protection and possible ciphering.
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MS SRNC VLR/SGSN

tran:
UE

1. RRC connection establishment including

sfer of the HFNs START values and the
security capability from MSto SRNC

1. Storage of HFNs S-TART values and UE security capability
1
2. “Initial L3 message” with user identity, KSI etc.

message,

‘ 1
8. Control of UE security capability, Verify

i >
3. Authentication and key generation

4 Decide dlowed UlAs and UEAS
1
5. Security mode command (UIAs, IK, UEASs, CK, etc.)

6. Select UIA and UEA, generate FRESH
Start integrity

7. Security mode command (CN domain, UIA, FRESH,
UE security capability, UEA, MAC-I, etc.)

Start of integrity
9. Security mode complete (MAC-I, etc.)

]
Start ciphering/deciphering Start ciphering/deciphering

10. Verify received message

I 11. Security mode complete (selected UEA and UIA)

>

“UE security capability” indicates UIAs and UEAS supported by MS

Figure 14: Local authentication and connection set-up
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NOTE 1: The network must have the "ME security capability”" information before the integrity protection can start,
i.e. the "ME security capability” must be sent to the network in an unprotected message. Returning the
"ME security capability” later on to the ME in a protected message will give ME the possibility to verify

that it

was the correct "ME security capability” that reached the network.

Detailed description of the flow above:

1. RRC connection establishment includes the transfer from MSto RNC of the ME security capability and the
START values for the CS service domain respective the PS service domain. The UE security capability
information includes the ciphering capabilities (UEAS) and the integrity capabilities (UIAs) of the MS. The
START values and the UE security capability information are stored in the SRNC.

2. The MS sendsthe Initial L3 message (Location update request, CM service request, Routing area update request,
attach request, paging response etc.) to the VLR/SGSN. This message contains e.g. the user identity and the KSI.
Theincluded KSI (Key Set Identifier) isthe KSI alocated by the CS service domain or PS service domain at the
last authentication for this CN domain.

3. User identity request may be performed (see 6.2). Authentication of the user and generation of new security keys

(IK and CK)

may be performed (see 6.3.3). A new KSI will then also be allocated.

4. The VLR/SGSNdetermines which UlAs and UEAs that are alowed to be used.

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

5. The VLR/SGSNinitiates integrity and ciphering by sending the RANAP message Security Mode Command to
SRNC. This message contains alist of allowed UlAs and the IK to be used. If ciphering shall be started, it
contains the allowed UEAs and the CK to be used. It also contains the UE’s capability information about GSM
ciphering algorithms in the form of GSM MS classmark. If a new authentication and security key generation has
been performed (see 3 above), this shall be indicated in the message sent to the SRNC. The indication of new
generated keys implies that the START value to be used shall be reset (i.e. set to zero) at start use of the new
keys. Otherwise, it isthe START value aready available in the SRNC that shall be used (see 1. above).

6. The SRNC decides which algorithms to use by selecting from the list of allowed algorithms, and the list of
algorithms supported by the MS (see 6.4.2). The SRNC generates arandom value FRESH and initiates the
downlink integrity protection. If the requirements received in the Security mode command can not be fulfilled,
the SRNC sends a SECURITY MODE REJECT message to the requesting VLR/SGSN. The further actions are
described in 6.4.2.

7. The SRNC generates the RRC message Security mode command. The message includes the ME security
capability, the UIA and FRESH to be used and if ciphering shall be started also the UEA to be used. Additional
information (start of ciphering) may also be included. Because of that the M S can have two ciphering and
integrity key sets, the network must indicate which key set to use. Thisis obtained by including a CN type
indicator information in the Security mode command message. If the GSM M S classmark exists, then the
message shall also contain it.s GSM-MS-elassmark: Before sending this message to the MS, the SRNC generates
the MAC-1 (Message Authentication Code for Integrity) and attaches this information to the message.

8. At reception of the Security mode command message, the M S controls that the ME security capability received
isequal to the ME security capability sent in the initial message. The same applies to the GSM MS classmark.
The MS computes XMAC-I on the message received by using the indicated UIA, the stored COUNT-I and the
received FRESH parameter. The M S verifies the integrity of the message by comparing the received MAC-|
with the generated XMAC-I.

9. If al controls are successful, the MS compiles the RRC message Security mode compl ete and generates the
MAC-I for this message. If any control is not successful, the procedure endsin the MS.

10. At reception of the response message, the SRNC computes the XMAC-I on the message. The SRNC verifiesthe
dataintegrity of the message by comparing the received MAC-I with the generated XMAC-I.

11. The transfer of the RANAP message Security Mode Compl ete response, including the selected algorithms, from
SRNC to the VLR/SGSN ends the procedure.

The Security mode command to M S starts the downlink integrity protection, i.e. thisand all following downlink
messages sent to the M S are integrity protected using the new integrity configuration. The Security mode complete
from M S starts the uplink integrity protection, i.e. thisand all following messages sent from the M S are integrity
protected using the new integrity configuration. When ciphering shall be started, the Ciphering Activation time
information that is exchanged between SRNC and M S during the Security mode set-up procedure setsthe RLC
Sequence Number/Connection Frame Number when to start ciphering in Downlink respective Uplink using the new
ciphering configuration.

**** next modified section***

6.8.4 Intersystem handover for CS Services — from UTRAN to GSM BSS

If ciphering has been started when an intersystem handover occurs from UTRAN to GSM BSS, the necessary
information (e.g. Kc, supported/allowed GSM ciphering agorithms) is transmitted within the system infrastructure
before the actual handover is executed to enable the communication to proceed from the old RNC to the new GSM
BSS and to contl nue the communlcatlon |n Ci phered mode IheRN@req&@stheM%tesendrmeM%GLassmaﬁle

W » bilities-of the MS. The intersystem handover will
|mply achange of Ci phen ng algonthm from a UEA to aGSM A5 The GSM BSS includes the selected GSM ciphering
mode in the handover command message sent to the MS viathe RNC.

The integrity protection of signalling messages is stopped at handover to GSM BSS.
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The START values (see subclause 6.4.8) shall be stored in the ME/USIM at handover to GSM BSS.

CR page 5



3GPP TSG-SA WG3 Meeting #16 S3-000739
Sophia Antipolis, France, 28-30 November 2000

CR-Form-v3

CHANGE REQUEST
* 33.102 CR 134 ¥ rev _ & Currentversion: 3.6.0 * ‘

For HELP on using this form, see bottom of this page or look at the pop-up text over the 3 symbols.

Proposed change affects: (U)SIM|:| ME/UE Radio Access Network|:] Core Network|:|

Title: ¥ START value handling for MS with a GSM SIM inserted
Source: ¥ Vodafone
Work item code: 3 Security Date: 3 30-Nov-00
Category: ¥ F Release: & R99
Use one of the following categories: Use one of the following releases:
F (essential correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (Addition of feature), R97 (Release 1997)
C (Functional modification of feature) R98 (Release 1998)
D (Editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
be found in 3GPP TR 21.900. REL-5 (Release 5)

Reason for change: 3 It needs to be specified what START value is used to initialise the hyperframe
number which is input to the confidentiality and integrity algorithms when a GSM
SIM is inserted into a UMTS terminal (when a USIM is inserted the START value
is read from the USIM).

Summary of change: 8 Section 6.8.2.4 is modified to specify that START values are stored in the ME
when a GSM SIM is inserted.

Consequences if ¥ It would not be possible to use a 3G ME with a GSM SIM card inserted on
not approved: UTRAN.

Clauses affected: ¥ 6.8.24

Other specs 88| X | Other core specifications $ TS25.331
affected: Test specifications TS 34.123, TS 34.108
| | O&M Specifications

Other comments: 3

CRpage 1l



Error! No text of specified style in document. 2 Error! No text of specified style in document.

6.8.2.3 VLR/SGSN
The R99+ VLR/SGSN shall perform GSM AKA using atriplet that is either:
a) retrieved fromthe local database,
b) provided by the HLR/AuUC, or
¢) provided by the previoudly visited VLR/SGSN.
NOTE: All triplets are originally provided by the HLR/AuC.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the VLR/SGSN.

When the user is attached to a UTRAN, the R99+ VLR/SGSN derives the UMTS cipher/integrity keys from the GSM
cipher key using the following conversion functions:

a) c4: CKumrg =Kc | Kc;
b) c5: IKumtg = Kcy xor Ke; || Ke || Key xor Kc,,
whereby in c5, Kc; are both 32 bitslong and Kc = K¢, || Kc,.
The UMTS cipher/integrity keys are then sent to the RNC where the ciphering and integrity algorithms are allocated.

When the user is attached to a GSM BSS and the user receives service from an MSC/VLR, the cipher key Kcis sent to
the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the cipher key Kc is applied in the
SGSN itself.

6.8.2.4 R99+ ME
R99+ ME with a SIM inserted, shall participate only in GSM AKA.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the ME.

When the user is attached to a UTRAN, R99+ ME shall derive the UMTS cipher/integrity keys CK and IK from the
GSM cipher key Kc using the conversion functions c4 and ¢5. The ME shall handle the START cs and STARTps as
described in section 6.4.8 with the exception that the START values are stored on the ME rather than on the GSM SIM.
If the ME |ooses the current START value for a particular domain (e.g. due to power off) it shall delete the
corresponding GSM cipher key (Kc), the derived UMTS cipher/integrity keys (CK and 1K), and reset the START value
to zero. The ME shall then trigger a new authentication and key agreement at the next connection establishment by
indicating to the network that no valid keys are available for use using the procedure described in section 6.4.4.
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