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1. Introduction
This pCR proposes new Key Issue for FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.0.0).
2. Reason for Change
An API invoker may be either an application on a server or an application on a UE. According to clause 7.5 in 3GPP TS 23.222, the API invoker may be deployed in any of the following ways:
a.	API invoker may be deployed as AF on the UE (i.e. 3rd party application).
b.	API invoker may be deployed as AF on the UE supporting several other 3rd party applications deployed on the UE.
c.	API invoker may be deployed on the network as AF.
As from clause 4.17.1 in 3GPP TS 23.222, (for Release 18) the scope of an API invoker on a UE (i.e., options a and b) in RNAA is limited to accessing its own resources only, i.e., resource owner is a user of the UE hosting the API invoker that can authorize the API access. This is also acknowledged by SA3 in clause 6.5.3 in 3GPP TS 33.222, in which “only a UE accessing its own resources is considered if the API invoker is on a UE.”
[bookmark: _Hlk151126469]However, there are cases in which it is needed to support for API invoker(s) which are deployed on the UE accessing resources of other resource owners (users), e.g., consider the clause 6.2.2 in 5GAA - C-V2X Use Cases and Service Level Requirements Volume I, dealing with Vehicle Health Monitoring in fleet management, in which an Application Client on UE 1 is requesting access to fetch location and/or vehicle health issues from another user (UE 2). 
3. Proposal
It is proposed to agree the new key issue for 3GPP TR 23.700-22 V0.0.0.

* * * First Change * * * *
[bookmark: _Toc158909665]5	Key issues
[bookmark: _Toc147904923][bookmark: _Toc158909666]5.x	Key issue #x: UE-deployed API invoker accessing resources not owned by that UE
An API invoker may be either an application on a server or an application on a UE. According to clause 7.5 in 3GPP TS 23.222, the API invoker may be deployed in any of the following ways:
a.	API invoker may be deployed as AF on the UE (i.e. 3rd party application).
b.	API invoker may be deployed as AF on the UE supporting several other 3rd party applications deployed on the UE.
c.	API invoker may be deployed on the network as AF.
As from clause 4.17.1 in 3GPP TS 23.222, (for Release 18) the scope of an API invoker on a UE (i.e., options a and b) in Resource owner-aware northbound API access (RNAA) is limited to accessing its own resources only, i.e., resource owner is a user of the UE hosting the API invoker that can authorize the API access. This is also acknowledged by SA3 in clause 6.5.3 in 3GPP TS 33.222, in which “only a UE accessing its own resources is considered if the API invoker is on a UE.”
However, there are cases in which it is needed to support for API invoker(s) which are deployed on the UE accessing resources of other resource owners (users), e.g., consider the clause 6.2.2 in 5GAA - C-V2X Use Cases and Service Level Requirements Volume I, dealing with Vehicle Health Monitoring in fleet management, in which an Application Client on UE 1 could request access to fetch location and/or vehicle health issues to another user (UE 2).
This key issue will study:
1. Whether (and how) RNAA can support the scenario where API invoker(s) which are deployed on the UE can access resources (hosted in the network) of other resource owners (users) (e.g., application client on UE is fetching location of another UE or setting QoS for PDU sessions of another UE)
NOTE 1: The security aspects need to be coordinated with SA3.
NOTE 2: The unwanted interactions with the RO user in this case need to be minimized.

* * * End of Changes * * * *

