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1. Introduction
This pCR proposes new Key Issue for FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.0.0).
2. Reason for Change
RNAA uses token-based authorization using OAuth 2.0 framework with the following roles: 
-	API invoker: OAuth 2.0 client. 
-	CCF: OAuth 2.0 authorization server. 
-	AEF: resource server.
AEF shall perform the authorization check of the API invocation request for accessing the resources of the resource owner, i.e., AEF is considered the consent enforcement point.
As from clause 6.5.3 in 3GPP TS 33.222, the following flows may be used for authorizing an API invoker:
-	Client credential flow (according to RFC 6749),
-	Authorization code flow (according to RFC 6749), or 
-	Authorization code flow with PKCE (according to RFC 7636).
while CCF shall indicate the supported flows to the API invoker.
Additionally, as from clause 6.4.2 in 3GPP TS 23.222, the CAPIF-1/1e reference point support providing authorization for the API invoker based on RNAA. This description partially holds for the three the grant types aforementioned: 
- for the case of the client credential flow, CAPIF-1/1e reference point support providing authorization, provided that authentication of the API invoker (client authentication) is also supported over that reference point (according to clause 6.4.2 in 3GPP TS 23.222). 
- for the Authorization code flow/Authorization code flow with PKCE there is no clarity if the authorization can be carried out exclusively over CAPIF-1/1e reference point due to the presence of the OAuth 2.0 User-Agent role (a generalization of ROC in 3GPP TS 23.222) between the API invoker and CCF for some of the messages. Additionally, some other interactions within can be carried out over the CAPIF-8 reference point (e.g., user authentication and obtaining permission from Resource Owner). 
According to TS 23.222 clause 6.4.16, the CAPIF-8 reference point between CCF and ROC is kept out of Release 18. Additionally, from clause 6.3.8 the procedures corresponding to these capabalities of ROC are FFS and out-of-the-scope of Release 18.
3. Proposal
It is proposed to agree the new key issue for 3GPP TR 23.700-22 V0.0.0.
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* * * Next Change * * * *
5	Key issues
[bookmark: _Toc147904923][bookmark: _Toc158909666]5.x	Key issue #x: RNAA architecture enhancements
Clause 6.2.3 of 3GPP TS 23.222 [refCAPIF] specifies the high-level functional architecture for CAPIF supporting Resource owner-aware northbound API access (RNAA). The security procedures for CAPIF supporting RNAA are specified in 3GPP TS 33.122 [refSA3CAPIF]. As per the architecture and security procedures the role and responsibilities of Resource Owner Client to support RNAA are not fully specified in Release 18. 
It is required to study the role and responsibilities of Resource Owner Client and its interactions with CAPIF entities considering the requirements specified in 3GPP TS 22.261 [refSA1] as shown below:
	The 5G system shall be able to:
-	provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party’s service.
-	provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
-	allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party.
-	preserve the confidentiality of the UE’s external identity (e.g. MSISDN) against the third-party.
-	provide a third-party with information to identify networks and APIs on those networks.



Open issues to study:
1.	Further enhancements to CAPIF architecture considering Resource Owner Client functionalities and its interactions with CAPIF entities (e.g CAPIF-8 related interactions).
NOTE:	The security aspects for the architecture enhancements need to be coordinated with SA3.
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