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Editor's Note: Whether enhancements or new procedures are required for supporting PIN security aspects is FFS.
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* * * First Change * * * *
[bookmark: _Toc155956606]8.10.2.2	PIN authorization with PIN server
Figure 8.10.2.2-1 illustrates PIN authorization procedure based on request/response model.
Pre-conditions:
1.	The PINE/PEGC/PEMC has been pre-configured or has discovered the address (e.g., IP address, FQDN, URI) of the PIN server;
2-	The PINE/PEGC/PEMC has been pre-configured with the PIN identifier;
3-	The PIN server has been configured with the PIN profile;
4-	The requestor has been authenticated.
NOTE:	In the current release, requestor authentication relies on pre-provisioned information and is implementation dependent.



Figure 8.10.2.2-1: PIN authorization with PIN server
1.	The PINE sends a PIN authorization request to the PIN server. The request includes the PIN identifier, and the requestor identifiers, name, description, and address. 
2.	Upon receiving the request, the PIN server validates if the requestor is allowed to access the requested PIN using the information provided in the request and the PIN configuration information from the PIN profile. 
Editor's Note: Whether enhancements or new procedures are required for supporting PIN security aspects is FFS.
3.	The PIN server sends a PIN authorization response to the requestor. If the PIN server successfully determines that the requestor is allowed to access the PIN, the PIN server includes security information for the requestor to use within the PIN. If the PIN server fails to authorize the requestor, the PIN server indicates failure in the response and includes a failure reason.

* * * End of Changes * * * *
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