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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a 

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	XXXX
	SNAAPP
	Addressing left-overs of SNAAPP

	
	
	



3	Justification
In Rel.18, enhancements to CAPIF architecture based on SNAAPP requirements were addressed and following aspects were postponed for future release.
· Capabilities, procedures and information flows for CAPIF-8 between Resource Owner Client and CAPIF Core Function (Authorization Function). For example, authentication and authorization of resource owners, management of service API access granted to the applications (e.g. removal of authorization for some applications to access certain service APIs)
· [bookmark: _Hlk151126469]API invoker(s) deployed as AF on the UE accessing resources of other users.
It is required to study the above left-over aspects of RNAA for further impacts on CAPIF architecture and procedures.
CAPIF currently supports the publish and discovery of service APIs exposed by AEF which are instantiated. There are scenarios related to applications having temporal requirements for invocation of APIs (e.g. API invocations to be performed in certain time of the day) and it may be beneficial for organizing the AEF availability (e.g. instantiation, resource scaling, uninstantiation, etc) dynamically for such applications. Feasibility study on such scenarios and impact on CAPIF are to be evaluated.
API invoker can consume service APIs which may expose one or more resources of the resource owner. The granularity of access defined by CAPIF is at service API level which can enable the API invokers to perform all operations on the resources. Typically, API invokers perform one or more CRUD operations on resources (like fetching location, updating QoS, etc) exposed via service APIs. More granular control over the resources may be exercised by the resource owners like granting permission to API invokers to only perform get operations on the resources even though the service APIs may offer several other operations on the resource. Study is to be conducted to enable more granular access control by resource owner for service API invocations performed by API invokers.
In some scenarios, it may be required that the API invokers who have performed certain service API invocations modifying the resource states should be reverted to a default state. Example: API invoker modified the resource state to a value which is no longer acceptable to the resource owner. In such cases, resource owners should be able to revoke the access of the API invoker to the resource and be able to reset the value of the resource modified by the API invoker. Feasibility study on such scenarios and impact on CAPIF are to be evaluated.
Given these aspects, it is proposed to study the enhancements to CAPIF.
4	Objective
The objectives of this study item is to develop key issues, corresponding architecture requirements and solutions for CAPIF to support the following as per the illustration in the justification:

1.	Support the capabilities, procedures and information flows for CAPIF-8 between Resource Owner Client and CAPIF Core Function (Authorization Function).
2.	Support the scenario where API invoker(s) deployed as AF on the UE can access resources of other resource owners.
3.	Support scenarios requiring dynamic instantiation of AEFs for service API access by API invokers.
4.	Support scenarios for granular access control to resources for service API operations (e.g. service operation level, resource state level).

5	Expected Output and Time scale


	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	23.XXX
	Study on enhancements CAPIF Phase 3
	SA#104 (June 2024)
	SA#105 (Sep 2024)
	Nokia

	
	
	
	
	
	




6	Work item Rapporteur(s)
Nokia

7	Work item leadership
SA6

8	Aspects that involve other WGs
SA1 on service aspects, SA2 on aspects related to APIs exposed by Core Network, SA3 on aspects related to security and privacy
9	Supporting Individual Members
 
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	Vodafone

	NTT Docomo

	AT&T ?

	Samsung ?

	Ericsson ?

	Huawei ?

	KPN ?

	InterDigital ?

	

	

	

	

	

	



