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1	Overall description
SA6 would like to thank SA2 for their LS reply on the use of a non-network defined identifier for UE identification and would like to provide the following response on the questions and remarks raised by SA2.

Q1)	which entity is assumed to create the EECID and to ensure its unicity?

In 3GPP TS 23.588, clause 7.2.2, it is stated that EECID is globally unique, whilst also highlighting that security and privacy aspects related to EECID are specified by SA3 in 3GPP TS 33.558.

3GPP TS 33.558 provides further insight into options for EECID creation and unicity, where for instance it is stated in clause 6.2 “Authentication and authorization between EEC and ECS” that the ECS, EEC and EES respectively assume the role of authorization server, client and resource server roles if the ECS makes the decision that OAuth 2.0 [IETF RFC 6749] access tokens are required for the candidate EESs provided to the EEC. Within the OAuth 2.0 RFC it is stated in clause 2.2 that the “authorization server issues the registered client a client identifier” and that the “client identifier is unique to the authorization server”. Therefore, 3GPP TS 33.558 provides an option for the ECS, as an AF of the 5GS, to issue the EECID and for that identifier to be unique to at least that ECS.
Q2)	how to guarantee that the UE is using a correct EECID?

As with question 1, SA6 would like to highlight that security and privacy aspects related to EECID are expected to be specified by SA3 in 3GPP TS 33.558. Again, if the decision is made by the ECS that access tokens are required, then clause 6.2 states that JSON Web Token (JWT) shall be followed. In that case the assumption on the integrity EECID (as client ID) is fundamental when requesting JWT for a specific subject to ensure such tokens are only issued to the appropriate UE.

Q3)	how is the association between the EECID and UE ID determined and stored in the core network?

SA6 appreciates SA2’s view and remark on storage of the association between EECID & UE ID and agrees that storage at the UDM appears to be a reasonable approach.
 

In conclusion, SA6 have highlighted that the EECID can be considered an integral component of the overall authentication and authorization framework specified in 3GPP TS 33.558, where this is explicitly stated in the case that the ECS has made decision that OAuth 2.0 access tokens are required for each candidate EES provided to the EEC. With regards to storage of the association between EECID and UE ID in the core network, SA6 rely on SA2’s expertise and guidance for the most appropriate approach to be adopted.

2	Actions
SA6 kindly requests SA2 to consider the answers provided to their questions and based on those reconsider SA6’s request for providing support for the core network APIs (e.g., Nnef_UEId_Get) to resolve EECID to UE ID.

3	Dates of next TSG SA WG 6 meetings
SA6#55	22nd – 26th May 2023	Berlin, Germany
SA6#56	21st – 25th August 2023	Gothenburg, Sweden
