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1. Introduction

This pCR proposes a solution for KI#5.

2. Reason for Change

This solution addresses aspects of Key Issue #5. 
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As shown in the above diagram, two scenarios can be considered related to mobility of PINE.

In scenario 1, a PINE is connected through a PEGC. As it moves around, it can go out of reach of PEGC. In such scenario, another PEGC can be selected to provide service continuity. If another PEGC could not be found, then PINE can continue service through 5GS.

In scenario 2, two PINEs are communicating directly. As the PINEs move, they can be out of reach from each other. To continue service between the PINEs, an intermediate PEGC can be used.
This contribution describes application-level mechanism to enable service continuity for the two scenarios, where PINE moves and loses contact with PEGC (scenario 1) or with the other PINE (scenario 2). 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.6.1.

* * * First Change* * * *

7
Solutions
7.1
Mapping of solutions to key issues
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* * * * Next Change * * * *

7.X
Solution #X: Service Continuity in a PIN
7.X.1
Architecture enhancements

None.
7.X.2
Solution description

7.X.2.1
General

This solution addresses aspects of Key Issue #5. The solution focuses on how a PIN application on a UE can continue to receive services from an application server after it moved out of reach of PIN element like PEGC or another PINE due to mobility. PIN service continuity in this context is maintaining reachability due to UE mobility. This solution is based on the following principles.

· The PINE can subscribe for service continuity for one or more ongoing services involving application clients. Third party service provider and application developers, based on response to the subscription request, can make sure that the feature is available and supported for the application. The service continuity feature can be chosen for a specific application and ignored for others. E.g. service continuity can be enabled for gaming and not for TV application inside the house.
· The subscription can be authorized by PIN server and provide a service continuity policy to the PINE. PIN server is assumed to be the main trusted entity to authorize the subscription request coming from PINE.
· The PIN server informs the PEMC about allowed UE and applications which can be supported with service continuity feature.
· The PEMC configures PEGC about the PINE, which has subscribed for service continuity of a specific service. The PEGC can report back to PEMC when the UE is not reachable. The PEMC can decide at that time if it wants to trigger service continuity procedure.
· The PINE can also report about lost service to PEMC and about the available PEGCs in the PINE’s proximity. The PINE reports those PEGCs, which it can reach.
· The PEMC configures a PEGC for service continuity and informs the PIN Server about the new PEGC.

-
The PIN Server can expose standard APIs, to expose service continuity information to the AS. The application layer can have mechanisms to deal with service disruptions independent of any communication path changes (e.g. TCP operations), but the exposed APIs can assist the application layer to implement its own mechanism.
NOTE:
This solution is a feature that is provided by the PINAPP layer. An application can also support service continuity via procedures that are outside of 3GPP’s scope and, in such a scenario, would not support this service continuity procedure. Further, an application can decide to not support this service continuity procedure if the application e.g. has particular requirements for authentication.
7.X.2.2
Procedure

This section provides details of Solution #X.
7.X.2.2.1
Functional entities
PIN Client: A PINAPP function in UE, PINE, which subscribes for service continuity and informs when service is lost.

PIN Management Client (PEMC Client): A PINAPP in PEMC, configures the PEGC and PINE for service continuity. Informs PIN server about updates related to service continuity.

PIN Gateway Client (PEGC Client): A PINAPP in PEGC, obtains configuration from PEMC and executes service continuity procedure.

PIN Server: Supports PIN Client, PIN Management Client by providing service continuity related information when requested by PIN Management Client. It can expose service continuity information to external entities through APIs.
7.X.2.2.2
Procedures of PIN Service Continuity while the PINE is connected to a PEGC
Figure 7.X.2.2.2-1 illustrates a service continuity procedure for scenario 1, based on request/response model.
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Figure 7.X.2.2.2-1: PIN Service Continuity when the PINE is connected via PEGC
Pre-conditions:

-
More than one PEGC is serving the PIN.
-
PEMC connectivity is not lost by a PINE.
-
The PIN Client in UE has been either pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC Client, PIN server.
-
The PEMC Client supports functionality to execute the service continuity procedure.
-
The PEGC Client supports functionality to execute the service continuity procedure.
-
The PIN Server has capability to expose service continuity information to external entities such as identification of a service and any changes to the end points of the service.
1. A PIN Client in a UE subscribes for service continuity with the PEMC and PIN server. The purpose of the subscription request is to inform the PEMC and PIN Server that the PINE would like to continue an ongoing service if it loses connectivity with PEGC. The subscription request includes application level IDs such as, PEID, one or more Service identifiers which need service continuity, Application session ID, Destination PIN ID, and an IPv4 Tuple that describes the session. The IPv4 tuple can include the IP Address of the UE, the IP Address of the Server that provides the service, the UE port numbers that are associated with the service, and the port numbers on the server that are associated with the service.

The PIN Server authorizes the subscription request, and provides PEMC Client with policy information about service continuity for the PINE.
The PEMC configures PEGC for service continuity procedure by providing PEID, Service ID.

The PEMC client informs the PINE if service continuity for the requested services is allowed or not.

2. The PINE moves and loses contact with the PEGC. The loss of connectivity with the PINE can trigger service continuity procedure in the PEGC based on PEID and Service ID.

3. The PEGC Client informs the PEMC Client about the service discontinuity of the PINE by sending an “Activate service continuity” message, which includes PEID, Service ID. As an alternative PINE can also inform PEMC to activate the service continuity procedure.
4. The PEMC client decides if it is required to initiate service continuity procedure, and of so informs the PIN Server to update about the service continuity procedure, initiated by PEGC or PINE. The PEMC client sends an “Update Service Continuity information” to the PIN server with information such as the PEID, Service ID, Service continuity status like Started, Executing, Completed. This allows the PIN server to immediately update service continuity information and share with AS, rather than waiting for PINE to discover a new PEGC and update service continuity status.
5. The PIN server updates information about the service continuity such as identification of the service, involved PINEs and service continuity status to an external AS.
6. It is assumed that the PINE has the information about other available PEGCs in the PIN (possibly provided by PEMC during start-up procedure). The PINE is able to find and connect to another PEGC in the PIN. It is also assumed that PEMC Client becomes aware of the PINE connecting to the new PEGC.

7. The PEMC client determines, based on PEID, Service continuity policy, that the new PEGC can be configured to handle service continuity for the PINE. The PEMC Client sends a “Configure new PEGC” message to configure the PEGC with:
a)
Session ID;
b)
destination PINE information, which is a list of PEID, IP address, Port number or URL; and

c)
Application Server information, which will resume service with the PEGC. Information includes Application Server ID, Application Server port-number, so that the new PEGC can configure to receive information from the Application Server.

PEMC also collects the PEGC IP address and PEGC port-number, in the response message.

8. The PIN Management Client sends an “Update Service continuity information” to the PIN server, to indicate that configuration of PEGC and PINE has happened successfully, and the service can be resumed, with information such as:
a) Service ID: Service to be resumed;
b) Application Server ID: Identifies the Application Server, which was providing service;
c) Terminating PEGC ID;
d) Terminating PEGC reachability information, such as IP address, port number, URL etc.; and
e) Terminating Destination PINE reachability information, such as IP address, port number, URL etc.
9. PIN Gateway Client informs PIN Server that it is ready to resume the service with identification information from step 7. PIN Server updates this information and makes available for external entities. 
10. The IP address of PINE and PEGC can change or at application-level IP preserving technique can be applied. PIN Server updates all information for service continuity, which can be used to resume the service to a new destination IP address. PIN Server updates an external AS with the new service continuity information such as:
a)
Application Session ID: identifies the application session to be switched to new endpoint; and
b)
Terminating IP Address:

-
IP address of PINE, port-number where the service will be terminated; and
-
IP address of the PEGC, which will forward the service to PINE.

7.X.2.2.3
Procedures of PIN Service Continuity while the PINEs are connected directly
Figure 7.X.2.2.3-1 illustrates a service continuity procedure for scenario 2, based on request/response model.
This procedure involves finding a new PEGC for a PINE’s indirect communication by the PEMC. Selection of the new PEGC is dependent upon having connectivity between the PEMC and the PINEs (e.g. PINE1 and PINE2) involved. When the direct connection between PINEs is lost, the PEMC cannot determine correctly a PEGC which has connections to both PINEs. The PEMC requests that the PINEs to PEGCs which it can connect to. Then PEMC can select a PEGC, which has connectivity to both PINEs. These steps differentiate the service continuity procedure from PEGC reselection procedure.
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Figure 7.X.2.2.3-1: PIN Service Continuity when PINEs are connected directly
Pre-conditions:

-
One or more PEGC is serving the PIN.
-
PEMC connectivity is not lost by a PINE.
-
The PIN Client in UE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC Client.
-
PIN client is capable of triggering PEGC discovery procedure by PINE and provide report about the discovered PEGCs.
-
The PEMC Client supports functionality to execute the service continuity procedure.
-
The PEGC Client supports functionality to execute the service continuity procedure.
-
The PIN Server has capability to communicate with Application Server to identify a direct service and provide policy and authorization information.
1. A PIN Client in a UE, subscribes for service continuity with PEMC or PIN server. The purpose of the subscription request is to inform that PINE would like to continue an ongoing service with another PINE, connected directly. The subscription request includes PEID, one or more Service identifiers which need service continuity, Destination PIN ID, and an IPv4 Tuple that describes the session. The IPv4 tuple can include the IP Address of the first UE, the IP Address of the second UE and the UE port numbers that are associated with the service.

a) The PIN Server authorizes the subscription request and provides PEMC Client with policy information about service continuity for the PINEs.

b) PEMC client informs the PINE if service continuity for the requested services is allowed or not and policy information related to service continuity.

2.
The PINE moves and loses contact with other PINE. The loss of connectivity results in service discontinuity between the PINEs. PIN Client informs PEMC Client about the service discontinuity by sending an “Inform SC lost” message, which includes PEIDs, Service ID.
3.
Triggering PEGC discovery by PINE, allows PEMC to be sure that the PINE can connect to the selected PEGC. If PEMC selects a PEGC using its own knowledge, there is a possibility that the PINE cannot connect to it. All the involved PINEs start PEGC discovery and reports back to PEMC, a list of discovered PEGCs with the OK message.
4.
PEMC client goes through one or more lists sent by one or more PINEs and selects one or more optimal PEGCs for service continuity. The PEMC Client sends a “Configure new PEGC” message to PEGC Client to configure PEGC with the following information, so that PEGC can setup forwarding path between the two PINEs.
a) Service ID: The service that needs to be handled by PEGC.
b) Destination PINE information, which is a list of PEID, IP address, Port number or URL.
5. PEMC client configures PINE with the new PEGC information such as IP address, port-number, URL, and triggers connection setup.
6. Once the connection between PINE and PEGC is successful, the service resumes.
7.x.3
Solution evaluation

The solution addresses the problem when PIN application on a UE is consuming service from an application server and due to UE mobility, how the PIN application on the UE can continue to receive services from the application server. Due to mobility the UE can go out of reach of the PEGC which was delivering service.

The solution describes how the service continuity procedure is initiated. Serving PEGC detects that the UE is out of reach and informs PEMC client. PEMC client updates PIN server about the Service Continuity procedure status.

To continue the service, UE can connect to a new PEGC, and inform PEMC client. To complete service continuity, PEMC configures the new PEGC to support service continuity and updates PIN server about the status of the procedure and new end point information. Once configuration is complete, service resumes towards the UE through the new PEGC.
The detailed role of PEGC involvement for service continuity procedures requires further evaluation considering different PINE status and application scenarios.
* * * * End-of Changes * * * *
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Figure 12 Changing the Association Between a PINE and a PEGC; 3a. In step 3a, the PEMC may authorize and/or select PEGC-3 as the new gateway for PINE-1, authorization might involve capability exchange between the PEGC-3 and the 5G core network (AMF) and might require explicit authorization from core network or application layer to take up the role of PEGC. The PEMC may send a message to PEGC-3 to notify PEGC-3 that it should serve as the gateway for PINE-1.
This application level msg can be sent to inform PEGC that PINE 1 and PINE 2 should be connected for SC
4
Context Token:
PINEs in this SC
- PINE1, PINE2, PINEn
Session name or ID
Type of session : interactive, streaming
Session context for PINE
- SC Context for PINE1
- SC Context for PINE2
PINE
PEGC
5GS
PEGC
PINE
PINE
Same PIN or 
different PIN
PINE
PINE
PEGC
PINE
PINE
PEGC
PINE
PINE
PEGC
PEGC
AS is a PINE
PINE
PEGC
AS is a PINE
PINE
PEGC
AS is a PINE
PINE
PEGC
PEGC
AS
PINE
5GS
PINE2
(PIN Client)
PEGC
(PEGC Client)
PIN
Server
PEMC
(PEMC CLIENT )
Ongoing 
service
PINE1
(PIN Client)
Lost Service connectivity
PINE 1 and PINE2, 1.  subscribes for SC with PEMC, 2. PEMC authorizes with PIN Server, 3. PIN server  provides a Context token to PEMC;  4. PEMC can forward the token to PINEs
Inform PEMC about SC lost (PEID, Token updated with session context)
Service continues through PEGC
1
2
3
5
6
PEGC Selection for SC (as in GW selection paper)
Configure PEGC for SC
 (PINE1, PINE2, Token with session context)
Start PEGC Discovery for SC (Policy, Authorization)
Configure PINE with PEGC Info(PEGC IP address, Port#)
4
ALT 1:
ALT 2: If multiple PEGC is selected, Ref Fig 7
OK (IP address, Port#)
PINE2
(PIN Client)
PEGC
(PEGC Client)
PIN
Server
PEMC
(PEMC CLIENT )
Ongoing 
service
PINE1
(PIN Client)
Lost Service connectivity
PINE 1 and PINE2, 1.  subscribes for SC with PEMC, 2. PEMC authorizes with PIN Server, 3. PIN server  provides a Context token to PEMC;  4. PEMC can forward the token to PINEs
Inform PEMC about SC lost (PEID, Token updated with session context)
Service continues through PEGC
1
2
3
5
6
PEGC Selection for SC (as in GW selection paper)
Configure PEGC for SC
 (PINE1, PINE2, Token with session context)
Start PEGC Discovery for SC (Policy, Authorization)
Configure PINE with PEGC Info(PEGC IP address, Port#)
4
ALT 1:
ALT 2: If multiple PEGC is selected
OK (IP address, Port#)
PINE2
(PIN Client)
PEGC1
(PEGC Client)
5GS
PEMC
(PEMC CLIENT )
PINE1
(PIN Client)
Service continues through PEGC1, PEGC2, ..PEGCn
Configure PEGC for SC
 (PINE1, Token with session context)
Configure PINE with PEGC Info(PEGC1 IP address, Port#)
OK (IP address, Port#)
PEGC2
(PEGC Client)
Configure PEGC for SC
 (PINE2, Token with session context)
OK (IP address, Port#)
PEMC Client triggers PEMC to contact 5GS/AMF/PCF to setup routing between PEGC1, PEGC2, ..PEGCn
Configure PINE with PEGC Info(PEGC2 IP address, Port#)
Step 4, ALT 2,
PEMC configures two PEGCs
PINE
PEGC
5GS
PEGC
PINE
PINE
PINE
PEGC
PINE
PINE
PEGC
AS
Scenario 1
Scenario 2
PEGC
(PEGC Client)
PIN
Server
PEMC
(PEMC Client )
PINE1
(PIN Client)
Activate session continuity (PEID, SERVICE ID, Last pkt sent/recvd )
1
2
3
Configure new PEGC for Service continuity
 (PEID, SeviceiID, AS information)
4
AS
Subscribe for Service Continuity
Authorize subscription for service continuity
OK
If PINE was communicating through PEGC, connectivity loss event can trigger Service continuity procedure in PEGC
Update  service continuity information (PEID, Service ID, Last pkt sent/recvd )
Enable Service continuity (PEID, Service ID, IP address of PINE, Last pkt marker)
PINE finds a new PEGC and connects to it. PEMC becomes aware of the new PEGC that the PINE is connected to, or new PEGC can inform PEMC
Update PIN Server about Service continuity through new PEGC (PEGCID, IP Address, Port#,  SERVICE ID)
End Service continuity (PEGC ID, PIN ID, Service ID, PEGC IP address)
Service resumes
5
6
7
8
9
Configure for Service Continuity (PEID, Service ID)
Handshake with AS
10
Ok (PEGC IP address,
 port#)
New PEGC becomes part of the Service continuity procedure
PEGC (1..N) 
(PEGC Client)
PIN
Server
PEMC
(PEMC Client )
PINE (1..N)
(PIN Client)
Trigger PEGC discovery and report back (PEGC credentials)
1
2
3
Configure new PEGC for Service continuity
 (PEID, SeviceiID, AS information)
4
Subscribe for Service Continuity
Authorize subscription for service continuity
OK
Service resumes
5
6
OK (PEGC LIST)
Configure PINE (PEGC information)
Inform SC lost (PEIDs, Service ID)



