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1. Introduction
This pCR proposes to clear the ENs in the TR.
2. Reason for Change
Due to the PINAPP comes into conclusion, so it needs to clear the ENs in the TR. 

There is one ENs in KI4: 

Editor's Note:
SA1 is consulted for feedback on applicability of the KI.

Due to the SA1 requirements has already received, so this ENs should be removed. 
There are some ENs in solution 1: 

Editor's note:
Further updates of PINAPP architecture is needed.
Editor's Note: Whether the suggested architecture for PINAPP is sufficient to meet the PIN related requirements or not is FFS
Editor's note:
The supports of each reference point is FFS.

These ENs are related to the further update of solution 1 and architecture. If in the future, any updated to solution 1, that directly updated or modification is enough. 

Also, in solution 1, there is ENs: 

Editor's Note: Whether authorized user apart from PEMC is allowed to manage a PIN is FFS.
In Figure 7.2.1.1-1, that an authorized PINE that still under control of the PEMC and the concept of PIN is the logic concept, not localization concept. The authorized user apart from PEMC is also allowed to manage a PIN. 
Another ENs in solution 1:
Editor's note:
Whether configurations are required to enable direct communication and to enable communication when the gateway device is unavailable is FFS.
If the gateway is unavailable, it means that the PINE cannot communicate with other PINE via gateway. So, the PINE can discover the other PINE in PIN from PEMC, and maybe direct communication is enabled. 
In section 7.3.2.3.7, one ENs: 

Editor's Note: How the concept of PIN localization is to be captured in this specification, and its alignment with relevant text in 3GPP TS 22.261[2] and 3GPP TR 22.859[3], are FFS.

That the PIN didn’t have the localization concept, the PIN is the logic concept. But the gateway in PIN has the localization concept, that if the PINE moves out of the coverage of gateway, that the PINE may not communicate with other PINEs via gateway. So, add a note to describe this. 

In section 7.3.3, that:

Editor's Note:
More evaluation of this solution is waited for updated.
The evaluation and conclusion of solution 2 will be reflected in the final evaluation or conclusion.

In solution 6, that the following ENs can be removed and if any updated is needed, directly to update the solution or procedure is ok: 

Editor's note: Other parameters will be defined of updated in PIN in future. 
In solution 10, service switch, the evaluation and conclusion of solution 2 will be reflected in the final evaluation or conclusion.

Editor's Note:
More evaluation of this solution is waited for updated.
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.6.1.
* * * First Change * * * *

4.4
Key issue #4: PIN Application Server Discovery
As indicated in 3GPP TS 22.261 [2], clause 6.38.2.1, the following requirement will be studied in this TR:

-
The 5G system shall support applications on an Application Server connected to a PIN.
Supporting Application Servers connected to a PIN can involve service or applications discovery by PIN Elements or by a UE outside of a PIN via 3GPP network.

Application clients can be running on PIN elements in a PIN and may want to discover and connect to an Application Server connected to the PIN. At the same time UEs running Application Clients outside of a PIN may try to discover and connect to an Application Server connected to the PIN.

It is required to study the following:

-
How to enable discovery of Application Server, connected to a PIN, by Application Clients running in the same PIN?

-
How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a different PIN?

-
How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a UE outside of the PIN over 3gpp network?

-
How to manage Application Server discovery by MNOs or third-party application service providers?

-
Evaluate the applicability of Edge Enabler Layer and CAPIF for PIN application service discovery.


* * * Second Change * * * *

7.2
Solution #1: PINAPP architecture

7.2.1
Architecture assumption
The Figure 7.2.1-1 shows the application architecture for enabling PINAPP.  

[image: image1.emf]Personal IoT network

PIN elements A (Relay)

(3GPP/non-3GPP device)

Application 

client

PIN elements (PEGC)

PIN elements (PEMC)

Data network

Application 

server

3GPP Core 

network

PIN client

(enabler)

PIN server

(enabler)

PIN - 1

PIN - 2

PIN - 3

PIN - 4

PIN - 6

PIN - 7

PIN - 9

PIN - 8

PIN elements B

(3GPP/non-3GPP device)

Application 

client

PIN client

(enabler)

PIN - 5

Application data traffic not via PEGC

PIN Management 

client

PIN Gateway Client

PIN elements C

(3GPP/non-3GPP device)

Application 

client

PIN client

(enabler)

APP Direct communication via PEGC

PIN - 3

PIN - 10


Figure 7.2.1-1: PINAPP architecture
The UE or PIN elements have PIN client. The UE or PIN Element with gateway capability (PEGC) performs the role of an entity supporting gateway capability for PIN. The PEGC provides gateway functionality for the PIN elements. The UE or PIN Element with management capability (PEMC) performs the role of an entity supporting management capability for PIN. The PEMC provides management functionality for the PIN elements.
The interactions between PEMC and PIN client are supported over PIN-3. The interactions between PEMC and PEGC are supported over PIN-4. The interactions between PEGC and PIN client are supported over PIN-2. The interactions between PIN clients from different UEs or PIN elements are supported over PIN-5. 
NOTE 1:
It is possible that an application client on PIN elements can communicate with application server directly via 5GS or indirectly via PEGC.

NOTE 2:
It is possible that an application client can communicate with other application client in the same PIN directly or via PEGC.

NOTE 3:
It is possible that an application client can communicate with other application client in another PIN via PEGC.


7.2.1.1
User accessing services provided by PIN Element from outside the PIN

The Figure 7.2.1.1-1 shows the application architecture updates to enable authorized user to access services provided by PIN element behing the PEGC. For simplicity, not all functional elements of Figure 7.2.1-1 are shown in below Figure 7.2.1.1-1. 
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Figure 7.2.1.1-1: PINAPP architecture
The interactions between PEGC and PIN client of the authorized user are supported over interface PIN-11. The interactions between PEMC and PIN client of the authorized user are supported over interface PIN-12. The authorized user uses PIN-12 to configure the policies in a PIN.


NOTE: The authorized user is allowed to manage a PIN due to authorized user has PIN-12 interface to communicate with PEMC.
7.2.2
Functional elements
The functional entities of the application architecture for enabling PINAPP are described in this clause.
7.2.2.1
PIN element with Management Capabilities (PEMC)
PEMC: A PIN Element with Management Capability is a PIN Element that provides a means for an authorised administrator to configure and manage a PIN.

It provides following functionalities:
-
For a network operator or authorized user to configure the policies of the PIN;

-
Provide life span information of the PIN to the authorized user or the PIN elements;

-
Maintain the UEs or PIN elements who joined the PIN. It includes maintaining available services, capability to act as a relay to other UEs or PIN elements; and

-
To configure and manage a PIN; including:

-
authorizing the UEs or PIN elements requesting to join the PIN;

-
authorizing the PEGC;

-
configuring UEs or PIN elements to enable service discovery of other UEs or PIN Elements;

-
add new UEs or PIN elements to the PIN;

-
configure UEs and PIN elements to enable direct communications; and

-
configure UEs and PIN elements to communicate with each other when gateway device is unavailable.

NOTE: When gateway device is unavailable, the configurations are required to enable direct communication.
7.2.2.2
PIN Server

PIN server: Deployed by operator in network, and provisioning of configuration information to UE (PINAPP). Authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN.

7.2.2.3
PIN element with Gateway Capabilities (PEGC)

PEGC: A PIN Element with Gateway Capability is a PIN Element that provide any 5G services to any UE or PINAPP via a PEGC connected.

7.2.2.4
PIN client

PIN client: The PIN enabler layer deployed in PIN elements to enable the management procedure to PEMC and routing control procedure to PEGC.

It provides the following functionalities for the application clients in the UE or PIN element:

-
Registering the available service and capabilities;

-
Perform service discovery of other UEs or PIN elements;

-
Communicate with PIN clients of other UEs or PIN elements;

-
Act as a relay for other UEs or PIN elements;

-
Selects relay for direct communication; and

-
Indicate whether the UE or PIN element, in which the PIN client resides, is discoverable or not.

7.2.2.5
Application client

Application client: AC is the application resident in the PIN elements performing the client function. 
7.2.3
Reference Points

PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: This reference point exists between PIN client and PEGC which connects PIN client of UE to PEGC. The PIN client uses this interface to communicate with other PIN clients within PIN or to access 3GPP network.. 
PIN - 3: This reference point exists between the PIN client and PEMC and following functionalities are supported over this reference point:

-
Authorizing PIN clients to access PIN;

-
Service discovery of other UEs or PIN elements;

-
Discovery and selection of relay UEs or PIN elements;

 -
Notifying the PIN information modification details (e.g. PEMC change, PEGC change, PIN capabilities change).

PIN - 4: This reference point exists between between the PEGC and PEMC and following functionalities are supported over this reference point: 

-
Authorizing PEGC for PIN access;

-
Notification of PIN elements joining or leaving the PIN by PEMC to PEGC;

-
Delivery of PIN dynamic profile information by PEMC to PEGC whenever it changes;

PIN - 5: This reference point exists between the one PIN client and another PIN client and it supports direct connection over 3GPP or non-3GPP RAT. It also connects to PIN client of a UE or PIN element to the PIN client of another UE or PIN element acting as a relay. 
PIN - 6: This reference point exists between the PEMC and PIN server and supports the following functionalities:

-
Authorization of PEMC;

-
Notifying PIN server whenever a PIN element joins or leaves the PIN, whenever a PIN client updates its capabilities;

-
Notifying PIN server of PEGC replacement;

-
Delivery of PIN dynamic profile information;

PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 

PIN – 10: The interactions related to enabling PINAPP, between the PIN client in PIN element and PIN server. 
7.2.4
Functional Entity Cardinality
7.2.4.1
PEMC
The following cardinality rules apply for PEMC:

a)
one or multiple PEMCs per PIN.

7.2.4.2
PEGC
The following cardinality rules apply for PEGC:

a)
one or multiple PEGCs per PIN.

7.2.4.3
PIN server
The following cardinality rules apply for PIN server:

a)
one PIN server per PIN.
b)
Multiple PINs per PIN server.
NOTE:
There are multiple PIN server deployed in a PLMN. 

7.2.4.4
PIN client
The following cardinality rules apply for PIN client:

a)
one or more PIN clients per PIN.
b)
one PIN clients per PIN element.
7.2.4.5
Application client
The following cardinality rules apply for application client:

a)
one or more application clients per PIN client.
7.2.5
Identities
7.2.5.1
PIN ID
The PIN ID is a unique value in PLMN that identifies an PIN. 

7.2.5.2
UE identifier
The UE ID uniquely identifies a particular UE within a PLMN domain. Following identities are examples that can be used:

a)
GPSI, as defined in 3GPP TS 23.501 [02].

NOTE:
To protect privacy of the user, MSISDN can be used as GPSI only after obtaining user's consent.
7.2.5.3
PIN client ID
The PIN client ID is a globally unique value that identifies an PIN client. 
7.2.5.4
Application Client ID
The ACID identifies the client side of a particular application, for e.g. SA6Video viewer, SA6MsgClient etc. For example, all SA6MsgClient clients will share the same ACID.

In case that the UE is running mobile OS, the ACID is a pair of OSId and OSAppId.

7.2.5.5
PIN server ID
The PIN server ID is a unique value in PLMN domain that identifies an PIN server. 
* * * Third Change, all new text * * * *

7.2.1.2
PIN Localization

Personal IoT Networks enable the communication needs of IoT devices within the constraints of a localized, private network. IoT devices using 3GPP or non-3GPP access may be members of a PIN. The PIN may consist of wearable IoT devices or IoT devices used in home automation. A PIN client that is authorized to access the PIN may access the PIN locally within the coverage area of the PIN or remotely over the 5G network. PIN localization refers to the main coverage area of the PIN and may be mobile if the PIN consists of wearable IoT devices and is being used by a user of the PIN who is mobile.
* * * Fourth of Change * * * *

7.3.2.3.7
PIN modification triggered after local PEMC failure 
An authorised administrator is the owner of a PIN and accesses PIN configuration using an application on a UE, which is one of the PEMC for the PIN. The authorised administrator leaves the local area of the PIN (e.g. in a home) and is able to access the PIN remotely through the 5G network. The authorised administrator is able to manage the PIN through the 5G network.

Pre-conditions:

1.
The PIN server has authorised the creation of the PIN.
2.
The authorised administrator is the owner of the PIN and has created the PIN.

3.
The authorised administrator configures PEMC2 to provide PIN management for the PIN. PEMC2 becomes the active PEMC and UE/PEMC1 is an inactive PEMC.

4.
PEMC2, PEGC, PINE-1, PINE-2, and the UE/PEMC1 are members of the PIN. PINE-1 has PEMC capability.
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Figure 7.3.2.3.7-1: PIN Modification after local PEMC failure
1.
 UE/PEMC1 receives a notification from PEGC that there is a communication failure with PEMC2.

2.
An authorised administrator on UE/PEMC1 sends a PIN modification request to the PIN server through the 5G network. The modification request includes the security credentials of the authorised administrator, the UE ID, the PIN ID, PIN member ID, and a request that PINE-1 be assigned the new PEMC.

3.
The PIN server processes the modification request and checks if the authorised administrator is allowed to modify the PIN.
4. 
If the authorised administrator is allowed to perform PIN modification, the PIN server sends a request to PINE-1 to assign PINE-1 as the new PEMC and provides PIN profile and dynamic profile information to PINE-1.

5.
PINE-1 returns an accept response to the PIN server.

6.
The PIN server notifies the other members of the PIN that PINE-1 will be the new PEMC for the PIN.

7.
The PIN server sends a response to the PIN modification request with updated information for the PIN profile and the dynamic profile information.

8.
PIN communications resume with PINE-1 serving as the new PEMC.


* * * Fifth of Change * * * *

7.3.3
Solution evaluation

This solution addresses KI#1 about " Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? ". 

This solution firstly solves the problem that only the PEMC can trigger a PIN network management request. Before the creation of PIN, the PINAPP or UE should be a PEMC first. And, when the PEMC triggers the PIN creating towards PIN server, some of the parameters are needed in the request. 

* * * Sixth of Change * * * *

7.7.2.2
PIN Profile in a PIN

Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PIN elements allowed to join the PIN
	Y
	Y
	N
	N

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier

        > PIN service type

        > PIN service Feature
	Y
	Y
	N
	Y

	PEMC list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List 
	List of PIN elements which can be allowed to join the PIN

        > PIN element ID
	Y
	Y
	Y
	N



* * * Seventh of Change * * * *

7.11.3
Solution evaluation

This solution addresses KI#3 about " How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience ". 

This solution relies on the PEMC to select the potential PINE for service switch according to the service type. 

* * * Eighth of Change * * * *

* * * End of Change * * * *
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