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1. Introduction
This pCR proposes to put forward a solution update for PIN profile.
2. Reason for Change
In PIN profile, the access control information is missing.
The PEGC should store the access control information per PIN and per PINE. From the PIN perspective, each PEGC maintains the access control for this PIN, and one PEGC can be the gateway for multiple PIN. From the PINE perspective, the PINE should consume the SSID, user name, password to access the network provided by PEGC. All this information should be stored as the PIN profile.
When PIN is released, the access control information for this PIN in PEGC should be deactivated. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.6.1.
* * * First Change * * * *

7.7.2.2
PIN Profile in a PIN

Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PIN elements allowed to join the PIN
	Y
	Y
	N
	N

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier

        > PIN service type

        > PIN service Feature
	Y
	Y
	N
	Y

	PEMC list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List 
	List of PIN elements which can be allowed to join the PIN

        > PIN element ID
	Y
	Y
	Y
	N

	Access control information
	Used for PINE to access the network provided by PEGC. Used for PEGC to control the PINE to access 5GS. 
        > user name, account, SSID, BSSID
	Y
	Y
	Y
	Y


* * * Second Change, all new text * * * *

7.7.2.4
PIN client profile

Table 7.7.2.4-1 describes the list of PIN element maintained by a PIN client. These parameters are exchanged between the PIN client and PEMC (e.g., when the PIN client is joining or registering to the PIN). Depending on the parameter, the PIN client or the PEMC may configure the value of the parameter during the PIN client and PEMC exchange.
Table 7.7.2.4-1: PIN Client Profile
	Parameter Name
	Status
	Parameter Description

	PIN ID 
	M
	The identifier of the PIN where the PIN client is joined

	UE identifier
	O
	PIN Element or UE identifier

	PIN client ID
	M
	The unique identity of the PIN client within PIN

	Name of the device
	O
	Human-readable name of the device (i.e. door sensor, watch, smart TV, etc) along with manufacturer details

	Application List
	O
	List of application identities

	Access control information
	O
	Used for PINE to access the network provided by PEGC. Used for PEGC to control the PINE to access 5GS. Each PIN may be associated with different access control information. 
        > user name, account, SSID, BSSID

	> Application Identity
	O
	Identity of the application 

	> Application schedule 
	O
	Operational schedules of each application (e.g., time windows) which the 

	> Application KPIs
	O
	Minimum KPIs required by each application to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)


	capabilities
	M
	capabilities of the PIN client like supports relay capability for other PIN elements

	Visibility
	M
	Determines whether this PIN element is discoverable by other PIN elements within PIN, discoverable by other UEs outside the PIN etc.,

	access type
	M
	Access type supported for the communication

	Layer-2 details
	O
	Layer-2 address of the PIN element

	Required services
	O
	Identifies the list of services the PINE wants to consume

	Supported services
	O
	Identifies the list of services the PINE is providing and allowed to be accessed

	Default PEGC
	M
	Identifier of the default PEGC assigned by the PEMC to the PIN element. The PIN element will use this PEGC as the primary PEGC to relay PIN communications. Location and/or schedule information for the default PEGC may also be included such that the default PEGC may be selected by the PIN element based on its current location and proximity to the default PEGC and/or the availability schedule of the default PEGC.

	Backup PEGCs list
	O
	Identifiers of backup PEGCs assigned by the PEMC to the PIN element. The list is in prioritized order (the first PEGC listed will serve as the first backup PEGC). If the default PEGC is not available, the PEGC will use this prioritized list of PEGCs to relay PIN communications. Location and/or schedule information for each of the backup PEGCs may also be included such that a backup PEGC may be selected by the PIN element based on its current location and proximity to a backup PEGC and/or the availability schedule of the PEGC. 


* * * Third Change * * * *

7.2.1
Architecture assumption
The Figure 7.2.1-1 shows the application architecture for enabling PINAPP.  
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Figure 7.2.1-1: PINAPP architecture
The UE or PIN elements have PIN client. The UE or PIN Element with gateway capability (PEGC) performs the role of an entity supporting gateway capability for PIN. The PEGC provides gateway functionality for the PIN elements. The UE or PIN Element with management capability (PEMC) performs the role of an entity supporting management capability for PIN. The PEMC provides management functionality for the PIN elements.
The interactions between PEMC and PIN client are supported over PIN-3. The interactions between PEMC and PEGC are supported over PIN-4. The interactions between PEGC and PIN client are supported over PIN-2. The interactions between PIN clients from different UEs or PIN elements are supported over PIN-5. 
NOTE 1:
It is possible that an application client on PIN elements can communicate with application server directly via 5GS or indirectly via PEGC.

NOTE 2:
It is possible that an application client can communicate with other application client in the same PIN directly or via PEGC.

NOTE 3:
It is possible that an application client can communicate with other application client in another PIN via PEGC.

Editor's Note: Whether the suggested architecture for PINAPP is sufficient to meet the PIN related requirements or not is FFS
* * * Fourth Change * * * *

7.2.3
Reference Points
Editor's note:
The supports of each reference point is FFS.

PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: This reference point exists between PIN client and PEGC which connects PIN client of UE to PEGC. The PIN client uses this interface to communicate with other PIN clients within PIN or to access 3GPP network.. 
PIN - 3: This reference point exists between the PIN client and PEMC and following functionalities are supported over this reference point:

-
Authorizing PIN clients to access PIN;

-
Service discovery of other UEs or PIN elements;

-
Discovery and selection of relay UEs or PIN elements;

 -
Notifying the PIN information modification details (e.g. PEMC change, PEGC change, PIN capabilities change).

PIN - 4: This reference point exists between between the PEGC and PEMC and following functionalities are supported over this reference point: 

-
Authorizing PEGC for PIN access;

-
Notification of PIN elements joining or leaving the PIN by PEMC to PEGC;

-
Delivery of PIN dynamic profile information by PEMC to PEGC whenever it changes;

PIN - 5: This reference point exists between the one PIN client and another PIN client and it supports direct connection over 3GPP or non-3GPP RAT. It also connects to PIN client of a UE or PIN element to the PIN client of another UE or PIN element acting as a relay. 
PIN - 6: This reference point exists between the PEMC and PIN server and supports the following functionalities:

-
Authorization of PEMC;

-
Notifying PIN server whenever a PIN element joins or leaves the PIN, whenever a PIN client updates its capabilities;

-
Notifying PIN server of PEGC replacement;

-
Delivery of PIN dynamic profile information;

PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 

PIN – 10: The interactions related to enabling PINAPP, between the PIN client in PIN element and PIN server. 
PIN - 11: The interactions related to enabling PINAPP, between the PEGC and PIN client of the authorized user are supported. 

PIN - 12: The interactions between PEMC and PIN client of the authorized user are supported over interface PIN-12. 
PIN - 13: The interactions between PEGC and 5GC. The PEGC can trigger PDU session related procedure towards 5GC to request PDU session related resource for PIN.
* * * End of Change * * * *
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