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1. Introduction
This pCR introduces the ACMC and ACMS configuration data.
2. Reason for Change
This pCR defines the configurations required at the ACMC and ACMS to enable the administrative configuration management exchange with the partner MC systems, and resolves an EN in clause 7.5.1.2.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-38 v 1.0.0.
* * * First Change * * * *

7.5
Solution #3: ACMC authorization

7.5.1
Solution description

7.5.1.1
Overview

This solution addresses key issue 6 defined in clause 5.6. It describes the general authorization concept, triggered by an authorized user via ACMC to enable performing administrative configuration management exchange (ACMX) with partner MC system(s).

An authorized user (i.e. administrator) should be configured to have the required privileges to use the ACMC to communicate with the primary ACMS for performing an ACMX with a partner MC system(s). The ACMS is in charge of control, process, validate, accept, forward or reject administrative configuration exchange based on a set of pre-defined rules and policies. The primary and the partner ACMSs authorize the exchange between their MC systems. 

NOTE:
Security aspects including specification of the authorisation procedures are to be decided in SA3.

Editor's Note:
It is FFS whether the new entities (i.e. ACMC and ACMS) described in this solution can be transformed into new roles of the existing MC entities.

7.5.1.1a
ACMC configurations  

Table 7.5.1.1a-1 describes the necessary ACMC configuration data in the user profile to enable an authorized user to perform ACMX with partner MC system(s), how to configure this data for an ACMC is out of scope of this TR.
Table 7.5.1.1a-1: ACMC configurations (on-network)

	Reference
	Parameter description

	Subclause 5.16.4 of 3GPP TS 22.280 [2]
	List of permitted ACMS 

	
	>  Access information for ACMS

	Subclause 5.16.4 of 3GPP TS 22.280 [2]
	Authorisation to perform ACMX

	
	> List of authorized actions

	
	>> Action

	Subclause 5.16.4 of 3GPP TS 22.280 [2]
	List of permitted partner MC systems

	
	> MC system ID


7.5.1.1b
ACMS configurations  

Table 7.5.1.1b-1 describes the ACMS configuration data.
Table 7.5.1.1b-1: ACMS configurations (on-network)

	Reference
	Parameter description

	Subclause 5.16.4 of 3GPP TS 22.280 [2]
	List of permitted ACMCs

	
	> MC service user ID 

	
	>> List of permitted actions 

	
	>>> Action

	Subclause 5.16.4 of 3GPP TS 22.280 [2]
	List of permitted ACMSs in partner MC systems

	
	> MC system ID

	
	>> Partner ACMSs address


7.5.1.2
ACMX authorization for an authorized user  

Figure 7.5.1.2-1 describes high level user authorization flow.

Pre-conditions:

-
The primary and partner ACMSs validate the exchange between the MC systems (i.e. by out of band sharing of signing certificate);

NOTE:
A similar procedure is defined in 3GPP TS 33.180 [4] in clause 5.1.4.2, 

-
The ACMC can communicate and is authorised to access the ACMS at primary MC system
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Figure 7.5.1.2-1: ACMX authorization for an authorized user (ACMC)

Procedure: 

1.
The ACMC of an authorized user requires authorization from primary ACMS, prior to any exchange with the partner MC system. 

2.
Upon successful authorization with the primary ACMS, the ACMC can start the ACMX session,

3.
The partner ACMS verifies the received ACMX request(s) to decide whether to continue the process. 

7.5.2
Solution evaluation

This solution provides the authorization mechanism to control and to enable an authorized user to perform administrative configurations exchange with one or more MC partner system(s). The authorization check of an ACMC is performed with the primary ACMS. Afterwards the primary ACMS will perform the exchange with the ACMS(s) in the target MC system(s).

* * * End of Change * * * *

