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1. Introduction
This contribution adds PIN modification procedures to TS 23.542 based on solutions described in sections 7.3.2.3.7 and 7.10.
2. Reason for Change
Adds PIN modification procedures involving authorized administrators and PEMC detecting PEGC unavailability.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.542 V0.0.0.
* * * First Change * * * *

8.5.3
PIN modification
8.5.3.1
General

* * * Next Change * * * *

8.5.3.2
Procedures
8.5.3.2.1
General
8.5.3.2.2
PIN modification after local PEMC failure
Figure 8.5.3.2.2-1 describes the PIN modification procedure to perform a PEMC role change due to the failure of the PEMC. An authorised administrator is the owner of the PIN and accesses PIN configuration using an application on a UE, which is one of the PEMC for the PIN. The authorised administrator can manage the PIN locally or through the 5G network. This procedure describes a PEMC (e.g. an authorized administrator on a UE) managing the PIN remotely via the 5G network


.
The procedure may used e.g. when a PEMC is available on a UE for PIN management by an authorised administrator. When there is a local PEMC failure, the authorized administrator can be enabled to manage the PIN remotely, via the 5G network, using the following steps.
Pre-conditions:

1.
The PIN server has authorised the creation of the PIN.
2.
The authorised administrator is the owner of the PIN and has created the PIN.

3.
The authorised administrator configures PEMC2 to provide PIN management for the PIN. PEMC2 becomes the active PEMC and UE/PEMC1 is the inactive PEMC.

4.
PEMC2, PEGC, PINE-1, PINE-2, and the UE/PEMC1 are members of the PIN. PINE-1 has PEMC capability.
5.
The authorised administrator leaves the local area of the PIN (e.g. in a home) and is able to access the PIN remotely through the 5G network. As a result, the authorised administrator is able to manage the PIN through the 5G network.
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Figure 8.5.3.2.2-1: PIN Modification after local PEMC failure



1.
 UE/PEMC1 receives a notification from PEGC that there is a communication failure with PEMC2.

2.
An authorised administrator on UE/PEMC1 sends a PIN_configuration_request to the PIN server through the 5G network. The request includes the security credentials of the authorised administrator, the UE ID, the PIN ID, PIN member ID, authorization type indicating the role change, and a request that PINE-1 be assigned the new PEMC.

3.
The PIN server processes the modification request and checks if the authorised administrator is allowed to modify the PIN. The PIN server verifies PINE-1 has the capability to serve as a PEMC using information in the PIN profile.
4. 
If the authorised administrator is allowed to perform PIN modification, the PIN server sends a PIN_managmenet_request to PINE-1 to assign PINE-1 as the new PEMC and provides PIN profile and dynamic profile information to PINE-1.

5.
PINE-1 returns an accept response in the PIN_management_response to the PIN server.

6.
The PIN server notifies the other members of the PIN that PINE-1 will be the new PEMC for the PIN and updates the PIN profile and dynamic profile information.

7.
The PIN server sends a PIN_configuration_response to the PIN_configuration_request with updated information for the PIN profile and the dynamic profile information to the UE/PEMC1.

8.
PIN communications resume with PINE-1 serving as the new PEMC.

* * * Next Change * * * *

8.5.3.2.3
PIN modification with PEGC role change
Figure 8.5.3.2.3-1 describes a PIN modification procedure to perform a PEGC role change due to the unavailability of the PEGC. This procedure describes a PEMC detecting the unavailability of a PEGC (e.g. PEGC leaves the local service area of the PIN) and performing a PIN modification with the PIN Server to assign a new PEGC. As part of PIN management, a PEMC subscribes to receive periodic notifications from PEGCs to ensure PIN routing is available for members of the PIN at all times. If a PEMC does not receive the periodic notifications from the PEGC, then the PEMC needs to assign a new PEGC or request the PIN server to assign the new PEGC.



Pre-conditions:

1.
The PIN server has authorized the PEMC to create PINs.

2.
The PEMC creates a local PIN with members: PEMC, UE serving as PEGC, PINE1, and PINE2.

3.
The PEMC maintains a PIN profile with information on the capabilities of each PIN member.

4.
PINE2 is a PIN member that also has gateway capability.
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Figure 8.5.3.2.3-1: PIN Modification due to PEGC unavailability



1

.
PEMC subscribes to receive periodic notifications from PEGC to monitor the availability of PIN routing service provided by PEGC.  
NOTE:
The subscription/ notification is for further development.
2.
PEGC leaves the local coverage area of the PIN, e.g. leaves the home, and is not available to route PIN communications. 

3.
PEMC does not receive a notification from PEGC at the configured interval and determines that PEGC is no longer providing PIN routing capability. 

4.
PEMC sends a PIN_configuration_request to the PIN server to select a new PEGC. The request includes the PIN ID, the PEMC ID, the PEGC ID, authorization type indicating the role change, the ID of a PIN member that can serve as the new PEGC (e.g. PINE2), and a timestamp.

5.
The PIN server considers which member of the PIN can serve as the new PEGC, including the PIN member the PEMC provided, and selects a PIN member to serve as the new PEGC. The PIN server sends a PIN_management_request to PINE-2 with PIN profile and dynamic profile information. The dynamic profile information includes PIN traffic routing rules that PINE2 would need to make routing decisions. 
6.
PINE-2 sends a PIN_management_response accepting to serve as the new PEGC. 
7.
The PIN server sends a PIN_configuration_response with PIN profile and dynamic profile information to the PEMC with the status of the request, the ID of the new PEGC, and PIN traffic routing rules. The PIN server response triggers the PEMC to notify other PIN members of the PEGC role change.
8

.
PEMC notifies the other members of the PIN that PINE2 will serve as the new PEGC. The PEMC includes PIN profile and dynamic profile information that includes traffic routing rules applicable to each member.


* * * Next Change * * * *

8.5.3.3
Information flows.



8.5.3.3.1
General
8.5.3.3.2
PIN_configuration_request

Table 8.5.3.3.5-1 shows the informational elements of the PIN configuration request sent by a PIN Element to the PIN server to obtain authorization for the modification of a PIN.

Table 8.5.3.3.2-1: PIN configuration request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	PINE ID
	M 
	The identifier of the PIN Element making the request 

	Authorization Type
	M
	Request for the authorization to modify the configuration of a PIN:
PEMC role change, PEGC role change

	PIN Role ID
	M
	PIN Element identifier that is unavailable to serve in the indicated role

	PIN Role Change ID
	O
	PIN Element identifier proposed to assume the new role

	Timestamp
	O
	The timestamp of the request


8.5.3.3.3
PIN_configuration_response

Table 8.5.3.3.3-1 shows the informational elements of the PIN configuration response provided by the PIN server to authorize the modification of a PIN.

Table 8.5.3.3.3-1: PIN configuration response
	Information element
	Status
	Description

	Response
	M
	The response (authorize or not authorize) from the PIN Server.

	PIN profile information
	M
	The IEs from the PIN profile information that the PIN Server has updated for modifying the PIN

	Dynamic PIN profile information
	M
	The IEs from the dynamic PIN profile information that the PIN Server has authorized for modifying the PIN

	Timestamp
	O
	The timestamp of the response


8.5.3.3.4
PIN_management_request
Table 8.5.3.3.4-1 shows the informational elements of the PIN management request sent to PIN elements to make changes to the configuration of the PIN.

Table 8.5.3.3.4-1: PIN management request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requestor ID
	M 
	The identifier of the PIN Server or PIN Element making the request 

	Modification type
	M
	Request for the modification of the PIN:

PEMC assignment, PEGC assignment

	Dynamic PIN profile information
	M
	IEs from the dynamic PIN profile information that the PINE needs to operate in the new role

	Timestamp
	O
	The timestamp of the request


8.5.3.3.5
PIN_management_response

Table 8.5.3.3.5-1 shows the informational elements of the PIN management response received from the PIN element to the PIN modification request.
Table 8.5.3.3.5-1: PIN management response
	Information element
	Status
	Description

	Response
	M
	The response (accept or deny) from the PIN Element to the PIN management request.

	Timestamp
	O
	The timestamp of the response


�Not sure if this is “normative text” but I thought it is good information to provide for context.


�It's good. Slightly reworded below, keep if you're ok with it, if not I'm ok with yours.


�I prefer the original text as it provides more context. Let’s see if there are pushbacks, then we try the new text, which should be revised to remove “may” and “can”.


�The main changes for this figure and next should be a normalization of message naming. For example, I can see that PIN modification request/response would be one message pair.





I wonder if PEMC assignment message is better to be done via a PIN modification message (with additional params), given that we are in the PIN modification clause. Alternatively maybe we can introduce a PIN management req/resp, more generic than the assign message


�Good point and thanks for the suggestions. I updated the figure to use PIN management req/rsp from UE to PIN Server and PIN modification from PIN Server to PINE-1. In addition, I added PIN notification for steps 1 and 6.


�I forgot to update the comment about using terms vivo had suggested for signalling messages.


�This should be captured in one of the flows, and the sub/not messages added to the flows


�Thanks for the suggestion. I added the subscription step as step 1 below and I think having the text here provides the rationale for why we want to perform this procedure. I will let you decide if the text is needed or not. Thanks.


�Not sure if this is “normative text” but I thought it is good information to provide for context.


�Here msg 5 is probably PIN modification request, step 3 the same PIN modif request from the previous clause


�Thanks. I modified the flow as you suggested, including the labels for the corresponding steps.


�Also updated to use suggested text as proposed by vivo.


�I am writing this after having gone through the other contribution, where I also pointed out that there is an implicit subscription. If you don't think that the subscription message will HAVE TO be defined in earlier procedures (based on the skeleton) I propose that we do it here (even if it is incomplete)





If you would rather not, then please move this to the preconditions.





If you are ok with it, then please show this as 2 messages for subscribe request/response and add them in 8.5.3.3. Please see the other contribution where I showed how enhancement a can be done. I prefer to show these 2 as enhancements, in case someone else defines them. If not, I will delete the "enhancement" wording and these will remain as message definitions.


�I prefer to focus on the procedures themselves this meeting and if necessary, push the sub/notif to later meeting?


�Similar comment as earlier for sub/not. We can say in the preconditions that a subscription has been made, but it may be helpful to provide at least IEs that would need to be provided in the notification as enhancements


�My preference is to focus on our procedures this meeting and if necessary, address sub/notif later.


�I don't quite understand why the server send step 5 to only some PINEs, and PEMC to other. This needs to be clarified in text


�I agree, it wasn’t too clear. I’ve reworked the procedure based on your other comments and I think it makes more sense now. Please check if you have any questions. Thanks.


�Here it may be helpful if you put titles for the messages which are probably introduced here, like the PIN modif req.


�Ok thanks. I think it makes sense to have PIN management and PIN modification requests as described below. 


�Updated per vivo suggestion.


�If possible, pls add tables and put only the IEs which are mentioned in text that are needed. This will help with harmonization of messages between different companies


�Thanks, I added the tables.





5GC
PIN Server
PEGC
PEMC2
2. PIN_configuration_request
PINE-1
4. PIN_management_request
UE/PEMC1
PINE-2
3. Process request
8. PIN communications
6. PIN_notification
7. PIN_configuration_response
5. PIN_management_response
1. PIN_notification



Local PIN
PINE 1
PINE 2
PEMC
7. PIN_configuration_response
PEGC
2. PEGC is unavailable
3. PEMC detects absence of PEGC
4. PIN_configuration_request
8. PIN_notification
PIN Server
5. PIN_management_request
1. Subscription/notification
6. PIN_management_response



