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* * * First Change * * * *
13.3.2	Information flows
13.3.2.1	VAL server provisioning request
Table 13.3.2.1-1 describes the information flow from the VAL server to the key management server for providing provisioning configuration.
Table 13.3.2.1-1: VAL server provisioning request
	Information element
	Status
	Description

	Requester Identity 
	M
	The identity of the VAL server performing the request.

	Endpoint information
	O
	Information of the endpoint of the VAL server.

	List of VAL service specific information
	M
	Provides the list of VAL service specific information

	> VAL service ID
	M
	Identify of the VAL service for which the configuration information is provided.

	> key-format
	M
	Provides the format and content of a key management record



13.3.2.2	VAL server provisioning response
Table 12.3.2.2-1 describes the information flow from the key management server to the VAL server as a response for providing provisioning configuration.
Table 13.3.2.2-1: VAL server provisioning response
	Information element
	Status
	Description

	Result
	M
	Indicates success or failure of the request



* * * Next Change * * * *

13.3.x	VAL server provisioning for key management service
13.3.x.1	General
The high level procedure for VAL server to provision required information to SEAL key management server in order to provide the format and content of a key management record is described in the following subclause.
13.3.x.2	Procedure
The procedure for VAL server to provision required information to SEAL key management server in order to support VAL user authentication is illustrated in figure 13.3.x.2-1.


Figure 13.3.x.2-1: VAL Server provisioning to SEAL Key Management Server
1.	The VAL server sends a request message to key management server to provision required information. The request message includes identity of the VAL server, endpoint information of the VAL server, security credentials of the VAL server, and service provider specific information like key format per VAL service and scope per VAL service. 
2.	Upon receiving the request, the key management server authorizes the request based on the security credentials provided in the request and considering the service level agreement between VAL service provider and SEAL service provider. If VAL server is authorized to use the SEAL service, then the key management server stores the details about the VAL server including the key format per VAL service and scope per VAL service. The key management server sends the response message to the VAL server. 
Editor’s note:	Whether the VAL server registers with Key Management Server is FFS.
* * * Next Change * * * *
[bookmark: _Toc122516990]13.4.1	General
Table 13.4.1-1 illustrates the SEAL APIs for key management.
Table 13.4.1-1: List of SEAL APIs for key management
	API Name
	API Operations
	Known Consumer(s)
	Communication Type

	SS_VALServerProvisioning
	Provide_Configuration
	VAL server
	Request /Response



The other SEAL APIs for Key Management are specified in subclauses 5.7.1 and 7.6.1 of 3GPP TS 29.549 [30].
* * * Next Change * * * *

[bookmark: _Toc122516931]13.4.3	SS_VALServerProvisioning API
[bookmark: _Toc122516932]13.4.3.1	General
API description: This API enables the VAL server to provision configuration for the VAL service to the SEAL KM-S.
[bookmark: _Toc122516933]13.4.3.2	Provide_Configuration operation
API operation name: Provide_Configuration
Description: Provisioning of VAL service configuration to IM-S.
Known Consumers: VAL server.
Inputs: See subclause 13.3.2.1
Outputs: See subclause 13.3.2.2
See subclause 13.3.x.2 for the details of usage of this API operation.
* * * End of Change * * * *
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