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1. Introduction
This contribution provides a proposal for resolving location of Authorization Function in CAPIF
2. Reason for Change
There is an EN in clause 6.2:
Editor's Note:
The location of the authorization function in the CAPIF functional model is FFS.

The resources of the Resource Owner are managed and exposed by API provider as per the business relationship between Resource Owner and API provider. In CAPIF, the resource(s) are exposed via service APIs provided by the API provider's AEF over CAPIF-2 to the API invokers.

The Authorization Function entity located within the API provider domain offers the authorization services (e.g. user consent granted, user consent rejected) related to the resources exposed by the API provider belonging to the resource owner.

Authorization Function provides the following services:

a) Resource Owner Authorization management services: These services are provided towards the Resource owners (via Resource Owner Client) for managing the authorization for resource access by API invokers (e.g. UE originated or AF originated).

b) Resource Owner Authorization services: These services are provided towards the entities (e.g. API invoker, AEF) which utilize the authorization services for proceeding with their application business logic.

These Authorization Function services will be designed by SA3 group based on enhanced CAPIF architecture provided by SA6.

The CAPIF core function manages the service API information published on it by the API provider and also manages the API invoker information. The services towards API invoker are offered via CAPIF-1 to allow onboarding, service API discovery and regulating access to the service APIs based on the API invoker business relationship with CAPIF Provider. There is no envisioned business relationship between CAPIF provider and the Resource Owner (which belongs to a API provider).

Keeping in view the above features, it is proposed that the Authorization Function location within the API provider as specified is not changed. Hence, the EN can be removed.

Also based on the discussions that CAPIF provider and API provider can be the same organization (e.g. PLMN operator), a deployment model is introduced to enable Authorization Function and CCF to be collocated to offer authorization services (e.g authorization grant and access token).

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.2.0.
* * * First Change * * * *

6.2.1.2
Functional model

6.2.1.2.1
Functional model description for the CAPIF with SNA enhancements

Figure 6.2.1.2.1-1 shows the reference point based functional model for the CAPIF with enhancements to support SNA.
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Figure 6.2.1.2.1-1: Functional model for the CAPIF with SNA enhancements

The resource owner client(s) are application clients used by end-users or subscribers of the API provider domain's service provider as specified in 3GPP TS 33.501 [8]. 

The resource owner client(s) reside within the API provider domain and interacts with the authorization function via CAPIF-8. The resource owner communicates with the authorization function to provide and revoke resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.

Editor's Note:
The consent provisioning via CAPIF-8 is FFS.


The API exposing function (e.g NEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function via CAPIF-9. The API exposing function can retrieve the resource owner consent parameters from.the authorization function. 

The API invoker interacts with authorization function via CAPIF-10/CAPIF-10e. The API invoker can retrieve the resource owner consent parameters from the authorization function.

The API invoker interacts with CAPIF core function via CAPIF-1/CAPIF-1e to discover and obtain API access information. Further, the API invoker interacts with API exposing function via CAPIF-2/CAPIF-2e to perform service API invocations.
NOTE:
Security aspects including specification of the authorisation procedures are to be decided in SA3. 

6.2.1.3
Deployment models

6.2.1.3.1
General

This clause provides the deployment models for the functional model specified in clause 6.2.1.2.

6.2.1.3.2
Collocated deployment of Authorization function and CAPIF core function
The CAPIF provider and API provider can be the same organization (e.g. PLMN operator). In such cases, the Authorization function of the API provider domain and the CCF is collocated in the same node to provide authorization services (e.g. authorization grant and access token).

Figure 6.2.1.3.2-1 illustrates the deployment where the Authorization function and the CAPIF core function are collocated in a single node. The single node can be called as a CAPIF server. The deployment of other CAPIF functionalities are not shown in this illustration.
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Figure 6.2.1.3.2-1: Collocated deployment of Authorization function and CAPIF core function in a single node
The CAPIF server provides the CAPIF APIs and the Authorization APIs towards the API invokers in this deployment case. API invokers are served by CAPIF server for the authentication and authorization (for both API invoker related authorization and resource owner related authorization) requirements. 

6.2.1.3.3
Deployment of the enhanced CAPIF by different organizations within the PLMN trust domain
The CAPIF provider and API provider can be different organizations (e.g. PLMN operator can be CAPIF provider and an MVNO can be the API provider) within the PLMN trust domain. 

Figure 6.2.1.3.3-1 illustrates the deployment where the CAPIF entities are deployed by different organizations. 
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Figure 6.2.1.3.3-1: Deployment of the enhanced CAPIF by different organizations within the PLMN trust domain
The node providing CAPIF core function is deployed by the CAPIF provider (e.g. PLMN operator). The functions of the API provider domain functions can be deployed in multiple nodes. Example: The AEF, APF and AMF can reside in one node and the Authorization function can reside in another node. It is also possible that all functions of the API provider domain can reside in one node.
Typically this type of deployment is where the authentication and authorization for subscribers/users of API provider (i.e. MVNO) are managed by the API provider itself. 

If API invokers wish to utilize the API provider users' resources via the service API exposed by the API provider, then API invoker is required to obtain the resource owner authorization from API provider's authorization function and obtain the API invoker's authorization from the CAPIF provider's CCF.
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