
3GPP TSG-SA WG6 Meeting #49-e
S6-221191
e-meeting, 16th – 25th May 2022
(revision of S6-22xxxx)
Source:
Convida Wireless LLC
Title:
UE API Invoker onboarding solution
Spec:
3GPP TR 23.700-95 v.1.2.0
Agenda item:
9.5
Document for:
Approval
Contact:
Catalina Mladin, mladin.catalina@convidawireless.com
1. Introduction

This pCR provides a solution addressing onboarding of UE API Invokers, which is necessary in order to resolve Key Issue #1 for UE-originated API invocations 
Background:

A. TS 22.261 requirements:
The 5G system shall be able to:
i. provide a third-party with secure access to APIs (e.g. triggered by an application that is visible to the 5G system), by authenticating and authorizing both the third-party and the UE using the third-party's service.
ii. provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
B. The following use case was discussed at previous meetings:

Consider the case of a tracking application TrackApp where a user on UE A wants to track the location of a user on UE B. An API Provider AP provides location APIs via CAPIF.

Consent is obtained from the TrackApp user on UE B for TrackApp user on UE A to invoke the location API exposed via CAPIF by AP, for UE B. When the tracking goes on for a long time, the TrackApp Application Server X maintains the tracking of UE B while UE A may be asleep. In this case the API invocation uses the UE-originated model in Figure 4.1.1-1 as well as the AF-originated model in Figure 4.2.1-1.

Currently, TrackApp on UE A acts as API invoker 1 and TrackApp Application Server X acts as API invoker 2, both consuming location API provided via CAPIF by AP. UE B is the resource whose location is being tracked by API invokers 1 and 2. 
C. In offline discussions regarding security aspects for a similar usecase, the following figure was proposed:


Discussion (offline) 

The note has been made that for the above  requirement (i), the UE (application on the UE) is to be provided secure access to APIs. From CAPIF perspective, the requirement interpretation is that UE acts as API invoker. The use case is that when the API invoker (UE or app on a UE) wants to access APIs, the system offering the API shall be able to authenticate and authorize the API invoker. From an API invoker security perspective, the current CAPIF specifications supports the needed authentication and authorization for API invoker hence satisfying this requirement. Do you have another interpretation for this requirement? 
Comments/Issues: 

From the discussion above results that the same API call (for the location of user 2, on behalf of user 1) is originated in the 2 cases by entities with different roles, depending on whether the API access is in (i) or (ii) case of the requirment. 
This creates problems with usecases like trackapp because the functionality should be able to go back and forth seamlessly between the calls from the UE and calls from the AF, and therefore the CAPIF role of  UE app should be the same as that of the AF API Invoker 
Assuming having different roles for the 2 entities is “acceptable”, than, to make things the same with  from a network/ user 2 standpoint, user 1 should be also resource owner. That means that user 1 spoofs as being user 2  for the purpose of obtaining UE2 location. It is our contention is that this  is not the intent of the SA1 requirements at all.

2. Reason for Change

Allow UE API Invokers to be onboarded to a CAPIF deployment directly or via an AF. Enable both UE and AF-originated API invocations based on the proposed onboarding methods.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95
* * * First Change * * * *

6.x
Solution #X: Onboarding UE API Invokers
6.x.1
Solution description

This solution complements addresses the issues of UE onboarding as API Invoker , which is a necessary procedure for UE-originated API Invocation solutions. 
To be enabled to act as API Invokers, UE applications must be onboarded in the CAPIF deployment. This procedure allows the CCF to authenticate and authorize the UE application as an API Invoker. This procedure may be used to also authorize an AF to act as an API Invoker on behalf of the UE application.  
6.x.1.1
Onboarding UE API Invokers directly to CCF

Figure 6.x.1.1-1 shows the procedure for UE API Invoker onboarding.

[image: image1.emf]3GPP CN  CCF AF UE Application

Determination by UE Application or by AF and 

provided to the UE Application

2. Discover  CCF

1. Determine to onboard UE 

Application 

3. Onboarding with CCF


Figure 6.x.1.1-1 UE Invoker onboarding

1. A determination to onboard the UE API Invoker is made. The determination may be done at the UE, e.g. when CAPIF functionality is triggered. The determination may also be done by an AF, based on the UE supported features and services, and sent to the UE application. Interactions between the UE application and AF in this step are out of scope of the present document.
2. The CCF discovery by the UE application is performed.  The CCF contact information may be determined by the UE:

· based on information pre-provisioned at the UE application.
· Based on information pre-provisioned at the AF and sent to the UE application,

· based on 5GC methods, e.g., similarly to ECS discovery

Editor’s note: All the CCF discovery methods above are FFS.
3. The UE API Invoker onboards with the CCF. The API Invoker request includes the list of requested APIs for enrolment. The CCF provides in response AEF information necessary for future API invocations.
Editor’s Note: Parameters to be provided by the UE API Invoker during onboarding and the interaction with CCF are FFS. Reuse of existing CAPIF APIs is recommended.
NOTE: After step 3 the UE API Invoker may provide a notification to an AF with the CCF information. The notification may include, for example, permission for AF to act as API Invoker on behalf of the UE and the necessary credentials for such API invocations, information of the CCF the UE is onboarded with, etc.

6.x.2
Solution evaluation

Editor's Note:
This clause will provide the evaluation for the solution.
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