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1. Introduction
This contribution proposes a new key issue on supporting API analytics in ADAES.
2. Reason for Change
Service APIs include NEF/SCEF APIs, OAM APIs, EAS provided APIs, SEAL/EDGEAPP APIs.
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Background

NEF APIs include Nnef_APISupportCapability service in the MonitoringEvent API and provides support for awareness on availability or expected level of a service API. Such service is added mainly for CIoT use cases (more discussion was performed at TR 23.724) and the case of EPC/5GC interworking. In that case, since SCEF and NEF support different northbound API set, if UE changes between EPC and 5GC, the network may not support the serving service, for example, if UE is in 5GC and the AF subscribes to the TrafficInfluence API to influent the UP path selection and to be notified of UP path management events, however, if UE moves to EPC in which the TrafficInfluence API can’t be supported. In order to be aware of the change via the service, the AF can subscribe to receive notification about the availability or expected level of support of a service by using Nnef_APISupportCapability service. One aspect here is that API termination point(s) associated with the UE need to remain consistent even when the UE switches between EPC and 5GC. AF needs to be capable to detect API termination point changes and also to identify possible changes to service level due to change between EPC and 5GC.
Furthermore, according to SA2, in a real deployments, not all APIs are supported by an AF. An AF may want to subscribe only for certain APIs in the monitoring events. By default, if the application function doesn’t indicate any API during event subscription, all APIs supported by the current NEF will be notified. In the case of architecture without CAPIF support, the AF can be locally configured with the API termination points for each service.
CAPIF already supports API logs monitoring. In particular, CCF acts as a repository of all, PLMN and 3rd party, service APIs. Some of the capabilities of CAPIF (as provided in TS 23.222) include:
Storing the logs for the service API invocations and providing the service API invocation logs to authorized entities; Monitoring the service API invocations. 
In case of CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222.
ADAES can be seen as a trusted AF and can consume NEF API support capability monitoring service. ADAES could be capable of keeping statistics on API invocation success/failures, and also monitoring the API availability for all the service APIs that it consumes. 

Observation 1: The service API availability and capability monitoring needs to be extended to capture different types of APIs (NEF, OAM, EDGE/SEAL) and such service (if agreed) requires interactions with all involved API termination points. Such service can leverage CAPIF CCF (so enhancements in both CAPIF and ADAES may be needed).
Some services may be offered with different granularity by different domains of the MNO or from the UE side. Also, some services at the enablement layer may require combination of services from underlying telco domain(s). An example for different granularities: 1) network QoS monitoring and prediction can be provided by 5GC, 2) Performance monitoring for a specific area can be provided by OAM, 3) application QoS monitoring (end to end QoS between two or more applications using 5GS for communicating) by the app of the UE, 4) QoS /QoE calculated at the edge. 
The ASP may not be aware of the underlying API termination points (from 5GS to Enablement service) when subscribes for a monitoring service, but just cares about the resulted API availability for the Enablement API (from Enablement service to VAL/ASP). However, the availability and service level of underlying APIs will impact the service offered by the enablement service.

Observation 2: The API availability and capability monitoring enhancement is needed for the scenarios when the capability exposure towards happens via enablement services, to avoid failures due to underlying service API unavailabilities or congestions (which can be hidden from the end consumer).  Such enhancement can be in form of keeping API statistics or predicting the telco API availability for a given set of APIs (or API types) for a given time of the day and service area.

Observation 3: The support for API monitoring / analytics at the edge (related to the API performance, failure, availability, throttling events etc), would be useful for the ECSP as well as for the ASP. One example is the deployment of EAS as edge native applications. Such analytics may allow ASP for dynamically deciding to scale-in from the edge to the cloud in heavy load situations, or scale out from the cloud to the edge to improve the quality of experience for the end user. 
Observation 4: In real deployments, the use of HTTP logs servers could provide support for API logs collection that could be used e.g. to throttle AF requests (even not specified in SA2, NEF can assist in throttling the AFs as part of secure provisioning of information from external application to 3GPP network). In SA6 architecture, due to the fact that there multiple types of APIs spanning across different domains (even towards UE) and the fact that different entities can be considered as API producers/consumers, an entity which supports monitoring or perfoming analytics on the API logs would be useful to allow performing actions like triggering to throttle VAL server requests (or to allow for optimized / coordinated API invocation requests).
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-36 v0.2.0.
* * * Change * * * *

4.x
Key issue #x: Support for service API capability analytics

The service APIs (assuming also EAS provided APIs, enablement service APIs and OAM API), cannot be assumed uniformly available and offering the same service level across the entire network. For CIoT service, 3GPP SA2 has already defined a NEF monitoring service to allow the AF to monitor the API availability and service level (e.g. via invoking a Nnef_APISupportCapability API as part of the Monitoring Event in TS 23.522) for the target API. However, this doesn’t provide analytics on NEF/SCEF APIs and doesn’t support all ranges of service APIs (produced or offered at the platform) and focuses on the CIoT scenarios. Furthermore, CAPIF supports the monitoring of service API invocations and can provide API monitoring via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222. 

Service API analytics (such as the statistics on the successful/failed API invocation or predicted API availability for a given deployment) can be a tool to be used by the API provider (ASP, ECSP, MNO) to help optimizing the API usage by enabling him to trigger API related actions like API mashups, API rate limitations/throttling events, or pro-actively detecting API termination point changes which may affect service performance. Such service could be also useful for the API invoker to allow for early notification on expected API unavailabilities. 
One example for such API analytics can be the statistics or prediction of NEF API or SEAL API invocation request failure probability, or the predicted number of API invocations for a particular EDN area and time of day or even the number of unauthorized API invocation requests. Such analytics can be matched to different APIs and API operations and can be used as a service for example to help the service API invoker to identify what is the best time and means to perform a request e.g. so as to avoid possible failure due to high number of invocations expected for this service API. 
This key issue will investigate:


· whether and how the application data analytics enablement service needs to provide data analytics for service APIs?

· what data / API logs and from which entities need to be collected for performing service API analytics?
· what enhancements are needed in CAPIF (CCF, API management function) for supporting service API analytics?
Editor’s Note: Coordination with SA5 is needed for confirming that the exposure of data/analytics related to MNO-provided APIs (NEF APIs, OAM APIs) to 3rd party applications is possible
* * * End of Change * * * *

