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1. Introduction
This solution enhances  procedures for obtaining resource owner consent. 
As a usecase, consider a subscriber who wants to set up access to CN APIs targeting her UE such that:

· Consent is always provided for subscriber set A (until revoked).

· Consent is never provided for subscriber set B (until specifically provided).

· For subscriber set C a consent gathering API is triggered at every CN API access.

· For subscriber set D a consent gathering API is triggered at every CN API access only if her UE is in a specific area, otherwise the consent should be considered as not provided.

 It is unclear how the usecase above may be supported.
Clause 6.3.1 specifies:

“Acting as the user consent enforcement point, the AEF judges whether the invoked service API requires the resource owner consent and whether a valid resource owner consent is already included in the service API invocation. If the resource owner consent is required and a valid resource owner consent is not included in the API invocation, the AEF in collaboration with the resource owner client and the authorization function obtains a valid resource owner consent before the service API execution is continued. For the interaction between the authorization function and the resource owner client, the resource owner registration may optionally be performed prior to the service API invocation.”
However, it is not claified how the AEF can make the judgement whether the invoked service API requires the resource owner consent. In the context of the use case discussed in the conference calls, the AEF needs to understand the conditions under which user consent should be triggered and enforce them. 
2. Reason for Change
Enable RO registration to provide conditions so that AEF can judge whether the invoked service API requires the resource owner consent
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95
* * * First Change * * * *
6.3.1
Solution description

6.3.1.1
General

This solution addresses the key issues #1, #2 and #3 with regard to obtaining resource owner consent in the UE- and AF-originated API invocation scenarios. Acting as the user consent enforcement point, the AEF judges whether the invoked service API requires the resource owner consent and whether a valid resource owner consent is already included in the service API invocation. If the resource owner consent is required and a valid resource owner consent is not included in the API invocation, the AEF in collaboration with the resource owner client and the authorization function obtains a valid resource owner consent before the service API execution is continued. For the interaction between the authorization function and the resource owner client, the resource owner registration may optionally be performed prior to the service API invocation.

Editor's Note: Resource owner registration for the purpose of enabling authentication of the resource owner by authorization function prior to acquiring the resource owner consent is FFS.

Clause 6.3.1.2 shows the procedure for resource owner registration and clause 6.3.1.3 shows the procedure for obtaining resource owner consent.
6.3.1.2
Resource owner registration

Figure 6.3.1.2-1 shows the procedure for resource owner registration.

Pre-conditions:

1.
The resource owner client is authorised to access the authorization function; and 

2.
The resource owner client has information for accessing the authorization function.
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Figure 6.3.1.2-1: Procedure for resource owner registration

1.
The resource owner client sends resource owner registration request to the authorization function, including the resource owner identity (e.g. GPSI) and security credentials. The request also indicates the APIs for which the resource owner requests the triggering of the consent requesting/providing procedure, the API(s) to be used for requesting/providing consent and conditions for triggering resource owner consent requesting/providing procedure.
NOTE: The AEF and Authorization Function use the resource owner provided information for conditional triggering of the consent requesting/providing procedure only after using the consent settings and policies configured by the API provider.
2.
The authorization function initiates the verification procedure and validates the resource owner registration request. 

3.
The resource owner registration function sends resource owner registration response.
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