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1. Introduction
This pCR provides a new KI on user authorization.
2. Reason for Change
Sharing administrative configurations mechanism enables an authorized user(s) to exchange administrative and security related information with interconnected MC service systems. A sort of control mechanism is required to verify and connect an authorized user in the primary MC system, allowing to perform the required information exchange with the partner MC system(s). This would imply the need to verify, at the primary as well at partner system(s), that this authorized user has appropriate access rights/permissions to utilize this service. 
This pCR introduce a key issue to address this topic.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-38 v0.2.0.
* * * First Change * * * *

2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.280: "Mission Critical Services Common Requirements (MCCoRe); Stage 1".

[3]
3GPP TR 22.881: "Study on sharing administrative configuration information between interconnected Mission Critical (MCX) service systems".
[x]
3GPP TS 33.180: "Security of the Mission Critical (MC) service".

* * * Next Change * * * *

5
Key issues

5.x
Key issue x: authorization 
For sharing administrative configurations, an authorized user in the primary MC system should be enabled to use this service; where this user should have the corresponding/sufficient access rights to perform the required actions to serve a certain use case.

For providing different access permissions to different authorized users, some access control components could be used to determine the level of authorization of each user. In addition, access control components could help to manage requests and information exchange and to track the access activities for user(s) to ensure their accountability for the performed actions under different circumstances.
The involved MC systems operate independently, using control entities for connecting and exchanging the administrative data, where these control entities manage the parameters exchange at their own MC system entities/servers.
This key issue will:

- 
Clarify how to reuse or enhance available methods to authorize an administrator or authorized user at primary system and; 

- 
clarify how to authorize the exchange between MC systems.
-
Investigate whether and how the different scenarios/use cases could influence the authorization level for that user(s).
NOTE 1: 
the authorized user is not a migrated MC service user in partner MC system, and is not changing the configurations directly in partner MC system
NOTE 2:
procedures for authentication/authorization for MC service user(s) in inter-domain and/or migrating are defined in 3GPP TS 33.180 [x].
* * * End of Change * * * *

