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1. Introduction
This pCR proposes a new solution for KI#1, to study: 
-
How to add/remove PIN elements into a PIN after PIN establishment? What parameters or information are needed during adding/removing PIN elements into a PIN? How to configure newly added PIN element? 

2. Reason for Change
This solution addresses aspects of Key Issue #1. 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 
When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.
In this paper, how to add/remove PIN elements into a PIN after PIN establishment is discussed. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.2.0.
* * * First Change, all new text * * * *

7.X
Solution #X: Insertion and remove of PIN elements in a PIN
7.X.1
Architecture enhancements

The architecture of PIN is referred to the solution 1 in clause 7. 
7.X.2
Solution description

7.X.2.1
General

This solution addresses aspects of Key Issue #1. 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 

When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.

Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN configuration information first (for example, the list of PIN ID, PIN description information).
7.X.2.2
Procedures
7.X.2.2.1
PIN client requests to join into a PIN
Pre-conditions:

1.
The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PIN client has been authorized to communicate with the PEMC;

4.
The PIN client has already received the list of PIN ID, corresponding PEMC IP address;
For a certain PIN element, it can receive the configuration information from PEMC. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
After receiving the configuration information from PEMC, the PIN client can decide to join the PIN. 
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Figure 7.X.2.2.1-1: PIN element requests to join a PIN towards PEMC
1.
The PIN element has already had an application layer connection with a PEMC which manages a PIN. 

If the PIN client communicates with PEMC via WiFi provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
If the PIN client communicates with PEMC via Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the PIN client ID, UE GPSI if available.
And the PEMC has already send the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
2.
The PIN client sends the request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information.
3.
Upon receiving the request, the PEMC performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
4.
The PIN server sends a successful response to PIN client, which includes assigned IP address or port number in successful response. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN. 
If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure. 
7.X.2.2.2
The PEMC removes the PIN elements from a PIN
Pre-conditions:

1.
The PIN client has already been added into a PIN;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PIN client has been authorized to communicate with the PEMC;
The PEMC can decide to remove a PIN client from a PIN, for example, the PIN client may not belong to the group or the credential of PIN client out of date. 
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Figure 7.X.2.2.2-1: Remove a PIN element from a PIN by PEMC
1.
The PIN element has already had an application layer connection with a PEMC which manages a PIN. 

2.
The PEMC decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. The access control information for this PIN client is not available any more. 
3.
The PEMC sends the notification to PIN client to notify that the PIN client may not be included in the PIN any more.
7.X.2.2.3
The PIN elements decides to leave the PIN
Pre-conditions:

1.
The PIN client has already been added into a PIN;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PIN client has been authorized to communicate with the PEMC;
The PIN client can decide to leave a PIN, for example, the PIN client has long route to the PIN and may not be received service from PIN. 
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Figure 7.X.2.2.3-1: PIN client decides to leave a PIN
1.
The PIN element has already had an application layer connection with a PEMC which manages a PIN. 

2.
The PIN client decides to leave a PIN, and sends the request to PEMC to leave the PIN. The request includes the security credentials of the UE or PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID.
3.
The PEMC authorizes the request, and decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. The access control information for this PIN client is not available any more. 

4.
The PEMC sends the response to PIN client to notify that the PIN client may not be included in the PIN any more.
* * * * End-of Changes * * * *
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