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1. Introduction
This pCR adds a solution to solve key issue #2 on exchange of administrative identification data between interconnected MC systems.
The solution’s effectiveness depends the pre-conditions below.

Pre-conditions

The solution is based on the availability of a standardised mechnism to exchange administrative configuration information between interconnected MC systems, such as the proposed admistrative configuration exchange level.
The ACM clients and ACM server in each of the interconnected MC services system(s) have been configured and been authorized respectively to allow exchange of administrative configuration information.

Figure below illustrates a generic functional model allowing for an administrative configuration exchange (ACX).
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Figure: Generic ACX functional model
2. Reason for Change
Adding solution to key isse #2.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-38 v0.3.0
* * * First Change * * * *

7.2
Mapping of solutions to key issues

Table 7.2-1 Mapping of solutions to key issues

	
	KI #1
	KI #2
	KI #3
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* * * Next Change * * * *
7.x 
Solution #x: User identification exchange between interconnected MC systems

7.x.1
Solution description

7.x.1.1
Overview
During migration into an partner MC system an MC service user needs to perform authentication prior to service authorization. Likewise authentication and service authorization at the primary MC system the MC service user’s Mission Critical user identity (MC ID) needs to be known at the validating and gating Identity management system.

For the primary MC system this MC ID is clearly present but for the partner MC system a way or means to be defined is necessary to share it with the Identity management system there in advance.

After successful authentication at the partner MC system the MC service user will request service authorisation for migration. The partner MC system may take the MC service user’s MC service ID of the primary MC system for proof on an authorisation check before commencing this request.

So before authentication and service authorisation of migrating MC service user can take place the targeted partner MC system needs to know these identities in advance:

1. Mission Critical user identity (MC ID) – defined in 3GPP TS23.280 [x], clause 8.1.1

2. MC service user identity (MC service ID) – defined in 3GPP TS 23.280 [x], clause 8.1.2

7.x.1.2
Information flows

7.x.1.2.1
MC service user setup request
Table 7.x.1.2.1-1 describes the information flow of the MC service user setup request sent from the home ACMC to the partner ACMS(s) and, if required, the relevant partner ACMC(s).

Table 7.x.1.2.1-1: MC service user setup request

	Information element
	Status
	Description

	Home ACMC ID (See NOTE 1)
	O
	Identity of the home ACMC sending the request to be used for authorization check by the home ACMS

	MC system ID
	M
	Set of wordwide uniqe MC system ID(s) to which the MC service user(s) configurations are sent

	MC ID list
	M
	Set of identities of the migrating MC service user(s). These IDs are used by the identitiy management system in the partner MC system to identify and authenticate the migrated MC service user. 

	MC service ID list (See NOTE 2)
	O
	Set of identities of the migrating MC service user(s). These IDs may be stored for the partner MC service server.

	NOTE 1:
The MC service ID of the authorized user using the home ACMC could be used as the ACMC ID. This IE can be omitted if the information is sent between home ACMS and partner ACMS(s).

NOTE 2: 
If the MC service ID(s) are provided, the partner MC service server could use them for authorization check(s) for received Migration service authorization request(s) from migrating MC service users as shown in 3GPP TS 23.280, Figure 10.6.3.3-1 Service authorisation for migration to partner MC system.  


7.x.1.2.2
MC service user setup response
Table 7.x.1.2.2-1 describes the information flow of the MC service user setup response sent from a partner ACMS to the home ACMS and home ACMC.
Table 7.x.1.2.2-1: MC service user setup response
	Information element
	Status
	Description

	MC system ID (See NOTE 1)
	M
	Wordwide uniqe MC system ID from which the response is originated.

	MC ID list
	M
	Set of identities of the migrating MC service user(s). These IDs are used by the identitiy management system in the partner MC system to identify and authenticate the migrated MC service user. 

	MC service ID list (See NOTE 2)
	O
	Set of identities of the migrating MC service user(s). These IDs may be stored for the partner MC service server.

	Result
	M
	Status on previously sent MC service user request (e.g. FALSE, TRUE)

	NOTE 1:
The MC service ID of the authorized user using the home ACMC could be used as the ACMC ID. This IE can be omitted if the information is sent between home ACMS and partner ACMS(s).

NOTE 2: 
If the MC service ID(s) are provided, the partner MC service server could use them for authorization check(s) for received Migration service authorization request(s) from migrating MC service users as shown in 3GPP TS 23.280, Figure 10.6.3.3-1 Service authorisation for migration to partner MC system.  


7.x.1.3
Procedure

The procedure for MC service user setup in one or more partner MC system(s) is shown in figure 7.x.1.3-1.
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Figure 7.x.1.3-1: MC service user setup request in partner MC system(s)

1. The home ACMC requests MC service user setup in one or more partner MC system(s) and sends the request to a partner ACMS via its home ACMS.
2.
The home ACMS performs an authorization check to verify and authorize the ACMC. A successful authorization check results in an MC service user setup request(s) being forwarded to the relevant partner ACMS(s). 

3.
The home ACMS forwards the MC service user setup request to the partner ACMS.

4.
The partner ACMS performs an authorization check
5. 
Provided that authorization check at step 4 has been successful the partner ACMS triggers the set up of MC service users at the Identity management server. 

6.
In case the MC service ID(s) of the MC service users to be set up had been provided the partner ACMS triggers storing of the delivered ID(s). 

7.
After finishing steps 5 and 6 the partner ACMS replies a MC service user setup response to the home ACMC. 

8.
The home ACMS forwards the MC service user setup response to the initiating ACMC.
7.x.2
Solution evaluation

The current 3GPP TS 23.280[x] features several clauses and procedure where migration or migration related activities of MC service users takes place. Common to all those is that they assume that admininstrative data like MC ID, MC service ID(s) and other of migrating MC service users are simply available at the time they’re needed and they leave no idea how the data got there.

This solution can close this gap in case of identification of MC service users, in particular for MC ID and MC service ID(s).

* * * End of Change * * * *
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