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1. Introduction
The Solution #6 is updated with more details on how the CCF can be reached by the API invoker and how the API provider may share the IP address information to the CCF. 
2. Reason for Change
In absence of API provider information at the CCF for a subscriber IP address, then the CCF may use implementation mechanism to discover the API provider information based on IP address.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.1.0.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.261: "Service requirements for the 5G system; Stage 1"

[3]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs"

[4]
3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows"

[5]
3GPP TS 23.558: "Architecture for enabling Edge Applications"

[6]
3GPP TS 29.513: "Policy and Charging Control signalling flows and QoS parameter mapping"

[7]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications"

[8]
3GPP TS 33.501: "Security architecture and procedures for 5G system"

[9]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework"
[rRFC2782]
IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)"
[rRFC2915]
IETF RFC 2915: "The Naming Authority Pointer (NAPTR) DNS Resource Record"
* * * Next Change * * * *

6.6
Solution #6: Discover a proper AEF with owner information

6.6.1
Description

The API provider hosts one or more service APIs and has a service API arrangement with CAPIF provider to offer the service APIs to the API invoker, as described in 3GPP TS 23.222 [3]. A CAPIF provider may have business relationships with multiple API providers (e.g. MNOs).

The AF knows UE IP address from the Application traffic. If the AF wants to contact with an API exposing function (AEF) provided by MNO but does not know which MNO the UE belongs to, the AF can utilize the information provided by Regional Internet Registry (RIR). e.g. Asia-Pacific Network Information Centre (APNIC) is responsible for providing allocation and administration services to Asia-Pacific's Internet service providers (ISPs) and Internet users. IP "whois" service can be used to retrieve IP address related information, for instance, with input of IP address 223.167.255.255 in https://wq.apnic.net/apnic-bin/whois.pl it gives the following result including the owner for such IP address (only partial result is listed here for relevant info):
% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]

% Whois data copyright terms    http://www.apnic.net/db/dbcopyright.html
% Information related to '223.166.0.0 - 223.167.255.255'

% Abuse contact for '223.166.0.0 - 223.167.255.255' is 'hqs-ipabuse@chinaunicom.cn'

inetnum:        223.166.0.0 - 223.167.255.255

netname:        UNICOM-SH

descr:          CHINA UNICOM Shanghai city network

descr:          China Unicom

descr:          No.21,Jin Rong Street,Beijing,100033

descr:          P.R.China

country:        CN

admin-c:        CH1302-AP
tech-c:         CH1302-AP
remarks:        service provider

mnt-by:         APNIC-HM
mnt-lower:      MAINT-CNCGROUP-SH
mnt-routes:     MAINT-CNCGROUP-RR
status:         ALLOCATED PORTABLE

mnt-irt:        IRT-CU-CN

last-modified:  2013-08-08T23:17:38Z

source:         APNIC
Noting that such interaction with IP address administrative authority is out of the scope of 3GPP.
Alternatively, if the AF wants to contact with an API exposing function (AEF) provided by MNO but does not know which MNO the UE belongs to assigning, the AF (API nvoker) may resolve the the external interface to the CCF using one or more of a DNS SRV RR and a Naming Authority Pointer (NAPTR RR) as specified in IETF RFC 2782 [rRFC2782] and IETF RFC 2915 [rRFC2915] respectively. For example, the AF resolves the CCF interface by a reverse DNS look up on the subscriber IP address, a PTR RR, to find out to which network the IP address has been assigned. This could be part of the NAPTR query as below. 
Query                                                 Result

IP address                                           PTR

10.20.30.40                                         host123.net32.networkoperator.com  
Once the AF knows which MNO it should contact for the API invocation related to a UE, the AF queries the CAPIF core function (CCF) with required API provider name (e.g. China Mobile Beijing) and CCF responds with the AEF information matching the required API provider name. The CCF knows the API provider name either via API management function triggered Registration procedure for the whole API provider domain functions or via the API publish function triggered service API information publish procedure for the AEF offered API(s). The impact for CAPIF procedures is illustrated in figure 6.6.1-1, and tables 6.6.1-1, table 6.6.1-2 and 6.6.1-3 describe the information flow impact with highlighted IEs.
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Figure 6.6.1-1: API provider name used in CAPIF procedures 
Table 6.6.1-1: Registration request

	Information element
	Status
	Description

	List of API provider domain functions
	M
	List of API provider domain functions including role (e.g. AEF, APF, AMF) and, if required, specific security information.

	API provider name
	O
	The API provider name uniquely identifies an API provider (e.g. Internet Service Provider).

	Security information
	M
	Information for CAPIF core function to validate the registration request


Table 6.6.1-2: Service API publish request

	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), service API type, communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:
If the shareable information is not present, the service API is not allowed to be shared.


Table 6.6.1-3: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. service API type, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), interfaces, protocols) 
(see NOTE)

	NOTE:
It should be possible to discover all the service APIs.


The API provider name can be shared between CCFs over CAPIF-6/6e reference point and the interconnection service API discovery may also include the required API provider name as query parameter. 

Alternatively, to reduce the burden on API invoker side, API invoker may include subscriber IP address in the service API discover request in step 6 above and CCF uses implementation specific means (e.g. whois) to resolve the subscriber IP address to its owner information (e.g. API provider name) and then find the matching service API information with the owner information. CCF may also receive the mapping information from the subscriber IP address information to the API provider information from the API provider. For example, a NEF provider may share the IP address information related to the subscriber that it provides the service to, while publishing the APIs at CCF.
* * * End of Changes * * * *
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