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1. Introduction
This contribution proposes a new solution to reduce resource owner consent inquiry in a nested API invocation.
2. Reason for Change
Some service APIs may require invoking another service APIs. For example, if the API invoker invokes SEAL locationInfoRetrieval API, the location management server (acting as an API exposing server for the API invoker and as an API invoker for the NEF) may invoke NEF API to retrieve UE location information from 5GC. This solution suggests how the CAPIF entities obtain the resource owner consent if more than one API exposing function is involved in the procedure, specifically when these API exposing functions are in the same trust domain.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.1.0.
* * * First Change * * * *
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* * * First Change * * * *

3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

nested API invocation: A series of API invocations in which the first API invocation towards the API exposing function 1 triggers this API exposing function to request another API invocation towards the API exposing function 2, which is in the same API provider domain that the API exposing function 1.
resource owner: An entity capable of granting access to a protected resource.
* * * Next Change * * * *

6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key issue 1
	Key issue 2
	Key issue 3
	Key issue 4
	…

	Solution 1
	X
	X
	
	
	

	Solution 2
	
	
	X
	
	

	Solution 3
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	Solution 4
	
	
	X
	
	

	Solution 5
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	Solution 6
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	Solution X
	
	
	X
	
	


* * * Next Change * * * *

4.3
Key Issue #3: Providing and revoking user consent upon invoking APIs

4.3.1
Description

Invocation of some northbound APIs may require obtaining user consent (e.g. API to retrieve the location of the UE).

In the SNA context, it is for further study how to obtain user consent when the API invocation is related to the resource owner (e.g. the user). 
In addition, the system should ensure that there are mechanisms for the resource owner to revoke the user consent provided previously for the API invocation.
In an API provider domain, several AEFs can expose resources of the resource owner and it is possible that the AEFs themselves may interact with each other to utilize the resources. For a nested API invocation, the API invoker performs an API invocation towards the AEF1 which also results in AEF1 to perform another API invocation to AEF2. This nested API interactions may require multiple queries to obtain user consent information from resource owner to support API invocations towards the AEF1 and AEF2. It is beneficial for the resource owner to reduce the resource owner consent inquiry so that the resource owner does not have to provide the consent twice for the nested API invocations. It is for further study how to reduce such resource owner consent inquiries for nested API invocations.
Open issues:

1)
Whether and how CAPIF functions can determine the resource owner upon API invocation.

2)
Whether and how CAPIF can support obtaining user consent from resource owner.

3)
Whether and how CAPIF can support revoking user consent by the resource owner.
4)
Whether and how CAPIF can reduce resource owner consent inquiries for a nested API invocation.
NOTE:
This document studies the high-level architecture to solve this issue. The detailed procedure for providing the user consent will be specified in SA3.
* * * Next Change * * * *

6.X
Solution #X: Reducing resource owner consent inquiry in anested API invocation
6.X.1
Solution description

This solution addresses the key issue #3 with regard to reduce resource owner consent inquiries for a nested API invocation, in which the first API invocation towards the API exposing function 1 triggers this API exposing function to request another API invocation towards the API exposing function 2, which is in the same API provider domain that the API exposing function 1. Some service APIs may require invoking another service APIs. For example, if the API invoker invokes SEAL locationInfoRetrieval API, the location management server (acting as an API exposing server for the API invoker and as an API invoker for the NEF) may invoke NEF API to retrieve UE location information from 5GC. This solution suggests how the CAPIF entities obtain the resource owner consent if more than one API exposing function is involved in the procedure, specifically when these API exposing functions are in the same trust domain.
6.X.1.1
Reducing resource owner consent inquiry in a nested API invocation
Figure 6.X.1.1-1 shows the procedure to obtain resource owner consent in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.

Pre-conditions:

1.
The resource owner can communicate with the API invoker.
2.
The API exposing functions 1 and 2 are in the same trust domain.
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Figure 6.X.1.1-1: Procedure for obtaining resource owner consent in a nested API invocation
1.
The API invoker requests authorization grant and access token to invoke the service API exposed by the API exposing function 1.

NOTE:
This step may use either the existing procedure to obtain authorization to access service API specified in TS 23.222 [3] or the procedure that involves the resource owner client to get resource owner consent. For the latter case, the detailed procedure to obtain user consent and provide an access token is studied in SA3.

2.
The API invoker sends service API invocation request to the API exposing function 1 with the access token received in step 1.
3.
Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.

4.
The API exposing function 1, acting as an API invoker, obtains the access token to access the service API exposed by the API exposing function 2. 
NOTE:
The existing mechanisms such as OAuth 2.0 Token Exchange [x] can be used to obtain the access token for the nested API invocation. The detailed procedure for authorization for nested API invocations in this step will be studied in SA3
5.
The API invoker sends service API invocation request to the API exposing function with the access token received in step 1.
6.X.2
Solution evaluation
This solution clarifies how to obtain the resource owner consent in a nested API invocation. The step 4 in the clause 6.X.1.1 outlines a specific case where the API exposing functions 1 and 2 are in the same trust domain and the CAPIF can provide authorization for nested API invocation. The detailed security aspects for this case will be studied in SA3.
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