
3GPP TSG-SA WG6 Meeting #48-e
S6-220948
e-meeting, 5th – 14th April 2022
(revision of S6-220863)
Source:
Ericsson

Title:
Application Server monitoring via CAPIF
Spec:
3GPP TS 23.700-97 v0.5.0

Agenda item:
9.6
Document for:
Approval

Contact:
Wenliang Xu; wenliang.xu@ericsson.com

1. Introduction
This contribution provides solution for KI#2 - Application server monitoring and control of traffic.
2. Reason for Change
Following key issue has been agreed to study:
	4.2
Key issue #2: Application server monitoring and control of traffic

Clause 31 of 3GPP TS 22.101 [4] has provided requirements for control of traffic from UE-based applications toward associated server. When an application on a third-party server or the third-party server itself becomes congested or fails, the traffic towards that server needs to be controlled to avoid/mitigate potential issues caused by resulting unproductive use of 3GPP network resources. Following are some of the requirements:

The 3GPP network shall be able to control (i.e., block and/or prioritize) traffic from UEs to an application on a third-party server or the third-party server itself without affecting traffic to other applications on the third-party server or to other third-party servers.

The 3GPP network shall be able to receive a status indication from the third-party server when an application on it is experiencing congestion or failure, and when normal operation resumes. Such a status indication may be sent periodically, and/or when the status of the application changes.

The 3GPP network shall be able to detect and monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server.
Consider a scenario where an IoT application server serves millions of devices. In an event where the application server's response time is increased due to high traffic congestion at the application server, it is required to able to control (i.e., block and/or prioritize) the traffic from the UEs or IoT devices towards the application server. 

Hence, it is required to study:

1)
How to enhance the enabler layer (e.g., SEAL, CAPIF) to support service monitoring of third-party application servers? 

2)
How to monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server? How to control/influence the traffic when the third-party application server is experiencing congestion or failure, and when normal operation resumes?


It is needed to provide solution for above KI considering CAPIF involvement in the 3rd party AS service monitoring.
Update for SA6#48e: since the KI has two aspects: traffic monitoring and control. 
1. For monitoring, the AS exposed AEF services can be monitored by CCF.
2. For control/influence, supposing one AS exposes service X (e.g. HTTP download) to UE application, if the AS is congested, the CCF can detect that and avoid providing (preventive action) this AS service to UE application during UE triggered CAPIF discovery for AEF service; when the AS is not congested, the CCF can offer this AS service to UE as usual. Therefore, CCF can influence the traffic btw. the UE application and the AS.  
Rev1: remove the load balancer from CCF, leave it to API invoker to decide which AS to use (with load info).
Rev2: removed AS status monitoring. Add load, capacity in service API level.
Rev3: remove load from service API level.
0863rev1: removed HB and capacity from service API level and remove 5.x.1.2.
0863rev2: removed health check by CCF.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-97.
* * * First Change * * * *

5.x
Solution #X: Application Server status monitoring via CAPIF

5.x.1
Description

This solution addresses KI#2 by providing enhanced CAPIF services for managing application server (AS) status. The CAPIF core function (CCF) takes the responsibility to monitor AS service status. The CCF may expose the monitored AS service status to CCF service consumers (e.g. API invoker) via enhanced service discovery and event exposure procedures.
NOTE:
One AS can provide one or more AS services.
5.x.1.1
AS service status monitoring

When a 3rd party Application Server provides its service (also see KI#2 and sol#8 in 3GPP TR 23.700-98 [2370098]), it acts as Application Exposure Function (AEF) in CAPIF.
The application services provided by the AS can be published in the CCF so that the services are discoverable by the API invoker. When an AS acting as an AEF publishes its service API to the CCF, the AS updates its service API status (active, inactive) at the CCF. Table 5.x.1.2-1 shows the impact (with bold text) on the existing service API publish information flows in 3GPP TS 23.222 [23222] as example, the same addition applies for the service API update request (e.g. to update service API status) and interconnection service API publish request.

Table 5.x.1.1-1: Service API publish request

	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:
If the shareable information is not present, the service API is not allowed to be shared.


For service API discovery, the CCF consumer (e.g. API invoker) can discover the service API status via service API discovery procedure or be notified about the service API status change via CAPIF event exposure procedure. The Application publishing function (APF) can update the service API status to the CCF.
The service status exposed by CCF is supported by "Availability of service APIs" event in clause 8.8.6 of 3GPP TS 23.222 [23222].
5.x.2
Evaluation

Editor's Note: This clause provides an evaluation of the solution. 

* * * Next Change * * * *
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