
3GPP TSG-SA WG6 Meeting #48-e
S6-220803
05th – 14th April 2022, Online
(revision of S6-220574r06)
Source:
vivo, Samsung
Title:
Solution for KI#1 – PINAPP architecture and PIN management
Spec:
3GPP TR 23.700-78
Agenda item:
9.13
Document for:
Approval
Contact:
Huazhang Lv (Huazhang.lv@vivo.com)
1. Introduction
This pCR proposes a solution for KI#1.
2. Reason for Change
This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 
When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 

-
There is only one element in PIN, that the PEMC itself; 

-
There are already serveral PIN elements or PEMC. That the other PIN elements or PEGC have the communication with PEMC via non-3GPP access. And the PEMC can trigger creation of PIN with these PIN elements in group. If the PINAPP (PEGC) has already registered on PEMC, and the PEMC sends the service provisioning request that indicates the PEGC.
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the information of PEGC, and the routing information configured in PEGC. 
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.1.0.
* * * First Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

PIN
Personal IoT Network

PINAPP
Personal IoT Network Application 
PEMC
PIN Element with Management Capability

PEGC
PIN Element Gateway Capability

* * * * Second Change * * * *

7
Solutions

7.0
Mapping of solutions to key issues

Table 7.2-1 Mapping of solutions to key issues

	
	KI #1
	KI #2
	KI #3
	KI #4

	Sol #X
	X
	
	
	

	
	
	
	
	


* * * * Third Change * * * *

7.X
Solution #X: PINAPP architecture
Editor's note:
Further updates of PINAPP architecture is needed.

7.X.1
Architecture assumption
The Figure 7.X-1 shows the application architecture for enabling PINAPP.
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Figure 7.X.1-1: PINAPP architecture
NOTE 1:
It is possible that an application client on PIN elements can communicate with application server directly via 5GS or indirectly via PEGC.

NOTE 2:
It is possible that an application client can communicate with other application client in the same PIN directly or via PEGC.

NOTE 3:
It is possible that an application client can communicate with other application client in another PIN via PEGC.

Editor’s Note: Whether the suggested architecture for PINAPP is sufficient to meet the PIN related requirements or not is FFS
7.X.2
Functional elements
The functional entities of the application architecture for enabling PINAPP are described in this clause.

PEMC: A PIN Element with Management Capability is a PIN Element that provides a means for an authorised administrator to configure and manage a PIN.

PIN server: Deployed by operator in network, and provisioning of configuration information to UE (PINAPP). Authorization of the Creation request of PIN, and arranges the PEGC information about access control and routing to PIN.

PEGC: A PIN Element with Gateway Capability is a PIN Element that provide any 5G services to any UE or PINAPP via a PEGC connected.
7.X.3
Reference Points
Editor's note:
The supports of each reference point is FFS.

PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: The interactions related to enabling PINAPP, between the PIN client and PEGC. 
PIN - 3: The interactions related to enabling PINAPP, between the PIN client and PEMC. 
PIN - 4: The interactions related to enabling PINAPP, between the PEGC and PEMC. 
PIN - 5: The interactions related to enabling PINAPP, between the one PIN client and another PIN client. 
PIN - 6: The interactions related to enabling PINAPP, between the one PEMC and PIN server. 
PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 
* * * * End of Change * * * *

* * * * Fourth of Change * * * *

7.X
Solution #X: PIN management
7.X.1
Architecture enhancements

.

The architecture of PIN is referred to the solution X in clause 7. 
7.X.2
Solution description

7.X.2.1
General

This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 

When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 

-
There is only one element in PIN, that the PEMC itself; 

-
There are already serveral PIN elements or PEMC. That the other PIN elements or PEGC have the communication with PEMC via non-3GPP access. And the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the PEGC information about access control and routing configured in PEGC. The routing information is used for PIN elements in PIN to communicate with the UE or server outsides of PIN. 

At the network side, a PIN server should be deployed. The PIN server (represent the operator) is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control and routing to PIN. 

How to PIN server receives or derive PEGC information about access control and routing is in the scope of SA2.
7.X.2.2
Procedure

This procedure presents a high-level overview of Solution #X.
7.X.2.2.1
Functional entities 
None
7.X.2.2.2
Functional Entity Cardinality
7.X.2.2.2.1
PEMC
The following cardinality rules apply for PEMC:

a)
one or multiple PEMCs per PIN.

7.X.2.2.2.2
PEGC
The following cardinality rules apply for PEGC:

a)
one or multiple PEGCs per PIN.

7.X.2.2.2.3
PIN server
The following cardinality rules apply for PIN server:

a)
one PIN server per PIN.
b)
Multiple PINs per PIN server.
NOTE:
There are multiple PIN server deployed in a PLMN. 
7.X.2.2.3
Procedures of Creation of PIN 
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Figure 7.X.2.2.2-1: Creation of PIN
Pre-conditions:

1.
The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PINAPP Identifier is available;

3.
The PINAPP has been authorized to communicate with the PIN server;

4.
The UE or PINAPP has already received the role of PEMC from PIN server;
Figure 7.X.2.2.2.-1 illustrates service provisioning procedure based on request/response model.
1.
The UE or PINAPP which is the role of PEMC sends a service provisioning request to the PIN server to request to create a PIN. The service provisioning request includes the security credentials of the UE or PINAPP received during PINAPP authorization procedure and may include the UE identifier such as SUPI, PINAPP ID, UE location and PINAPP profile(s) information. 

The PEMC can request to create a PIN that including other PIN elements that has already communicated with PINAPP (PEMC). If so, the PEMC sends the service provisioning request including the PIN elements information for example, UE identifier such as SUPI, PINAPP ID, UE location and PINAPP profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN that including only one element that the PEMC. 
2.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
If there are other PIN elements are involved in the creation of PIN, the PIN server also performs the authorization check to verify whether these PIN elements (UE or PINAPP) has authorization to be accepted in the PIN. 
Editor's Note:
Whether and how the 5GC involved in the PIN creation is FFS.
3.
The PIN server sends a successful response to PINAPP (PEMC), which includes a newly assigned PIN ID to indicate the PIN. If the service provisioning request fails, the PIN server should give the failure response to indicates that indicates the cause of service provisioning request failure. 
If the creation of PIN is successful, the PIN server should give the PIN elements that accepted into the PIN. 

The PIN server can indicate a PEMC in the PIN to responsible for the routing control in PIN. The PIN server can take into account the potential PEGC that PINAPP (PEMC) indicated in PIN creation request. And the PIN server can also indicate other PIN elements that in the PIN to be the PEGC, if the PIN elements in the PIN creation request has already been authorized to be accepted in PIN.

If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PEMC indicates the PINAPP (PEMC) to be the PEGC. The PINAPP who has already had the role of PEMC can also has the role of PEGC.
If the PEGC is indicated, the PIN server sends PINAPP ID (that represents the PEGC), assigned IP address or port number in successful response to PINAPP (PEMC). And, the PIN Server also sends the PEGC information about access control and routing in the response, including: 
-
Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN;

-
Routing information: specifies the route information used to access 5G. For example, the PEGC needs to access UPF to access 5G, which includes UPF IP address, port number, and so on. 
NOTE 1:
How to PIN server receives or derive PEGC information about access control and routing is in the scope of SA2.

After the procedure above, the PINAPP (PEMC) creates a PIN with PINAPP(PEGC) and other accepted PIN elements in PIN. 
7.x.3
Solution evaluation

This solution addresses KI#1 about " Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? ". 

This solution firstly solves the problem that only the PEMC can trigger a PIN network management request. Before the creation of PIN, the PINAPP or UE should be a PEMC first. And, when the PEMC triggers the PIN creating towards PIN server, some of the parameters are needed in the request. 
Editor's Note:
More evaluation of this solution is waited for updated.
* * * * End-of Changes * * * *
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