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1. Introduction
This paper proposes a solution evaluation for solution 6: VAL server authorization and authentication via slice enabler layer.
2. Reason for Change
The VAL server authorization and authentication has been proposed as solution 6 in TR 23.700-99 V1.0.0 as a solution for key issue #9. It is needed to add a solution evaluation for VAL server authorization and authentication via slice enabler layer.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.799-99 V1.0.0
* * * First Change * * * *

6.6
Solution 6: VAL server authorization and authentication via slice enabler layer

6.6.1
Solution description

6.6.1.1
General

This solution aims to address the issues identified in Key Issue 9.

When a vertical application from third party wants to request management services as well as control plane services for a new slice on demand, it needs the authorization and authentication from 5GC. The vertical application may not be trusted by the OAM or the 5GC, it needs to interact with OAM and 5GC via the enabler server.

6.6.1.2
VAL server authorization and authentication via slice enabler layer

Figure 6.6.1.2-1 illustrates the VAL server authorization and authentication via slice enabler layer.

Pre-conditions:

1.
The NSCE server can be seen as a trusted AF to interact with 5GC and has registered to the OAM. 
2.
The NSCE server has been authorized to act as a middle layer to do the authentication and authorization.

Figure 6.6.1.2-1 VAL server authorization and authentication via slice enabler layer

1.
The vertical server sends a request for authorization and authentication to the NSCE server with its identity and the requested network slice management and control capability (e.g. request for establish a new network slice).

2.
After receiving the request, the NSCE server authenticates and authorizes the VAL server based on its identity and requested capability. 

The procedure of authentication and authorization could refer to API invoker authenticate and authorize as specified in TS 23.222[20] clause 8.10.3 and 8.11.3, if applicable.

NOTE: the authentication and authorization mechanism will be in scope of SA3.
3.
Upon authorized and authenticated, NSCE server sends the authorization and authentication response and information to VAL server with the token.

4.
The NSCE server triggers the network slice management and control operation.

6.6.2
Solution evaluation


The solution 6 proposed the producer of authorization and authentication for VAL server to address the Key Issue 9. As an authorized middle layer, the NSCE server authenticates and authorizes the VAL server based on its identity and requested capability. The API invoker authenticate and authorize functionalities of CAPIF could be utilized if applicable. After that, the VAL server can be trusted by 5GC and OAM. 
The solution is feasible. And this solution does not introduce impact on 5GS architecture and SEAL architecture.




