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1. Introduction
This contribution proposes an overall evaluation.
2. Reason for Change
Overall evaluation is needed before concluding the study.
The key issues, solutions, and dependency on other working groups are shown in the general clause. It is proposed that all solutions but Solution #3 be considered in the normative work. Solution #3 is not to be pursued in the normative work because Solution #4 provides a more useful solution for the developers.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.1.0.
* * * First Change * * * *

6
Solutions


6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key issue 1
	Key issue 2
	Key issue 3
	Key issue 4
	…

	Solution 1
	X
	X
	
	
	

	Solution 2
	X
	X
	X
	
	

	Solution 3
	X
	X
	X
	
	

	Solution 4
	X
	X
	X
	
	

	Solution 5
	X
	
	
	
	

	Solution 6
	
	
	
	X
	


* * * Next Change * * * *

6.2
Solution #2: Functional model description for SNA 

6.2.1
Solution description

6.2.1.1
General

This solution addresses the key issues #1, #2 and #3 with regard to the functional model to support the UE- and AF-originated API invocation and to support obtaining and revoking resource owner consent from the resource owner client. As the resource owner client is a new entity for CAPIF, the functional model for the CAPIF should be updated including the resource owner client and resource owner authorization function. 

* * * Next Change * * * *

6.3
Solution #3: Obtaining resource owner consent upon service API invocation
6.3.1
Solution description

6.3.1.1
General

This solution addresses the key issues #1, #2 and #3 with regard to obtaining resource owner consent in the UE- and AF-originated API invocation scenarios. When the AEF acting as user consent enforcement point determines to obtain resource owner consent upon service API invocation, the API exposing function interacts with the resource owner authorization function to obtain the resource owner consent information. For the interaction between the resource owner authorization function and the API exposing function, the resource owner registration may optionally be performed prior to the service API invocation.

Clause 6.3.1.2 shows the procedure for resource owner registration and clause 6.3.1.3 shows the procedure for obtaining resource owner consent.

* * * Next Change * * * *

6.4
Solution #4: API invoker obtaining resource owner consent
6.4.1
Solution description

This solution addresses the key issues #1, #2 and #3 with regard to obtaining user consent in the UE- and AF-originated API invocation scenarios. CAPIF may authorize the API invoker to invoke the service API based on the user consent slightly before the API invocation. The procedures to obtain the user consent may reuse well-known authorization procedures such as OAuth 2.0 [9].

Clause 6.4.1.1 shows the procedure for obtaining user consent in a near real-time manner.

* * * Next Change * * * *

7
Overall evaluation

7.1
General
The following clauses contain an overall evaluation of the solutions presented in this technical report, and their applicability to the identified key issues.

-
Clause 7.2 provides an evaluation of the business relationship and the functional model studied in clauses 6.1 and 6.2; and
-
Clause 7.3 lists the solutions for the key issues including impact on other working groups that will need consideration.
7.2
Architecture evaluation
The business relationship solution (Solution #1) in clause 6.1 describes the enhanced CAPIF business relationship introducing the resource owner as a new stakeholder. The functional model solution (Solution #2) in clause 6.2 describes the enhanced CAPIF functional model applicable for both the UE- and AF-originated API invocation scenarios. A summary of the architecture and key issues specified in this technical report are listed in table 7.2-1. 
Table 7.2-1: Architecture evaluation
	Architecture solution
	Applicable key issues
(clause reference)
	Dependency on other working groups

	Solution #1: Business relationship in SNA
	Supports all key issues specified in clause 4
	None

	Solution #2: Functional model description for SNA
	Supports all key issues specified in clause 4
	None


Both the business relationship and the functional model are viable and will be considered in the normative work.
7.3
Key issue and solution evaluation
Editor's Note:
The key issues evaluation will need update based on additional key issues and solutions.
7.3.1
Introduction
The mapping of solutions to key issues in this technical report is listed in table 6.0-1. In addition, Table 7.3.1-1 lists the impacts to other working groups that will need consideration during the Rel-18 normative phase.

Table 7.3.1-1: Key issues, solutions, and dependency on other working groups
	Key issues
	Solution
	Dependency on other working groups

	Key Issue #1: UE-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	

	
	Solution #4: API invoker obtaining resource owner consent
	

	
	Solution #5: UE-originated API invocation within CAPIF
	SA3

	Key Issue #2: AF-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	

	
	Solution #4: API invoker obtaining resource owner consent
	

	Key Issue #3: Providing and revoking user consent upon invoking APIs
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	Key Issue #4: Discovery of target API information
	Solution #6: Discover a proper AEF with owner information
	None


7.3.2
Overall evaluation of solutions for Key Issue #1
Key Issue #1 is an issue about the CAPIF functional model to support the UE-originated API invocation. Three solutions are proposed in this document.

Solutions #3 and #4 propose procedures to support providing and revoking the resource owner consent. The detailed evaluation of these solutions is given in clause 7.3.4.
Editor's Note:
The evaluation for solution #5 is FFS.
7.3.3
Overall evaluation of solutions for Key Issue #2
Key Issue #2 is an issue about the CAPIF functional model to support the AF-originated API invocation. Two solutions are proposed in this document.
Solutions #3 and #4 propose procedures to support providing and revoking the resource owner consent. The detailed evaluation of these solutions is given in clause 7.3.4.
7.3.4
Overall evaluation of solutions for Key Issue #3
Key Issue #3 is an issue about providing and revoking user consent upon invoking APIs. Two solutions are proposed in this document.

Solution #3 proposes procedures to support providing and revoking the resource owner consent. The procedure in the clause 6.3.1.3 assumes that the resource owner consent is, if needed, provided after the service API invocation request from the API invoker. To enable the interaction between the resource owner client and the resource owner authorization function after the service API invocation request from the API invoker, the resource owner registration may optionally be performed beforehand. Even if the resource owner client has performed the resource owner registration, the API exposing function may need a solution to contact UE through firewall.
Solution #4 also proposes a procedure to support providing and revoking the resource owner consent. Unlike Solution #3, this solution assumes that the API invoker get authorized to invoke the service API by the resource owner before sending the service API invocation request. The procedure to obtain the authorization grant and access token before the service API invocation is compliant with the ordinary OAuth 2.0 flow and is a viable solution to be considered.
7.3.5
Overall evaluation of solutions for Key Issue #4
Key Issue #4 is an issue about discovery of target API information. One solution is proposed in this document.
Solution #6 proposes a procedure to enable the API invoker to discover a proper AEF with API provider name or subscriber IP address for invoking an API related to UE. This solution supports proper API discovery in cases where the AF is serving UE belonging to multiple PLMNs and there are multiple instances of the AEF within a PLMN.
The solutions above will be considered in the normative work.
