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1. Introduction
This contribution proposes a new key issue on trust enablement for critical and automated V2X services.
2. Reason for Change
The evolution of V2X services towards full automated, self driving vehicles will allow AI at the vehicle or at the edge/cloud to perform a series of transactions (e.g. toll payment, firmware updates, parking), with no human intervention. For such transactions if the 5GS is used for the communication, this may impose strong security requirements that need to be accommodated end to end (and not limited only to 5GS).

One key example of critical transactions which may impose strong security and performance requirements over 5GS, are the Over-the-air (OTA) firmware updates for the IoT devices at the vehicles. OTA updates for IoT devices enable the manufacturers / OEMs to efficiently update devices that are already deployed for commercial and industrial purposes. Firmware update systems need to provide a guarantee of the validity of a firmware update, blocking malicious updates and keeping legitimate ones. In general, an ideal firmware update system would ensure meeting strict confidentiality, integrity, and availability requirements.
There are various reasons for providing OTA firmware updates

1) Releasing new features 

2) When manufacturers find bugs from their released products, the firmware updates can provide bug fixes. 

3) The manufacturers need to regularly release updates to prevent cyber-attacks. That final reason is the most crucial one, as it may cause catastrophic damage. For instance, attackers can manipulate the self-driving car’s parameters to perform brake failures that may inflict dangerous accidents.
As the number of devices significantly rises, it becomes challenging for the OEM (IoT device operator) to manage the version control and update process required for every device. In some scenarios, OEMs can construct their own OTA update management systems or push updates through a trusted third party. This has already been the case for large manufacturers. However, smaller IoT manufacturers do not necessarily have this infrastructure in place. Firmware updates that are held on centralized servers are vulnerable to denial-of-service attacks, and this can delay critical patches from being applied to vulnerable devices. Even in the absence of attacks, numerous simultaneous, legitimate update requests can overwhelm a small manufacturer’s server. 

Some issues are possible for OTA firmware updates, which may require the end-to-end protection of such transactions via application layer and can be:

· An IoT device may embed one or more microcontrollers and sensors, and these components may be provided by different manufacturers. These manufacturers regularly provide updates for improving their products, solving bugs and correcting security issues. The installation of a tampered/malicious firmware that compromises one of the components, may impact the whole IoT device. 
· Hostname and IP addresses must be used to authenticate an IoT device by update servers. This information can be easily spoofed to connect IoT devices to “fake” update servers that may deliver malicious firmware.

· the network where the IoT devices connect and access is not secure and may allow a malicious node to “pretend” that he is the IoT server and attempt to take the control of the IoT devices by providing malicious firmware.

The key issue aims to discuss whether and how to utilize VAE layer to enable the fast and reliable transaction handling among V2X/IoV devices over a secure 5G network to allow for end-to-end integrity protection for critical operations (e.g. firmware update).
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-64 v0.3.0.
* * * Change * * * *

4.x
Key issue x – Support for trust enablement for automated V2X transactions

The evolution of V2X services towards full automated, self driving vehicles will allow AI at the vehicle or at the edge/cloud to perform a series of automated transactions (e.g. toll payment, firmware updates, parking), with no human intervention. For such transactions if the 5GS is used for the communication, this may impose strong security requirements that need to be accommodated end to end (and not limited only to 5GS).

One key example of critical transactions which may impose strong security and performance requirements over 5GS, are the Over-the-air (OTA) firmware updates for the IoT devices at the vehicles. OTA updates for IoT devices enable the manufacturers / OEMs to efficiently update devices that are already deployed for commercial and industrial purposes. Firmware update systems need to provide a guarantee of the validity of a firmware update, blocking malicious updates and keeping legitimate ones. In general, an ideal firmware update system would ensure meeting strict confidentiality, integrity, and availability requirements.
As the number of devices significantly rises, it becomes challenging for the OEM (IoT device operator) to manage the version control and update process required for every device. In some scenarios, OEMs can construct their own OTA update management systems or push updates through a trusted third party. This has already been the case for large manufacturers. However, smaller IoT manufacturers do not necessarily have this infrastructure in place. Firmware updates that are held on centralized servers are vulnerable to denial-of-service attacks, and this can delay critical patches from being applied to vulnerable devices. Even in the absence of attacks, numerous simultaneous, legitimate update requests can overwhelm a small manufacturer’s server. 

The key issue aims to discuss whether and how to utilize VAE layer to enable the fast and reliable transaction handling among V2X/IoV devices over a secure 5G network to allow for end-to-end integrity protection for critical operations like OTA firmware updates.
* * * End of Change * * * *

