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1. Introduction
This contribution provides clarifications for CAPIF-10 reference point.
2. Reason for Change
Sol#2 describes the Functional model for the CAPIF with SNA enhancements, CAPIF-10 was described to support RO consent retrieval btw. API invoker and ROAF.
Sol#4 describes the authorization procedure before service API invocation:
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From a high level point of view, in step 1, the API invoker can interact with the CCF and the CCF further asks RO for permission.

Noting that the CCF (as specified in TS 33.122) takes the Authorization Server role in OAuth2.

TS 33.501 annex V describes user consent requirement and mechanisms. The user consent data shall be managed in UDM/UDR as subscription data for a subscriber. In SNAAPP study, the ROAF can be mapped to UDM and CCF can be seen as a consent enforcement NF (which can interact with UDM to retrieve consent parameters).
IETF RFC 6749 section 1.2 mentions: 

     +--------+                               +---------------+

     |        |--(A)- Authorization Request ->|   Resource    |

     |        |                               |     Owner     |

     |        |<-(B)-- Authorization Grant ---|               |

     |        |                               +---------------+

     |        |

     |        |                               +---------------+

     |        |--(C)-- Authorization Grant -->| Authorization |

     | Client |                               |     Server    |

     |        |<-(D)----- Access Token -------|               |

     |        |                               +---------------+

     |        |

     |        |                               +---------------+

     |        |--(E)----- Access Token ------>|    Resource   |

     |        |                               |     Server    |

     |        |<-(F)--- Protected Resource ---|               |

     +--------+                               +---------------+

                     Figure 1: Abstract Protocol Flow

   (A)  The client requests authorization from the resource owner.  The

        authorization request can be made directly to the resource owner

        (as shown), or preferably indirectly via the authorization

        server as an intermediary.
The CAPIF-10 allows direct interaction for authorization grant and a new CAPIF-11 (proposed in this paper) allows indirect interaction for authorization grant.
It is proposed to update sol#2 to connect CCF and ROAF with CAPIF-11 and update sol#4 to replace RO with ROAF.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95.
* * * First Change * * * *

6.2.1.2
Functional model

Figure 6.2.1.2-1 shows the reference point based functional model for the CAPIF with enhancements to support SNA.
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Figure 6.2.1.2-1: Functional model for the CAPIF with SNA enhancements
The resource owner(s) are end-users or subscribers of the API provider domain's service provider as specified in 3GPP TS 33.501 [8]. 
The resource owner(s) reside within the API provider domain and interacts with the resource owner authorization function using resource owner clients(s) via CAPIF-8. The resource owner communicates with the resource owner authorization function to provide and revoke resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.
Editor's Note:
The location of the resource owner authorization function in the CAPIF functional model is FFS.

The API exposing function (e.g NEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the resource owner authorization function via CAPIF-9. The API exposing function can retrieve the resource owner consent parameters from the resource owner authorization function. 

The API invoker interacts with resource owner authorization function via CAPIF-10/CAPIF-10e. The API invoker can retrieve the resource owner consent parameters from the resource owner authorization function.
The CAPIF core function interacts with resource owner authorization function via CAPIF-11. The CAPIF core function can retrieve the resource owner consent parameters from the resource owner authorization function.
Editor's Note:
The direct and indirect access for API invoker to request consent needs to be aligned with SA3.
The API invoker interacts with CAPIF core function via CAPIF-1/CAPIF-1e to discover and obtain API access information. Further, the API invoker interacts with API exposing function via CAPIF-2/CAPIF-2e to perform service API invocations.
NOTE:
Security aspects including specification of the authorisation procedures are to be decided in SA3. 

* * * Next Change * * * *

6.4.1.1
API invoker obtaining resource owner consent prior to the service API invocation
Figure 6.4.1.1-1 shows the procedure to obtain resource owner consent prior to the service API invocation, which is used in the near real-time consent scenario.

Pre-conditions:

1.
The resource owner can communicate with the API invoker.
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Figure 6.4.1.1-1: Procedure for API invoker obtaining resource owner consent prior to the service API invocation
1.
The API invoker requests authorization grant and access token to invoke the service API.

NOTE:
The detailed procedure to obtain user consent and provide an access token is studied in SA3.

2.
The API invoker sends service API invocation request to the API exposing function with the access token received in step 1.

* * * End of Changes * * * *
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