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1. Introduction
This contribution proposes a single procedure for the functionality provided by solutions 3 and 4. It addresses remaining solution #3, step 2 issues about AEF determination of whether the user consent is required in order to execute the service API. It addresses the  solution #4 issue of how the API Invoker can determine the entities needed to interact with to obtain authorization grant/access token for the API invocation. 

2. Reason for Change
Address KI #3 with a single procedure, and resolve open issues in other solutions.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v.1.1.0 
* * * First Change * * * *

6.x
Solution #x: Enhanced API Invocation using the RO consent procedure
6.x.1
Solution description

6.x.1.1
General

This solution is an enhancement on solution #3 and solution #4, addressing key issue #3. This solution is complemented by enhanced resource owner registration procedure in which conditions for triggering real-time resource owner consent are provided via resource owner registration or registration update procedures.
6.x.1.2
Enhanced API Invocation using RO consent procedure
Figure 6.x.1.2-1 shows the enanced procedure for obtaining resource owner consent.
Pre-conditions:

1.
The resource owner is registered to the resource owner authorization function and can be accessed by the API exposing function.
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Figure 6.x.1.2-1: Enhanced API Invocation using RO consent procedure
1. The API invoker sends service API invocation request to the AEF via CAPIF-2. If the API invoker needs to obtain resource owner consent prior to service API execution, the request includes a token request flag, and the 
2. If the step 1 request included the token request flag, the AEF triggers the authorization grant/access token obtaining procedure, then proceeds to step 6.
NOTE 1:
The detailed procedure to obtain the authorization grant/access token is studied in SA3.
3. The AEF determines if execution of the service API invocation involves resource owner user consent verification. If not, proceed to step 5 
If the resource owner consent is required to be verified, the AEF checks whether the conditions for triggering resource owner consent are met, based on the information forwarded from the resource owner registration procedure. If the conditions do not require triggering the resource owner consent procedure, proceed to step 5. 
If the conditions do require real time resource owner consent triggering, proceed to step 4.

NOTE 2:
The API exposing function determines if the resource owner consent is required based on implemented API logic and on the conditions for triggering resource owner consent provided at the resource owner registration.
If identities associated with 3GPP network are necessary for obtaining resource owner consent, the API exposing function can obtain the required information as follows:

-
If the service API invocation indicates the resource owner by GPSI, the API exposing function identifies the resource owner by retrieving the resource owner information from the resource owner registration authorization function, which has received the resource owner information in resource owner registration, as shown in clause 6.3.1.1.

-
If the service API invocation indicates the resource owner by UE (IP or Ethernet) address, the API exposing function identifies the resource owner by interacting with BSF, as specified in TS 29.513 [6].

-
If the service API invocation indicates the resource owner by external group identifier, the API exposing function identifies the individual resource owners by interacting with HSS/UDM, as specified in TS 23.682 [7].

-
If the service API invocation indicates the resource owner by "any UE" identification, the API exposing function regards all the available resource owners as the target resource owners.

4.
The API exposing function triggers the procedure for obtaining resource owner consent. 

NOTE 3:
The detailed procedures to obtain the resource owner consent and to manage such resource owner consent will be specified in SA3.

5.
If the API invocation is allowed, the process for service API execution is continued. If the API invocation is denied, the service API execution is rejected. 

6.
The API exposing function sends service API invocation response to the API invoker based on the result of the service API execution.

6.X.2
Solution evaluation

This solution provides a single mechanism for the functionality provided by solutions 3 and 4. It addresses remaining solution #3, step 2 issues about AEF determination of whether the user consent is required in order to execute the service API. It addresses the  solution #4 issue of how the API Invoker can determine the entities needed to interact with to obtain authorization grant/access token for the API invocation. 
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