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1. Overall Description:

3GPP TSG SA thanks GSMA OPAG for the workshop held on January 21st, to discuss the details of the Operator Platform API mapping and the feedback from 3GPP. 
SA has reviewed the follow-up questions from GSMA OPAG and prepared the below responses from 3GPP (with inputs from SA2, SA3 and SA6 working groups).  

1. Which are the security mechanisms/procedures proposed for UNI authentication?

[3GPP response] 3GPP TS 23.558 references 3GPP TS 33.558 for UNI authentication and authorization procedures. 

Please refer to the clauses “6.2 Authentication and Authorization between EEC and ECS” and “6.3 Authentication and Authorization between EEC and EES” of 3GPP TS 33.558 for the security mechanisms i.e. authentication and authorization for EDGE-4 and EDGE-1 interfaces respectively.
2. Are there any additional details regarding the availability of specifications related to EWBI TR 23.700-98?

[3GPP response] Based on Rel-18 eEDGEAPP study, a number of key issues and solutions related to EWBI covering Roaming and Federation, Service Continuity and Synchronization are included in the latest 3GPP TR 23.700-98 v0.5.1.

The study is expected to complete in June 2022, and subsequent normative work is expected to be completed within Rel-18 timeframe.

3. Has the support for service continuity management been defined in the SCEF/NEF specification? From the 3gpp references provided, it seems to be supported only in TS 23.558|29.588.

[3GPP response] Besides TS 23.558 and 29.588, mechanisms for supporting service continuity at the network layer are also defined in TS 23.501 and TS 23.548, including e.g. SSC modes, AF influenced traffic routing, Edge relocation. Some of the procedures, e.g. AF influenced traffic routing, leverage NEF for interaction between AF and 5GS.

To further clarify, 3GPP TS 23.558 specifies application layer service continuity at Edge Enabler Layer (EEL), which supports 5 different scenarios (see clause 8.8 of 3GPP TS 23.558). APIs related to Application layer service continuity at EEL are available directly to Edge Application Server (EAS) via EDGE-3. These APIs internally leverage SCEF/NEF APIs as described in 3GPP TS 23.501 and 3GPP TS 23.548 e.g. for capabilities exposed by the 3GPP core network such as AF traffic influence, the location information, QoS monitoring.
4. Do 3GPP specifications cover scenarios including session continuity support for handover from 5G networks to 4G and other non-3GPP access technologies?
From 3GPP Release 15 onwards, the service and session continuity is described for 5G to 5G handover scenarios with the provision of SSC modes 1, 2 and 3 and an OP is expected to interact with the mobile network over its SBI-NR interface using NEF and SCEF APIs to support end-to-end application session continuity. We would like to know if similar support is envisioned for session continuity for the previously mentioned scenarios, i.e. UE session handovers between 4G or non-3GPP access and 5G.

[3GPP response] PDU Sessions of SSC mode 1, 2, 3 can handover between 3GPP access and non-3GPP access connecting to 5GC. At handover during interworking between 5GC and EPC all PDU sessions are handled as SSC mode 1.
5. The Northbound APIs (NEF T8 interfaces) require information like UE IP address, MAC address etc. which is typically managed by 5G core networks. Is there any guidance available on how an external application function (AF) can have access to such information when placed outside of the 5G core network? 
As the information like UE IP address is internal to mobile network, it may be an issue for external AFs outside the trust zone of mobile networks to get such information and refer to it when using NEF APIs.

[3GPP response] The AF may obtain UE IP address and/or MAC address via user plane packet or application layer negotiation. The AF can then use the UE IP address to UE ID translation service (provided by 5GC as specified in clause 4.15.10 of 3GPP TS 23.502 or as provided by the EEL as specified in clause 8.6.5 of 3GPP TS 23.558) to translate the UE IP address to UE ID and use it for API invocation. However, if a NAT is deployed between the AF and the UE, the AF would see the public IP address of the UE, that cannot be translated to the UE ID. To allow translation while NAT is deployed, SA6 is studying Key Issue #16 in the 3GPP TR 23.700-98.

Besides IP address or MAC address, an external AF may also use other public identifiers, e.g., GPSI (Generic Public Subscription Identifier), to invoke NEF services.
6. As the 3GPP defines interaction between NEF and AF via Northbound APIs, does it impose any kind of timing constraints (soft or hard duration) for AF when AF needs to acknowledge back to 5G Core?

As some of the 3GPP network procedures also expect assistance information from external AF e.g. “the indication of "AF acknowledgment to be expected" (3GPP TS 23.502 V16.9.0, “Change of SSC mode 3 PDU Session Anchor with multiple PDU Sessions”) included in AF subscription to SMF events, the SMF waits for a notification response from the AF”. It is important to understand if such acknowledgements from external AF are to be strictly bound by timing constraints so that mobile core network procedures may also work correctly.

[3GPP response] Regarding the indicated case on “the indication of "AF acknowledgment to be expected"”, according to 3GPP TS 23.501 clause 5.6.7.2, the SMF can assume, according to local policy, a negative response if a response is expected but not received from the AF within a certain time window.
Further please note that 3GPP TS 23.558 exposes APIs towards EAS over EDGE-3. All EDGE-3 APIs are implemented as RESTful APIs and hence any expected request timeout is based according to HTTP protocol.
2. Actions:

To GSMA OPAG:
ACTION: 3GPP TSG SA kindly asks GSMA OPAG to take into account the above responses. 
3. Date of Next 3GPP TSG SA Meetings:

3GPP SA meeting calendar: https://portal.3gpp.org/Home.aspx?tbid=375&SubTB=375#/
