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1. Introduction

This pCR provides solutions for KI#1 on UE-originated API Invocation.

To be enabled to act as API Invokers, UEs must be onboarded in the CAPIF deployment. In many deployments, provisioning of CAPIF information may be provided via a “management” AF, rather than directly to the UE. In addition, API Invocation based on UE credentials may need to be granted to an AF, instead of the UE, because the AF offloads the computational task from the UE. Therefore, in addition to direct onboarding via CCF, a procedure for UE onboarding via an AF is provided. The latter procedure allows the CCF to authenticate and authorize the UE as an API Invoker as well as to authorize the AF to act as an API Invoker on behalf of the UE. In addition, the procedure allows the onboarding of one or more UE applications as API Invokers.
2. Reason for Change

Allow UE API Invokers to be onboarded directly or indirectly to a CAPIF deployment
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95
* * * First Change * * * *

6.x
Solution #X: Onboarding UE API Invokers
6.x.1
Solution description

This solution addresses the key issue #1 on UE-originated API Invocation,
To be enabled to act as API Invokers, UEs must be onboarded in the CAPIF deployment. In addition to direct onboarding via CCF, procedure for UE onboarding via an AF is described. The latter procedure allows the CCF to authenticate and authorize the UE as an API Invoker as well as to authorize the AF to act as an API Invoker on behalf of the UE. In addition, the procedure allows the onboarding of one or more UE applications as API Invokers.
6.x.1.1
Onboarding UE API Invokers directly to CCF
Figure 6.x.1.1-1 shows the procedure for direct UE API Invoker onboarding.
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Figure 6.x.1.1-1 UE Invoker onboarding directly with CCF

1. A determination to onboard the UE API Invoker is made. The determination may be done at the UE, e.g. when CAPIF functionality is triggered. The determination may also be done by an AF communicating with the UE, based on the UE supported features and services.

2. The CCF discovery by the UE is performed.  The CCF contact information may be determined by the UE:
· based on information pre-provisioned at the UE 
· based on information pre-provisioned at the A Fand signaled to the UE,
· based on 5GC methods, e.g., similar to ECS discovery

Editor’s note: All the CCF discovery methods above are FFS
3. The UE API Invoker sends an onboarding request to the CCF. The request includes: List of requested APIs for instantiation, UE CAPIF service provide or API provider domain; UE ID (e.g. external ID) or group ID; API Invoker OS, API Invoker device (e.g. IMEI), API Invoker subscription (e.g. GPSI, IMSI), API Invoker AppID, API Invoker userID (if applicable), API Invoker supported features, resource owner IDs for API Invocations, credentials for API invocations.
4. The CCF sends an onboarding response to the UE API Invoker.
5.  The UE API Invoker may provide a notification to an AF with the CCF information. The notification may include, for example, permission for AF to act as API Invoker on behalf of the UE and credentials for API invocations, information of the CCF the UE is onboarded with.

6.x.1.2
Onboarding UE API Invokers via an AF

Figure 6.x.1.1-1 shows the procedure for direct UE API Invoker onboarding.
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Figure 6.x.1.2-1 UE Invoker onboarding via an AF

1.  The AF determines to trigger UE API Invoker onboarding with the CCF. The determination may be done based on a request from the UE, based on a pre-configuration available at the AF, or a combination of the two. 
If the UE sends a request to the UE the request may include: List of requested APIs for instantiation, UE CAPIF service provider or API provider domain; UE ID (e.g. external ID) or group ID; API Invoker OS, API Invoker subscription (e.g. GPSI), API Invoker AppID, API Invoker userID (if applicable), API Invoker supported features, The UE may also include an indicator whether it requests the AF to be an alternate API Invoker on its behalf, and if so it provides its credentials for API invocations.
2. The AF determines the CCF and optionally the AEF exposing the necessary APIs. The AF uses the information provided in the UE request or pre-provisioned information to determine the CCF.
3. The AF sends an onboarding request to the CCF. The onboarding request may include all or some of the parameters provided by the UE in step 1. 

4. The CCF first authenticates the UE API Invoker and the AF API Invoker and authorizes the onboarding.  If successfully authenticated and authorized, the CCF onboards the UE API Invoker and stores the information provided in step 3 and makes it available to the AEF.
5. The CCF sends an onboarding response to the AF API Invoker onboarding request. The information provided in the response includes the result of the onboarding request, information identifying the AEF(s) exposing the requested API and information enabling the UE and the AF to invoke the requested APIs, e.g., AEF contact information.
6. The AF sends an onboarding response to the UE API Invoker onboarding request, including the information received in step 5.

7. The CCF shares information provided in step 3 with one or more AEF providing APIs required by the UE API Invoker.  Using this information, the AEF is able to process UE API invocation requests issued directly from the UE API Invoker(s) or requests issued indirectly from an AIP on behalf of UE API Invokers.  
6.x.2
Solution evaluation

Editor's Note:
This clause will provide the evaluation for the solution.
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