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1. Introduction
This contribution proposes to evaluate Solution #3.
2. Reason for Change
This solution assumes that the API invoker obtains user consent after it received service API invocation request. Therefore, user interaction is required for every API invocation. Moreover, there is a problem for the API exposing function to contact UE through firewall in Step 3 of clause 6.3.1.2.
The title of this solution is renamed as "real-time user consent" in contrast to other solutions related to KI#3. 
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.0.0.
* * * First Change * * * *

6.3
Solution #3: Obtaining real-time user consent via CAPIF-8
6.3.1
Solution description

This solution addresses the key issue #3 with regard to obtaining user consent. When the CAPIF obtain user consent upon service API invocation, the API exposing function informs the resource owner that the user consent is needed and obtains the user consent response. For the resource owner and the API exposing function interaction, the resource owner registration may optionally be performed prior to the service API invocation.

Every API exposing function deployed by the service provider does not require to support the resource owner registration. It is up to the service provider to enable this functionality.

Clause 6.3.1.1 shows the procedure for resource owner registration and clause 6.3.1.2 shows the procedure for obtaining user consent.
6.3.1.1
Resource owner registration

Figure 6.3.1.1-1 shows the procedure for resource owner registration.

Editor's Note:
Which CAPIF entity (e.g. CAPIF core function, API exposing function) acts as the resource owner registration handling function in the procedure below is FFS.

Pre-conditions:

1.
The resource owner is authorised to access the resource owner registration handling function; and 

2.
The resource owner has information for accessing the resource owner registration handling function.
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Figure 6.3.1.1-1: Procedure for resource owner registration
1.
The resource owner sends resource owner registration request to the resource owner registration handling function, including the resource owner identity (e.g. GPSI) and security credentials.

2.
The resource owner registration handling function initiates the verification procedure and validates the resource owner registration request. 

3.
The resource owner registration handling function sends resource owner registration response.

6.3.1.2
Obtaining user consent upon the service API invocation
Figure 6.3.1.2-1 shows the procedure to obtain user consent upon service API invocation, which is used in the real-time consent scenario.

Pre-conditions:

1.
The resource owner is registered to the API exposing function and can be accessed by the API exposing function.
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Figure 6.3.1.2-1: Procedure for obtaining user consent upon the service API invocation
1.
The API invoker sends service API invocation request to the API exposing function, which requires user consent of the resource owner.

2.
The API exposing function determine if the user consent is required to execute the service API. If the user consent is not required for the API invocation, the steps 3-5 will be skipped. 

NOTE:
The API exposing function determines if the user consent is required based on implemented API logic.
The API exposing function identifies the resource owner by one of the following processes:

-
If the service API invocation indicates the resource owner by GPSI, the API exposing function identifies the resource owner by retrieving the resource owner information from the resource owner registration handling function, which has received the resource owner information in resource owner registration, as shown in clause 6.3.1.1.

-
If the service API invocation indicates the resource owner by UE (IP or Ethernet) address, the API exposing function identifies the resource owner by interacting with BSF, as specified in TS 29.513 [6].

-
If the service API invocation indicates the resource owner by external group identifier, the API exposing function identifies the individual resource owners by interacting with HSS/UDM, as specified in TS 23.682 [7].

-
If the service API invocation indicates the resource owner by "any UE" identification, the API exposing function regards all the available resource owners as the target resource owners.
3.
The API exposing function obtains the user consent from the resource owner.

NOTE:
The detailed procedure to obtain the user consent will be specified in SA3.

4.
If the API invocation is allowed, the process for service API execution is continued. If the API invocation is denied, the service API execution is rejected. The result of the user consent response is stored in the API exposing function.

NOTE:
How the stored user consent is maintained or cleared is up to implementation and is out of scope of this document. 

5.
The API exposing function sends service API invocation response to the API invoker based on the result of the service API execution.

6.3.1.3
Updating user consent

The resource owner may update user consent anytime to allow or deny future API invocation.

NOTE:
The detailed procedure to update the user consent will be specified in SA3.
6.3.2
Solution evaluation


There is a problem for the API exposing function to contact UE through firewall in Step 3 of clause 6.3.1.2. Besides, it is not preferrable that the SCEF or NEF acts as a resource owner registration handling function, even though it is possible, because this may be a lot of overload for SCEF/NEF.
_1704197996.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



_1704197997.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



