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1. Introduction
This contribution proposes a solution to determine APIs that require user consent.
2. Reason for Change
This contribution resolves the following Editor's Note:
Editor's Note: It is FFS, how to determine if the API requires user consent.

Examples of northbound APIs that require user consent are (1) Session with QoS API, (2) Traffic Influence API, (3) Location API, etc. In order to distinguish these APIs from other general APIs (i.e. APIs which does not require user consent), it is suggested that the API exposing function has a list of APIs which require user consent. If the invoked API matches any item in the API list, the API exposing function initiates the procedure to obtain the user consent. 
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.3.0.
* * * First Change * * * *

6.3.1.2
Obtaining user consent
Figure 6.3.1.2-1 shows the procedure to obtain user consent upon service API invocation.

Pre-conditions:

1.
The resource owner is registered to the API exposing function and can be accessed by the API exposing function.
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Figure 6.3.1.2-1: Procedure for obtaining user consent
1.
The API invoker sends service API invocation request to the API exposing function, which requires user consent of the resource owner.

2.
The API exposing function determine if the user consent is required to execute the service API. If the user consent is not required for the API invocation, the steps 3-5 will be skipped. 


NOTE:
The API exposing function determines if the user consent is required based on implemented API logic.
The API exposing function identifies the resource owner by one of the following processes:

-
If the service API invocation indicates the resource owner by GPSI, the API exposing function identifies the resource owner from the information received in resource owner registration, as shown in clause 6.3.1.1.

-
If the service API invocation indicates the resource owner by UE (IP or Ethernet) address, the API exposing function identifies the resource owner by interacting with BSF, as specified in TS 29.513 [6].

-
If the service API invocation indicates the resource owner by external group identifier, the API exposing function identifies the individual resource owners by interacting with HSS/UDM, as specified in TS 23.682 [7].

-
If the service API invocation indicates the resource owner by "any UE" identification, the API exposing function regards all the available resource owners as the target resource owners.
3.
The API exposing function obtains the user consent from the resource owner.

NOTE:
The detailed procedure to obtain the user consent will be specified in SA3.

4.
If the API invocation is allowed, the process for service API execution is continued. If the API invocation is denied, the service API execution is rejected. The result of the user consent response is stored in the API exposing function.

NOTE:
How the stored user consent is maintained or cleared is up to implementation and is out of scope of this document. 

5.
The API exposing function sends service API invocation response to the API invoker based on the result of the service API execution.
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