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1. Introduction
This study aims to study the capabilities needed in CAPIF to enable the verification of the 5GS subscriber in the context of the northbound API invocation. Additionally,

1. Solution #1 clarifies the business relationship between CAPIF provider and the resource owner (PLMN subscriber). 

2. Solution #3 (Obtaining user consent via CAPIF-8) proposes the solution to obtain user consent and also has the Editor note on how to determine if the API requires user consent. 

3. SA3 is considering solution #4 (Check of User Consent for 3GPP Service Exposure) in their User consent study (3GPP TR 33.867), as a candidate solution for normative work. This solution considers CAPIF in the scope of obtaining the user consent. 

Based on the above, for the CCF to determine obtianing the user consent, it needs to be studied, how CAPIF identifies the APIs that are in the context of resource owners (UE(s)) and apply the subsequent verification procedures.
2. Reason for Change
This pCR proposes new key issue on identification of subscriber centric API.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.3.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.Y
Key Issue #Y: Detection of subscriber centric API

4.Y.1
Description

Solution #1 (Business relationship in SNA), proposes the business relationship between resource owner (PLMN subscriber) and the CAPIF provider through a service agreement. Such a service agreement can enable the CAPIF provider to identify the resource owner and provide SNA services related to the UE(s) belonging to the resource owner.

Solution #3 (Obtaining user consent via CAPIF-8) proposes the solution to obtain user consent. This needs determination of, if the API requires user consent. 

As per 3GPP TS 33.867 [r33867], solution #4 (Check of User Consent for 3GPP Service Exposure) is considered as a candidate solution for normative work for obtaining user consent. This solution considers CAPIF in the scope of obtaining the user consent.

Based on the above, for the CCF to determine obtianing the user consent, it needs to be studied, how CCF identifies the APIs that are in the context of resource owners (UE(s)) and apply the subsequent verification procedures.
Not all the northbound APIs specified by 3GPP are subscriber centric, which means that such API invocations are not related to the UE. Some Northbound APIs are subscriber centric and some are not. In such a scenario, to be able to authorize the UE(s) and verify that the application function (API Invoker) can invoke a service API related to UE(s), it is needed to determine if a service API is subscriber centric, which means related to UE.

Some examples of Northbound APIs that are not subscriber centric are:

-
Number of UEs in an area, using Monitoring Events Exposure as specified in 3GPP TS 23.502 [r23502].

-
PFDs associated with Application Identifier, as specified in 3GPP TS 23.682 [r23682].

-
ReportingNetworkStatus API, as specified in 3GPP TS 29.122 [r29122].
In addition, based on a service agreement between the API Provider domain (API Exposing Function, API Publishing Function and API Management Function) and the API Invoker (AF), the API provider may want to verify the UE in the context of the API invocation, along with the authentication and authorization of the AF. Some example scenarios are:

-
In B2C applications scenario, a user holding the UE uses the applications provided by the application service provider. In such cases, the application service provider may want to consume the 3GPP network services through Northbound APIs that are related to the UE. For example, fetch the location of the UE from the core network. 

-
A MTC (Machine Type Communication) service provider may have service agreement with the PLMN, where a dedicated AF may request network services on behalf of all the devices belonging to the MTC service provider. In such case, block permission may suffice as all the devices belong to single user (MTC provider).

 Open Issue:

-
Whether and how to identify the service APIs that are related to the Subscriber(s),

-
Whether and how to determine selectively Subscriber(s) are being verified in context of the Northbound API invocation from the API Invoker.

* * * End of Change * * * *
