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1. Introduction
This contribution provides solution for KI#2 - Application server monitoring and control of traffic.
2. Reason for Change
Following key issue has been agreed to study:
	4.2
Key issue #2: Application server monitoring and control of traffic

Clause 31 of 3GPP TS 22.101 [4] has provided requirements for control of traffic from UE-based applications toward associated server. When an application on a third-party server or the third-party server itself becomes congested or fails, the traffic towards that server needs to be controlled to avoid/mitigate potential issues caused by resulting unproductive use of 3GPP network resources. Following are some of the requirements:

The 3GPP network shall be able to control (i.e., block and/or prioritize) traffic from UEs to an application on a third-party server or the third-party server itself without affecting traffic to other applications on the third-party server or to other third-party servers.

The 3GPP network shall be able to receive a status indication from the third-party server when an application on it is experiencing congestion or failure, and when normal operation resumes. Such a status indication may be sent periodically, and/or when the status of the application changes.

The 3GPP network shall be able to detect and monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server.
Consider a scenario where an IoT application server serves millions of devices. In an event where the application server's response time is increased due to high traffic congestion at the application server, it is required to able to control (i.e., block and/or prioritize) the traffic from the UEs or IoT devices towards the application server. 

Hence, it is required to study:

1)
How to enhance the enabler layer (e.g., SEAL, CAPIF) to support service monitoring of third-party application servers? 

2)
How to monitor a third-party server's operational status e.g., congestion levels, failure, and unavailability of the third-party server? How to control/influence the traffic when the third-party application server is experiencing congestion or failure, and when normal operation resumes?


It is needed to provide solution for above KI considering CAPIF involvement in the 3rd party AS service monitoring.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-97.
* * * First Change * * * *

5.x
Solution #X: Application Server status monitoring via CAPIF
5.x.1
Description

This solution addresses KI#2 by providing enhanced CAPIF services for managing application server status. The CCF takes the responsibility to monitor application server status and application server service status. The CCF exposes the monitored AS server and AS service status to CCF service consumer (e.g. API invoker) via the enhanced service discovery procedure and event exposure procedure.

5.x.1.1
AS status monitoring

For the 3rd party Application Server providing its service (also see KI#2 in 3GPP TR 23.700-98 [2370098]), it acts as AEF and the API provider domain function registration procedures (initial registration, update and deregistration) applies for the AS. As depicted in the figure 5.x.1.1-1 and table 5.x.1.1-1 (with bold text), the AMF in the API provider domain shall register detailed AEF information for API provider domain function with role AEF in addition to existing API provider domain function registration information. The detailed AEF information includes AEF type (e.g. video transcoder), AEF status (e.g. normal operation, maintenance), load information, capacity information (e.g. CPU, memory, disk, network) and heartbeat configuration. The heartbeat configuration is used by CCF to check AS availability, it is not exposed to any other CAPIF entity consuming CCF service (e.g. API invoker). 
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Figure 5.x.1.1-1: API provider domain function registration with AEF detailed information
Table 5.x.1.1-1: Registration request

	Information element
	Status
	Description

	List of API provider domain functions
	M
	List of API provider domain functions including role (e.g. AEF, APF, AMF) and, if required, specific security information.

	> AEF information
	O
	The AEF information includes AEF type, AEF status, heartbeat interval, capacity, load, load timestamp. Applicable for API provider domain function with AEF role.

	Security information
	M
	Information for CAPIF core function to validate the registration request


For registration update, the AEF information may be included as well if there is a need for update. The AEF status can be changed either by AMF during registration update or by CCF during heartbeat process. 

Figure 5.x.1.1-2 shows the procedure of CCF offered service for AEF information subscription/update/unsubscription. The API invoker subscribes to the CCF for the desired AEF(s) and CCF validates the request and records the subscription information. If the CCF responds API invoker successfully during subscription, the API invoker will get the AEF information notification from the CCF if there is any change in the AEF information. The existing CAPIF event exposure service in clause 10.4 of 3GPP TS 23.222 [23222] can be re-used to support a new "AEF info update" event and the event filter may be AEF ID or AEF type.
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Figure 5.x.1.1-2: AEF information subscription/update/unsubscription procedure

5.x.1.2
AS service status monitoring

For AS acting as an AEF and publishing its service API into CCF, the AS shall be able to update its service API status (active, inactive) in the CCF. Table 5.x.1.2-1 show the impact (with bold text) in the existing service API publish information flows in 3GPP TS 23.222 [23222] as example, the same addition applies for the service API update request and interconnection service API publish request.

Table 5.x.1.2-1: Service API publish request

	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:
If the shareable information is not present, the service API is not allowed to be shared.


For service API discovery, the CCF consumer (e.g. API invoker) can discover the service API status via service API discovery procedure or be notified about the service API status change via CAPIF event exposure procedure. The APF can update the service API status to the CCF. Alternatively, the CCF can update the service API status based on its own probing.

NOTE:
The CCF can act as an API invoker to probe service API. Probing details are out of the scope of the present study.

5.x.1.3
API invocation influence control considering AS status

From CCF perspective, since it maintains both the status and load of the AEF being registered and each service API status the registered AEF supplies, the CCF may make its own determination to offer the service API(s) with active status within a normal operational and non-congested AEF to the CCF consumer (e.g. API invoker). How the congestion threshold is determined by the CCF is implementation specific.

Alternatively, the CCF may choose not to perform any filtering in providing the service API(s) to the API invoker. In this case, since API invoker has full knowledge on the discovered/notified API information (including status) and the notified AEF information (including load and status), the API invoker should be able to invoke service API properly based on its own determination.

In order to decide which entity (CCF or API invoker) shall take the control of API invocation influence, as depicted in figure 5.x.1.3-1 (with bold text), the API invoker needs to include such intention in the onboarding API invoker request if it wants to take the control. The CCF should respect API invoker’s intention so that to avoid filtering service APIs in the service API discovery considering AS status for the requesting API invoker and confirm the same in the response acknowledging to the API invoker. If such intention is not received from the API invoker and if CCF wants to take the control, the CCF shall include the API invocation influence control information indicating CCF intention in the onboarding API invoker response. 
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Figure 5.x.1.3-1: Procedure for onboarding the API invoker with API invocation influence control information exhange

Table 5.x.1.3-1 and table 5.x.1.3-2 show the impact (with bold text) in the information flows used in API invoker onboarding procedure.

Table 5.x.1.3-1: Onboard API invoker request
	Information element
	Status
	Description

	Onboarding information
	M
	The information of the API invoker including enrolment details, required for onboarding

	APIs for enrollment
	O
	List of APIs being enrolled for.

	API invocation influence control information
	O
	Indicate whether API invoker takes the control for API invocation influence considering AS status.


Table 5.x.1.3-2: Onboard API invoker response
	Information element
	Status
	Description

	Onboarding status
	M
	The result of onboarding request i.e., success indication is included if the API invoker is granted permission otherwise failure.

	Enrolled information
	O
(see NOTE 1)
	Information from the provisioned API invoker profile which may include information to allow the API invoker to be authenticated and to obtain authorization for service APIs

	Service API information
	O
(see NOTE 2)
	The service API information includes the service API name, service API type, communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	API invocation influence control information
	O (NOTE 2)
	Indicate whether CAPIF and which CAPIF entity (i.e. API invoker or CCF) take the control for API invocation influence considering AS status.

	Reason
	O
(see NOTE 3)
	This element indicates the reason when onboarding status is failure.

	NOTE 1:
Information element shall be present when onboarding status is successful.
NOTE 2:
Information element may be present when onboarding status is successful.
NOTE 3:
Information element shall be present when onboarding status is failure.


5.x.2
Evaluation

Editor's Note: This clause provides an evaluation of the solution. 

* * * Next Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[3]
3GPP TR 23.503: "Policy and charging control framework for the 5G System (5GS)".

[4]
3GPP TR 22.101: "Service aspects; Service principles".

[5]

3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs"
[6]
3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows"
[23222]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[2370098]
3GPP TR 23.700-98: "Study on Enhanced architecture for enabling Edge Applications".
* * * End of Changes * * * *

_1697872996.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



_1698003482.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



_1697293030.vsd
The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.


The height of the text box and its associated line increase or decrease as you add text. To change the width of the comment, drag  the side handle.



