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[bookmark: _Toc50584182][bookmark: _Toc50584526][bookmark: _Toc57673369][bookmark: _Toc74058222]* * * First Change * * * *
[bookmark: _Toc37790893][bookmark: _Toc42003842][bookmark: _Toc50584152][bookmark: _Toc50584496][bookmark: _Toc57673339][bookmark: _Toc74058186]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedure for the 5G System; Stage 2".
[4]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[5]	3GPP TS 29.122: "T8 reference point for northbound Application Programming Interfaces (APIs)".
[6]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[7]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[8]	3GPP TS 36.305: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Stage 2 functional specification of User Equipment (UE) positioning in E-UTRAN".
[9]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[10]	3GPP TS 38.305: "NG Radio Access Network (NG-RAN); Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
[11]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[12]	3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".
[13]	3GPP TS 23.434: "Service enabler architecture layer for verticals; Functional architecture and information flows; Stage 2".
[14]	3GPP TS 23.286: "Application layer support for Vehicle-to-Everything (V2X) services; Functional architecture and information flows ".
[15]	ETSI ISG MEC ETSI GS MEC 003 V2.1.1 (2019-01), "Multi-access Edge Computing (MEC); Framework and Reference Architecture"
[16]	OMA-TS-REST_NetAPI_ACR: "RESTful Network API for Anonymous Customer Reference Management"
[17]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[18]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[19]	GSMA Whitepaper OPG.01: "Operator Platform: Telco Edge Proposal", https://www.gsma.com/futurenetworks/wp-content/uploads/2020/10/GSMA-Operator-Platform-Proposal-Oct-2020.pdf
[20]	3GPP TS 23.548: "5G System Enhancements for Edge Computing".
[21]	3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[x]	3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications".
5.2.6.2	Requirements
[AR-5.2.6.2-a]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EEC. 
[AR-5.2.6.2-b]	The application layer architecture shall provide mechanisms for the Edge Computing Service Provider to authorize the usage of Edge Computing services by the EASs. 
[AR-5.2.6.2-c]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.6.2-d]	The authentication and authorization for the use of Edge Computing services shall support the deployment where the functional entities providing the Edge Computing services are in the same trust domain as the 3GPP system, different trust domains or both. 
[AR-5.2.6.2-e]	The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.
[AR-5.2.6.2-f]	The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.
[AR-5.2.6.2-g]	The application layer architecture shall support EASs to obtain user's authorization in order to access to user's sensitive information (e.g. user's location).
[AR-5.2.6.2-h]	The application layer architecture shall provide mechanisms to support privacy protection of the user.
NOTE:	Security and privacy related procedures are specified in 3GPP TS 33.558 [x]requirements are in the scope of SA3 to resolve.
* * * Next Change * * * *
[bookmark: _Toc50584246][bookmark: _Toc50584590][bookmark: _Toc57673433][bookmark: _Toc74058284][bookmark: _Toc74058327]7.2.2	Edge Enabler Client ID (EECID)
The EECID is a globally unique value that identifies an EEC. 
NOTE:	Security and privacy aspects related to EECID are specified in 3GPP TS 33.558 [x].
Editor's Note:	[SA3] Whether EECID can satisfy the requirement in authentication and authorization procedure over EDGE-1 and 4 is SA3's responsibility.
* * * Next Change * * * *
8.3.3.2.2	Request-response model
Figure 8.3.3.2.2-1 illustrates service provisioning procedure based on request/response model.
Pre-conditions:
1.	The EEC has been pre-configured or has discovered the address (e.g. URI) of the ECS;
2.	The EEC has been authorized to communicate with the ECS;
3.	The UE Identifier is either preconfigured or resulted from a successful authorization; and
4.	The ECS is configured with ECSP's policy for service provisioning.
NOTE 1:	Details of ECSP's policy are out of scope.
Editor's Note:	[SA2] [SA3] Whether the UE's subscription data may contain the endpoint information of ECS is FFS and requires SA2 and SA3 coordination.
Editor's Note:	[SA3] The authorization procedure required to enable communication with the ECS is FFS.


Figure 8.3.3.2.2-1: Service provisioning – Request/Response
1.	The EEC sends a service provisioning request to the ECS. The service provisioning request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, UE location and AC profile(s) information.
2.	Upon receiving the request, the ECS performs an authorization check to verify whether the EEC has authorization to perform the operation. The ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.10.2. If AC profile(s) are provided by the EEC, the ECS identifies the EES(s) based on the provided AC profile(s) and the UE location. When AC profiles(s) are not provided, then:
-	if available, the ECS identifies the EES(s) based on the UE-specific service information at the ECS and the UE location;
-	ECS identifies the EES(s) by applying the ECSP policy (e.g. based only on the UE location);
NOTE 2:	Details of the UE-specific service information and how it is available at the ECS is out of scope.
NOTE 3:	Both steps are evaluated prior to sending a response.
The ECS also determines other information that needs to be provisioned, e.g. identification of the EDN, EDN service area, EES endpoints.
3.	If the processing of the request was successful, the ECS responds to the EEC's request with a service provisioning response which includes a list of EDN configuration information, e.g. identification of the EDN, EDN service area, and the required information (e.g. URI, IP address) for establishing a connection to the EES.
If the ECS is not provisioned with any EDN configuration information or is unable to determine the EES information using the inputs in service provisioning request, UE-specific service information at the ECS or the ECSP's policy, the ECS shall reject the service provisioning request and respond with an appropriate failure cause. 
If the EDN configuration information includes an LADN DNN as an identifier for the EDN, the EEC considers the LADN as the EDN. Therefore, the service area of EDN is the LADN Service Area which can be discovered using the UE Registration Procedure. 
The EEC may cache the service provisioning information (e.g. EES endpoint) for subsequent use and avoid the need to repeat step 1. If the Lifetime IE is included in the Service provisioning response, then the EEC may cache and reuse the Service provisioning information only for the duration specified by the Lifetime IE, without the need to repeat step 1.
If the ECS provided information regarding the service continuity support of individual EESs, the EEC may take this information into account when selecting an EES for EEC registration, EAS discovery or T-EAS discovery, respectively.
NOTE 4:	If the service provisioning request fails, the EEC can resend the service provisioning request again, taking into account the received failure cause.
NOTE 5:	Even after the EEC establishes a connection to the EES using information received in step 3, the EES can issue AF request to influence traffic routing from EEC to EES as specified in 3GPP TS 23.502 [2] clause 5.6.7.

* * * Next Change * * * *
[bookmark: _Toc74058585]8.8.4.2	EAS discovery request
Table 8.5.3.2-1 describes information elements for the EAS discovery request from the EAS to the EES and from the S-EES to the T-EES. Table 8.5.3.2-2 provides further detail about the EAS Discovery Filter information element.
Editor's Note: [SA3] Whether and how security credentials corresponding to different Requestors considering different deployments are handled is FFS and in scope of SA3.
* * * Next Change * * * *
[bookmark: _Toc74058655]8.11.1	General
The architecture for enabling edge applications supports EEC authentication/authorization. 
After the successful EEC authentication/authorization, the EEC acquires a valid security credential for EEC related procedures including service provisioning procedure, EEC registration procedure, EAS discovery procedure and ACR procedure. Detailed procedures are specified in 3GPP TS 33.558 [x]. 
Editor's Note: [SA3] The detailed mechanism for EEC authentication/authorization is up to SA3.
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