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1. Introduction
This contribution proposes a new solution to support encrypted application traffic detection in EDGE-3 API.
2. Reason for Change
This pCR proposes a new solution for applying QoS and monitoring ACR event for encrypted application traffic.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes in TS 23.700-98.
* * * First Change * * * *
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* * * Next Change * * * *

7.x
Solution #ZZ: Traffic filter support for EDGE-3 API addressing application traffic encryption
7.x.1
Architecture enhancements

None.
7.x.2
Solution description

For encrypted application traffic using TLS, if the metadata of the connection are not encrypted (e.g. TLS SNI), it is possible for the MNO to perform traffic classification by matching such metadata. More specifically, the EAS can provide the domain name to the EES as traffic descriptor and EES can further provision the domain name to the 3GPP CN. The following figure 7.x.2-1 depicts the solution sketch for the Session with QoS create operation.
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Figure 7.x.2-1: Session with QoS API: create operation
The EAS requests establishment of a data session between the AC and the EAS with a specific QoS. The EAS sends the domain name as traffic descriptor which also indicates the applicable protocol and matching criteria (e.g. TLS SNI). The EES derives the application id by local policy and invokes the PFD management procedure with the 3GPP CN. Further the EES provides the same application id for requesting data session with specific QoS in step 2c or step 4.
If the metadata of the connection is encrypted, e.g. Encrypted Client Hello (see IETF draft-ietf-tls-esni-12 [ECH]), aiming to provide confidentiality of which site the user is accessing by handshake information encryption, the regular way to traffic classification cannot be used. The traffic analytics by machine learning (e.g. communication pattern) may be in place to help MNO for traffic sniffing, which is implementation specific. In this case, the EES can simply supply the application id to the 3GPP CN when requesting data session with specific QoS and rely on further traffic classification mechanism in MNO to apply specific QoS for the encypted application data.
Similar approach can be applied for the ACR management event API for EAS to consume EES service.
7.x.3
Solution evaluation

This clause provides an evaluation of the solution.

* * * End of Changes * * * *
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