
3GPP TSG-SA WG6 Meeting #45
S6-211903
e-meeting, 25th August – 3rd September 2021
(revision of S6-21xxxx)

Source:
Ericsson
Title:
New KI encrypted application traffic detection
Spec:
3GPP TS 23.700-98 v0.1.0
Agenda item:
10.8
Document for:
Approval

Contact:
Wenliang Xu; wenliang.xu@ericsson.com
1. Introduction
This contribution proposes a new KI for the eEDGEAPP.
2. Reason for Change
The current definition of session with QoS API only allows IP flow description, nowadays, the encrypted traffic volume (e.g. HTTPS) is increasing rapidly year by year in internet. Not supporting traffic filter for encypted traffic will make the EDGE-3 session with QoS API less attractive to the EAS developer.

Also, the ACR management event service API relies on the detection of the application traffic in user plane path change, which also needs to support encrypted traffic filter.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes in TS 23.700-98.
* * * First Change * * * *

4.X
Key issue #ZZ: Encrypted application traffic detection
SA6 has specified EDGE-3 exposure with different APIs. The session with QoS API provides the capability for the EAS to influence the QoS for the application traffic via EES. The ACR management event API supports "User plane path change", "ACR monitoring" and "ACR facilitation" and all events support to detect user plane path change for the application traffic.
The current definition of session with session with QoS API and ACR management event API only supports simple IP flow description. Nowadays, the encrypted traffic volume (e.g. HTTPS) is increasing rapidly year by year. Not supporting traffic filter for encrypted traffic will make the EDGE-3 API less attractive to the EAS developer, therefore it is important to study how to support encrypted application traffic detection in EEL.
Open issues:

-
How to support encrypted application traffic for session with QoS API.
-
How to support encrypted application traffic for ACR management event API.
* * * End of Changes * * * *
