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1. Introduction
This contribution proposes a solution for the key issue #3 with regard to obtaining user consent from the resource owner in a remote environment.
2. Reason for Change
The procedures for obtaining authorisation from the resource owner may vary based on the relationship between the API invoker and the resource owner. OAuth 2.0 authorisation code grant type is useful for a typical use case where the the API invoker can redirect the resource owner via web browser (e.g.where the resource owner is operating a smartphone application which tries to invoke the service API), but when the resource owner is different from the operator of the API invoker, a different way to obtain the user consent is needed. This contribution proposes that the CAPIF core function finds the resource owner and obtain user consent.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v0.1.0.
* * * First Change * * * *

6.X
Solution #X: API invoker obtaining authorisation from a remote resource owner 
6.X.1
Solution description
This solution addresses the key issue #3 with regard to obtaining user consent from the resource owner.
When the resource owner is remote from the API invoker (e.g. when the resource owner is not operating the API invoker), the API invoker cannot use the authorisation code grant type for OAuth 2.0 [x], as the API invoker cannot redirect the resource owner to the authorization server (CAPIF core function). In this solution, CAPIF core function finds the resource owner and obtain user consent.

Figure 6.X.1-1 illustrates the procedure for the API invoker obtaining authorisation for service API access in SNA.
Pre-conditions:
1.
The API invoker is onboarded and has an API invoker identity
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Figure 6.X.1-1: Procedure for the API invoker obtaining authorisation for service API access from a remote resource owner
1.
The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.

2.
The CAPIF core function validates the authentication of the API invoker (using authentication information).
3.
The CAPIF core function identifies the resource owner from the service API invocation information received from the API invoker in step 1.

4.
The CAPIF core function notifies the resource owner that the API invoker is attempting to invoke the service API related to the resource owner. If the CAPIF core function cannot identify or communicate with the resource owner, steps 5 and 6 are skipped.
5.
The CAPIF core function authenticates the resource owner.

6.
The resource owner authorises the API invoker to invoke the service API.
7.
Based on the authorisation from the resource owner, the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response. If the CAPIF core function cannot identify or communicate with the resource owner in step 4, the CAPIF core function responds that the request is failed.
6.X.2
Solution evaluation
 Editor's Note:
This clause will provide the evalution for the solution.
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